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Squid Live Demo Guide

System requirements

« MACOS X 10.10 or later.
* Windows 7.x or later.

o Processor Intel Core i3 or later
o 8GBRAM

o 10 GB of free space on HDD

o NIC @ 100 mbps or better

* Oracle Virtual Box software (open source).
» Latest version Google Chrome web browser.

* Internet connection to https://license.cospace.cloud

NOTE: its highly recommended to read at least Squid General Overview and Squid Billing sections

of the Squid Support Center to understand how Squid works.

Setup your virtual machine

Squid Live demo runs as a virtual host, we recommend installing VirtualBox from Oracle, you can

download the latest version from its site: https://www.virtualbox.org/.

When VirtualBox is downloaded, and installed, the next step is to confirm that the file Squid Live
OVA has successfully downloaded. Remember that to have this file you need to register in

www.insightlevel.com/download.ntml.

Then, you can import OVA file into VirtualBox following next steps:
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Setup your virtual machine
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1. Open VirtualBox program and go to File -> Import Appliance.

o

& Preferences... CtreG

) Import Appliance... Ctrlel

® Export Appliance... CrrioE Welcome to VirtualBox!

@ Virtual Media Manager... CtdeD The left part of this window Ists.

@ Host Network Manager... CuleW you haven't created any virtual machines yet.

In order to create press

your computer. because

&, Network Operations Menager...
@ Checkfor Updates...
A\ Reset All Warnings

VBt CrieQ

Import an appliance into VirtualBox

You can press the F1 key to get instant help, or visit www.virtualbo.org for more information and latest news.

located at the top of the window.

2. Locate the squid.ova file on your hard disk, select it and then click Next.
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U Import Virtual Appliance

L2l

Appliance to import

(OVF). To continue, select the file to import below.

VirtualBox currently supports importing appliances saved in the Open Virtualization Format

Z:\OneDrive \Documentos\squid.ova

[Expertode | [ Next

J [ concel
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3. See the summary of the machine to be imported and click on Import.

-

@ Import Virtual Appliance

Setup your virtual machine

Squid Live Demo Guide

Sl )

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the
imported VirtualBox machines. You can change many of the properties shown by double-clicking
on the items and disable others using the check boxes below.

Virtual System 1 ol
€2 Name Debian 8.7.1 _
9 Product Squid -
& Product-URL https://www.insightlevel.com/features.html
& Vendor InsightLevel
@ Vendor-URL https://www.insightlevel.com
@ Version 10
B Guest 05 Type [ Debian (64-bit) -

[ Reinitialize the MAC address of all network cards
Appliance is not signed

Restore Defaults| [ Import | [ cancel

4. Click on Agree when ask for TRIAL installation.
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3¢ Software License Agreement m

The virtual system "Debian 8.7.1" requires that you
agree to the terms and conditions of the software
license agreement shown below.

Click Agree to continue or dick Disagree to cancel the import.

Trial 30 days

[ Agree ][ Disagree J[ Print... J[ Save... J
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Setup your virtual machine

Squid Live Demo Guide

5. Import of the machine will start, please wait until it’s finished

3¢ Importing Appliance ..: Importing appliance 'Z:\OneDrive\... ld_‘hj

Importing virtual disk image 'squid-disk00 1. vmdk'
|

1 minute, 46 seconds remaining

- (2/3)
% X

6. Once the virtual machine is finally imported and before starting the virtual host, you

need to configure the Port Redirection, so first check configuration following these
steps:

a. Click on the virtual host Debian 8.7.1

b. Then click on Settings menu.

File  Machine Help

@@ Vo

New Settngs Discard Start

-wmts
O~ Debian 8.7.1
e
st ol

your computer.
mmzmwummwmmumm"wwm(«mbeoond)
machine. For a st of currently avallable tools me

top of the window.

the urently chosen
menu at the right side of the main tool ber located at the

You can press the F1 key to get nstant help, o visit o, vituabox,org for more information and latest news. {J
((Contains a tree of Virtual Machines and their groups |

Details

Tool to observe virtual machine (VM) detals. Reficts groups of properties for
the machine storage devices).

Snapshots
Tool to con Reflects for the currently selected VM.
mm(nu:unmt)-dmuvwwws Alows.

m@|
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Setup your virtual machine
Squid Live Demo Guide

c. Then click on Network -> Advanced -> Port Forwarding.

23 Debian 8.7.1 - Settings

[ General
@
o Audio
WP Network
£ serial Ports
& uss

Iﬁ Shared Folders

System
Display

Storage

E User Interface

’ Network

Adapter 1 | Adapter2 | Adapter3 | Adapters |

Enable Network Adapter

-

Name:

¥ Advanced

Adapter Type: [Intel PRO/1000 MT Desktop (62540EM)

Promiscuous Mode: |Deny

MAC Address: 0800274E2ED6

Cable Connected

Invalid settings detected

(oc J[ cona ]

d.

If they are not already created, create the next Port Forwarding rules by editing

the fields on the port forwarding options, if they are already created just skip

this step:

-
& Port Forwarding s s — — — — e
Name Protocol Host IP Host Port Guest IP Guest Port | >
Jox Tcp 8080 80 @
SSH Tcp 22 2
SquidOX cp 7550 7550
U
U

7. Now you can start your virtual machine!

NOTE: Virtual machine usually takes 2 o0 3 minutes to start all the services, please be patient.
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Setup a valid license
Squid Live Demo Guide

Setup a valid license

Once virtual machine is running, you can start Squid following the next steps:

1. Open a Google Chrome browser on your host machine and go to
http://localhost:7550/SquidOX-Core.

2. Because the default Squid license is invalid, you need to use your e-mail address and
password given by InsightLevel. If you still haven't those, please ask for them to your
sales representative to receive your credentials to login into the Squid Platform.

Invalid License

Your license is invalid or expired. You

NOTE: InsightLevel registration take 1 business day to send your information to your e-
mail.

3. Once you provide a valid license, Squid will show you a login screen.
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Setup a valid license
Squid Live Demo Guide

SquIdOX 77

Using Squid
NOTE: All provisioned demo entities (users) use the same password: il.123

1. You can login with the Service Provider user. This is the top entity on the platform that
can provision VARs; its credential is described below:

a. Username as Service Provider: squid
2. There is a small Squid’s distributors network preloaded, which is composed by VARs,
Resellers, ECs and users. In the same way, you can login with any of them depending on
which part of the network or what entity you will use, users are:
a. Username as VAR: varll.prepayment
» VAR: varl2.prepayment

= Reseller: resellerl2.prepayment
= Enterprise Customer: ecl2.prepayment

||_ User manual Page 10



Using Squid
Squid Live Demo Guide

b. Username as VAR: varll.postpayment
c. Username as VAR: varll.payasyougo
= Reseller: reseller.payasyougo
o Enterprise Customer: ec2.payasyougo
» Enterprise Customer: ec.payasyougo

Description of every entity can be found on Squid Support center on the General
Overview Section.

3. Finally, once Enterprise Customers provision some users, you can use the email boxes in
Open-Xchange. You can go to http://localhost:8080/appsuite and test them on App
Suite platform. It will be needed to use the previous credentials for each user created
and see the features assigned to them.

For a quick start guide to create the first VAR, and the first Enterprise Customer see this
link: http://www.insightlevel.com/help/help_section.html?category=quickStart.

NOTE: You can create your own entities with different package features. For further details
about Squid and all its features you can review Squid's Support Center here:
http://www.insightlevel.com/help/help.html.

NOTE: For this TRIAL, the only features available are: OX PIM, OX Sync and OX Drive, so
based on this scenario you can differentiate that a user is provisioned with mailbox + drive
or just with mailbox.

IMPORTANT NOTE: AppSuite environment is not functional, it is just for testing integration
and creation of mailboxes provided by Squid.
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Squid Installer User Guide

Introduction

Welcome to Squid Installation guide, this manual is designed to guide you through the Squid
installation process, it describes the basics configuration and software requirements to install a
fresh instance of Squid. This guide is intended as a quick walk-through and it assumes an existing
installation of the operating system, database and an Open-Xchange deployment and requires

average system administration skills.

Requirements

To install Squid, you need:

» Squid’s installation script (can be found here).
* Virtual machine is recommended, so you can use KVM, Vmware, Hyper-V or any
provider that support a Linux Debian distribution to install.

o 1vCPU @ 2Ghz
o 4 GBRAM
o 30GBSSD

* The virtual machine or server must have been connected to a network with an internet
connection (this is used to activate Squid software).

* Plain installed operating system Linux Debian 8x or later, or any derivative operating
system based on Linux Debian like Ubuntu, Kali Linux, etc. More information can be
found on this link.

* A valid SSH username and password is required user with root privileges on the
operating system.

* Any MySQL 5.x Database installed and configured, you can use MySQOL community

server, you'll require creating a user with the privileges to create and manage databases,

see this links for more information:
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Requirements
Squid Installer User Guide

o Linux Installation Debian

o Using a Database

* An Open-Xchange deployment based on App Suite On-premise or as OX as a Service
(OXaaS) to install Open-Xchange see:

o AppSuite Open-Xchange Installation Guide for Debian 8.0

o Squid supports Open-Xchange App Suite versions 7.8.2 and 7.8.3 by default, so
regarding the guide when configure the repository for download software please
use one of the following options:

= Deb http://software.open-
xchange.com/products/appsuite/7.8.3/appsuiteui/Debianlessie/ /
deb http://software.open-
xchange.com/products/appsuite/7.8.3/backend/Debianlessie/ /

= deb http://software.open-
xchange.com/products/appsuite/7.8.2/appsuiteui/Debianlessie/ /
deb http://software.open-
xchange.com/products/appsuite/7.8.2/backend/Debianlessie/ /

On the Add Open-Xchange Repository section in this guide:

* Open-Xchange API SOAP installed and configured.

» Postfix installed as a MTA for Open-Xchange App Suite.

* Squid username and password credentials, these will be provided by e-mail once you
are registered for download Squid.

NOTES:

* If you have a different Open-Xchange deployment or a different Open-Xchange version,
Squid still can be installed but need to do some specific changes on API integration, in
that case you can contact us and we will be pleased to help you to deploy Squid
successfully on your environment.
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Requirements
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* |t is always recommended to install Squid on the same private network where Open-
Xchange App Suite SOAP package is installed, or at least set firewall access rules to

allow bidirectional communication between Squid and Open-Xchange App Suite SOAP.

Here is a couple of diagrams of a recommended network schema about Squid installation with
Open-Xchange App Suite in a OXaaS or On-Premise deployment.

Enterprise Customers

Squid - VARs / Resellers
G External Systems
0 asl] 0o C
5 o) '
oo
oo E
L

External
Firewall

[ oy
- NGINX  rovrnss:

Ol VITAIAVAS DNS
; 0

Dx Stay Open.

Squid Web
Management

Monitor DI;:veCo(' I
System QuEee
o

twor
R sy | Internal
: Firewall
W :
T :
Director | (© :

External Storage S3, Ceph or NFS

Squid Network Schema, deployed on the same network as Open-Xchange App Suite.
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1550
[oo]

Squid Web
Management
Squid SP, VARS,
= L4 —

EC, EUC
Squid API
.Y ’

DataBase
l < ”' PayPal API VAR / Reseller

Squid Web
Register Module
. for EC/EUC
D Stay Open.

([ Postix Cont. Files ] [NGINX+ Conf. Files] [ APiOXaas ] I

EC/EUC

ai
|

Squid Concept Diagram.

Installation

To install Squid:

1. Go to Squid Download page.

2. Register your data for download, it's important to register a valid email address
because this email address will be used to deliver Squid credentials.
Download Squid installation script.

4. On the operating system, with a MySQL database installed and configured please copy
and execute the installation script with a SSH user with root privileges.

Detailed Steps:

A. Executing squid-setup.sh

1. Run installer script as root user or with any user but using sudo command in your
operating system.
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Installation
Squid Installer User Guide

./squid-setup.sh --configure
-c | --configure: Starts Squid’s setup
-h | --help: Shows help of Squid’s setup

root@s4frz ¢ . Uid-zetup.sh —-configure

2. Wait for Linux dependencies to be installed, script will download and install all the
dependencies required.

Squid Installer Environment

VYersion 1.68.8

By Insight Leve

starting Squid installation wizard.........
1.====== INSTALLING IMITIAL RESOURCES
Reading packaoge Li ... Done

Building depende

PPﬂdinﬂ i

0% YERSION

option:
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WARNING: Because of the Open-Xchange API dependencies, if you select the wrong
version, Squid will not operate correctly.

4. After selecting the Open-Xchange App Suite version, the script will download Squid
sources showing a progress download status.

Current
load S
A

5. Once all the sources are downloaded, the script will ask you to configure a specific
TCP/IP port to deploy the web application server.

7558)7 [¥/n]:

rver? oF

If you select n, Squid will use the TCP/IP port 7550 by default.

6. Once Squid is installed a message will be displayed to continue with the installation
wizard over an internet browser through the next URL: http://your-host-url:port/Squid-

Installer.
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B. Configuring Squid through the installation Wizard

1. Squid Wizard Login

Once a welcome page is displayed, Squid Wizard will guide step by step for further Squid
configurations.

In this first step you must enter your client credentials.

NOTE: These credentials will be delivered by e-mail once you are registered on
InsightLevel’s web site.

Welcome to Squid

User

Password

Doesn't have an account? Register

User: Client’s username.
Password: Client’s password.
Login button: Access to Squid wizard.
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Installation
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NOTE: If you click on Register you will be redirected to InsightLevel’s registration page to
register your data and receive your credentials by e-mail.

WARNING: The delivery of the credentials can take up to 1 business day, so it's always
recommended first register your data, download the latest installation script and then
proceed with the installation, if you receive Squid installation script from another source
than the InsightLevel’s web site.

2. Welcome Page

After entering your credentials data Squid, it will validate the info and will give you
access to the welcome page where you must select the language, the Open-Xchange
App Suite’s architecture, define if your deployment is a fresh install of Open-Xchange App
suite (not users previously provisioned) or a current deployment of Open-Xchange (with
users already provisioned) and finally you must accept Terms and Conditions.

Available Languages are:

= English
= Spanish

Available Open Xchange's architecture:

= (OXaaS
= On Premise
= On Premise + LDAP

On the Option: Is this a new Open-Xchange deployment?

= Select Yes if your Open-Xchange App Suite is a fresh install without any user

provisioned yet, otherwise choose “No (import current users)”.
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= |f you selected No (import current users), Squid will read Open-Xchange
database and synchronize users into Squid database.

Check Terms and Conditions box to allow you to continue with the next step on the
installation wizard.

Squid~y

@ - Welcome to Squid Installation Wizard

Squid is a Web Console Management Tool specifically designed
@ for Open-Xchange management.

Select a language

English

Select the Open-Xchange architecture

On Premise
Is this a new Open-Xchange deployment? @ Yes No (import current users)

V| laccept Terms and Conditions

Version 1.05 NEXT

Once all the information is complete press Next button.

If there is a problem, an error will be displayed on screen with details. If not, you will be
redirected to General Information Page.

3. General Information Page

Open-Xchange Deployment Options:

If you have selected Open-Xchange architecture as “OXaaS” or “On-Premise” you must
enter the Open-Xchange APl and MySQL server information.
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Enter the Open-Xchange APl information in the following fields:

= Open-Xchange host: This field is used to set the URL Open-Xchange API SOAP.

= Master User: This field is used to set Open-Xchange’s Admin Master user defined
on Open-Xchange installation.

= Master Password: This field is used to set Open-Xchange’s Admin Master
password defined on Open-Xchange installation.

MySQL Server is the database server where Squid will create his own database
information.

Enter the MySQL server information in the following fields:

= MySQL Host: This field is used to set the IP address of the MySQL server
database host used exclusively for Squid.

= User: This field is used to set MySQL database’s username used for Squid.

= Password: This field is used to set MySQL database’s password used for Squid.

General Information

Open-Xchange Host  http://192.168.1.100/webservices
Master User  oxadminmaster

Master Password

MySQL Host  192.168.34.213:3306

User  yserAdmin

Password | ceeeseeee

BACK NEXT
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But if you selected “On Premise + LDAP” Open Xchange’s architecture, additionally you
must fill the following fields:

This field is used to set the IP address of the LDAP server used

LDAP Host:
by Open-Xchange.
User DN: This field is used to set the LDAP’s user access.
Password: This field is used to set the LDAP’s user access password.
) This field is used to set the Nginx key from your Nginx
Nginx Key:

configuration.

General Information

Open-Xchange Host  http://192.168.1.100/webservices
Master User  oxadminmaster
Master Password | ssessessessessens
LDAP Host  192.168.1.120:389
UserDN  cn=oxadmin,0=oxcs

Password

NGINXKey  sessssesssscess
MySQL Host  192.168.34.213:3306

User  yserAdmin

Password | ceeesseee

BACK NEXT

Once all the information is complete press Next button.

If there is a problem, an error will be displayed on screen with details. If not, you will be
redirected to Server Information Page.
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4. Server Information Page

This section is used to fill information about Proxies (Nginx) and MTAs (Postfix) servers of
the Open-Xchange deployment.

Open-Xchange Proxy: This section is used to fill the relevant information about the
Open-Xchange’s proxy servers (Nginx).

IP: This field is used to set the IP address of a proxy server.

This field is used to set the operating system SSH username to
SSH User: allow Squid to manage configuration files (user must have
permission to write).

Password: This field is used to set the username SSH password.

Path This field is used to set the path where Nginx configuration file
ath:

is located.

This button is used to add another Open-Xchange proxy
Add More button:

(Nginx) server, if required.

MTA for Open-Xchange: This section is used to fill information about the Open-
Xchange’s MTAs servers (Postfix).

Host: This field is used to set the IP address of a MTA server.

This field is used to set the operating system SSH username to
SSH User: allow Squid to manage configuration files (user must have
permission to write).

Password: This field is used to set the username SSH password.

||_ User manual Page 24



Installation
Squid Installer User Guide

This field is used to set the path where Nginx configuration file
Is located.

Path:

This button is used to add another Open-Xchange proxy
(Nginx) server, if required.

Add More button:

Servers Information

OPEN-XCHANGE NGNIX PROXY ADD MORE

SSHUser  yserAdmin Passwor d

Host  192.168.1.102 Path  /home/nginx/

MTA FOR OPEN-XCHANGE ADD MORE

SSHUser  yserAdmin Password | ceesseeee

Host ' 192.168.1.103 Path  fetc/postfix-in + Add Path

BACK NEXT

Once all the information is complete press Next button.

If there is a problem, an error will be displayed on screen with details. If not, you will
redirect to Squid E-mail Service Configuration Page.

5. Squid E-mail Service Configuration Page

This section is used to configure the SMTP email server for Squid. This server is used to
send email notifications, batch reports and receipts.

SMTP Host: This field is used to set the IP address of the SMTP host.
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SMTP Port: This field is used to set the TCP/IP port of the SMTP host.

This field is used to set the username to authenticate on the
Username:

SMTP host.

This field is used to set the password to authenticate on the SMTP
Password:

host.

Squid Email Service Configuration

SMTP Host  smtp.gmail.com

SMTPPort g7

agent@gmail.com

BACK NEXT

Once all the information is complete press Next button.

If there is a problem, an error will be displayed on screen with details. If not, you will be
redirected to Squid Master Account page.

6. Squid Master Account Page

This section is used to configure information about the service provider account that will
be created in Squid. This is the Master Account used to manage Squid.
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This field is used to set the name of the Top Service provider

in Squid.
Super Admin: This field is used to set the super admin username.
Password: This field is used to set the password for the super admin.
This field is used to set an email to bind with the super admin
Email: username, this email is used to reset the password when
required.
User Manual ) ) _
Link to go to Squid User Guide on web.
button:

Squid Master Account

SERVICE PROVIDER

Name |nsightLevel

SUPER ADMIN

User  superAdmin Password | ceessessse

Email  super.admin@insightlevel.com User Manual n

BACK NEXT

Once all the information is complete press Next button.

If there is a problem, an error will be displayed on screen with details. If not, you will be

redirected to Features Page.
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7. Features Page

This section is used to look up the features included in your Open-Xchange installation, all
the features available on your deployment will be displayed here. It's required to add
prices for every feature that will be used in Squid’s Packages; dont worry about the
prices set here, these will be used as default, but can be changed any time through the
Squid Administration Console.

Initial Catalog Configuration

SET THE PRICES FOR OPEN-XCHANGE'S FEATURES

OX Document its
$ 05 $ 1 $ 2 $ 05

BACK NEXT

Once all the information is complete press Next button.

If there is a problem, an error will be displayed on screen with details. If not, you will be
redirected to Discount Group Page.
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8. Discount Group Page

This section is used to create the first Discount group in Squid, this configuration is
required to start using Squid; don't worry about the discount group created here, this will
be used by default for all the imported Valued Added Resellers in Squid database, this
can be changed later any time on the Squid Administration Console.

Name: This field is used to set Discount group nhame.

This field is used to set the initial number of packages to start

Initial range: . _

applying a discount.

This field is used to set the final number of packages to apply
End range: ,

discounts.
%: This field is used to set the % discount to apply to the tier.

New tier button:  This button is used to add more tiers to the Discount group.

Delete button: This button is used to delete a delete tier in the Discount group.

Initial Configuration for Discount Groups

GROUP NAME

Name ' Group_1

SELECT TIERS

Initial Range End Range %

0 to 1000 = 5 (x]

1001 to 5000 = 10 [x]

- New Tier

BACK NEXT
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Once all the information is complete press Next button.
If there is a problem, an error will be displayed on screen with details. If not, you will be

redirected to Resume Page.

9. Resume Page

This section will display the configuration details set, this page is used to give you a
summary before proceeding to configure all parameters in Squid.

a. Resume Page

Squid #y

Installation Summary
Squid configuration was successfully saved.

(@)

Open-Xchange Architecture

OD:::: I‘t:::t':lgrz On Premise

OPEN XCHANGE
Open-Xchange Host http://192.168.1.100/webservices
Master User oxadminmaster
Master Password admin_password1

LDAP
LDAP Host
User DN

Password

MYSQL

Version 1.05 NEXT

Press Next button to proceed to configure Squid.

If there is a problem, an error will be displayed on screen with details. If not you
will be redirected to the last page of the Configuration Wizard.
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b. Synchronize with Open-Xchange Page

This section will be displayed only if you selected “No (import users)” at step 2:
“Welcome Page”. In this section, you will need to provide Open-Xchange MySQL
database credentials to sync accounts and users with Squid database.

This field is used to set the IP address and TCP/IP port

Open-Xchange DB:
of the Open-Xchange MySQL database.

This field is used to set the Open-Xchange MySQL
Database’s admin username.

User:

This field is used to set the Open-Xchange MySQL
Database’s admin password.

Password:

This button is used to start the synchronization
Start Sync button:  process between Open-Xchange Containers, Contexts
and Resellers; and Squid database.

IMPORTANT NOTE: By default, Squid configures “Containers” and “Resellers” on
Open-Xchange as “Valued Added Resellers” in Squid; and “Contexts” on Open-
Xchange as “Enterprise Customers” in Squid.

Open-Xchange Sync

Let's synchronize the Open-Xchange chain with Squid
Open-Xchange DB: ' 192.168.0.100:3306

User:  ppenexchange

Passwor: 0 sessssesses

BACK START
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Open-Xchange Sync

Synchronizing Accounts...

START

Open-Xchange Sync

VALUE ADDED RESELLERS: 32
ENTERPRISE CUSTOMERS: 51
END USERS: 14

IComplete Synchronization ‘

Once the Squid’s synchronization process finishes, press Finish.

If there is a problem, an error will be displayed on screen with details. If not, you
will be redirected to Success Page.

||_ User manual Page 32



Installation
Squid Installer User Guide

10. Success Page

Finally, a success message will be displayed and Squid will be ready to use.

Congratulations
You have successfully installed Squid

GO TO SQUID ADMINISTRATION CONSOLE

Once you press Go to Squid Administration Console button, you will be redirected to
Squid Administration Console Login Page.

||_ User manual Page 33



Quick Start Operation Guide

= Introduction
= Starting Guide for Service provider
= Starting Guide for Value Added Resellers

= Starting Guide for Enterprise Customers

L User manual

Page 34




Quick Start Operation Guide

Introduction

This quide explains the steps to get started quickly with Squid, for further explanation about all
the functionalities, definitions and depth knowledge about how to use Squid, please check the
complete user’s guide.

This guide assumes that Open-Xchange App Suite and Squid are installed and integrated. For
detailed information about Squid’s installation, please refer to the Squid’s installation guide.

This quide is divided in 3 sections:

» Starting Guide for Service Provider
» Starting Guide for Value Added Resellers
« Starting Guide for Enterprise Customers

Following the steps listed on these 3 sections, Squid will be up and running and managing e-mail
accounts on Open-Xchange App Suite platform.

Starting Guide for Service Provider

Service Provider is the first entity to start operating Squid, it needs to have in hand its manager’s
username and password, and the URL (http://[domain.com]/Squid-Core/) of the Squid’s web
admin portal.

Steps for a quick start in Squid as a Service Provider are:
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Quick Start Operation Guide

1. Login into Squid web interface.

English | Spanish

Forgot your password?

2. Go to Squid web admin portal Home -> Catalog -> Features.

Squidﬁ aamin Q3

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING Administrator

FEATURES = PACKAGES  DISCOUNT TIERS

Catalog
Features

| ADD NEW FEATURE

FEATURES
$ 5

STORAGE TIERS
GB GB Price
0 o 30 10 (%]
30 to 50 2 (%]
+ Add option

> All rights reserved | INSIGHTLEVEL
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Set a default price for Open-Xchange features.

4. Add custom features as required, and set a price for each one (this step is not
mandatory, so it can be skipped).
Create Storage Tiers and set prices for each Tier.

6. Go to Packages section (Home -> Catalog -> Packages).

SQUId ﬁ Admin ‘l

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING

Administrator

FEATURES PACKAGES DISCOUNT TIERS

Download file: ig‘z #E?,i ﬂi‘i
Catalog

Show 19 v entries Search:
STATUS  NAME USERS STORAGE PRICE CREATED DETAIL DELETE
0 Package 1 0 30GB $15 Jul 26, 2016 ® [}
Showing 1to 10f 1entries Previous n Next

7. Create at least one package with the PIM Open-Xchange feature (for further
explanation about package creation, please refer to the user’s guide).

Sqmdﬁ Admin Q H

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING Administrator

FEATURES PACKAGES DISCOUNT TIERS

& CREATE NEW PACKAGE

Name Features

Select storaged in GB

OX Sync
o]

eM Client
o 5 10 15 20 25

X i OX Guard
By default this package will be enabled? @ Yes No

Estimated Price:$  19.00

Price: $

CANCEL CREATE

2017 © Al rights reserved | INSIGHTLEVEL
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8. Go to Discount Groups (Home -> Catalog -> Discount Groups), and create one discount
group with not less than one tier.

SQUId ﬁ Admin q

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING Administrator

FEATURES PACKAGES DISCOUNT TIERS

Download file: @ @ @

Catalog

ﬂ Discount groups
Show 10 v entries Search:
STATUS  NAME USERS DISCOUNT CREATED DETAIL DELETE
3 Discount groups 1 30 30% Jul 26, 2016 ®© [}
Showing 1to 10f 1entries Previous n Next

Figure 1- Discount Groups Page.

CREATE DISCOUNT GROUP

Group name

Discount demo

Add tiers

# Users # Users Discount

100 3

<+ New tier

CANCEL SAVE

Figure 2 - Discount Group provisioning.

||_ User manual Page 38



Starting Guide for Service Provider
Quick Start Operation Guide

9. The next step is to define a payment method for the Service Provider. This
configuration is set in “Settings” (Home -> Configuration button -> Settings), and check
at least the “Manual Payment” checkbox. Fill in the textbox below to set the message
that will appear for manual payments for VARs, this message can contain instructions
or even links to another web pages; for instance, here you can detail a Bank Account
transfer option, as well as instructions for the VAR to prove that the payment was
made.

PAYMENT OPTIONS

Select options v Paypal ¥ Manual Payment

Paypal Configuration

Client ID isc.payasyougo Secret ID  seescssnee

Manual Payment

Please follow these instructions to activate your SquidOX Account.

Do a Bank wire transfer to the Account ID XXXX on Bank: YYYY

Scan the receipt and send it by email to xxx@domain.com

Once the payment is confirmed you'll receive an e-mail with the information to access SquidOX to start your self provisioning

Display Billing historyupto | 12 months..

10. Next step is to define the Billing invoice template; where details about terms,
conditions and messages will be used as default when creating invoices to all the VARs
in the distribution network. Go to Home -> Billing -> Receipt Template. Configure the
tags and fill in the appropriate text messages for each section (for a detailed
explanation about each field please refer to the user’s guide).
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Squidﬁ

HOME  ENTITIES CATALOG  DASHBOARDS  BILLING  UPSELLING

INVOICE HISTORIC DATA MAIL ALERT RECEIPT TEMPLATE

Invoice
= Receipt Template

TEMPLATE FORMAT

Receipt

SquidOX #7

Billing date | <billing_dat

Due date: <due_date>

Client details: Bank payment details:

Quantity Descriptior Unit Price l Days charg Extended F
$product_quantity $ ¢ $ L $pi at $product_e

Net total: $net_total
Discount: $discount_
Total: $purshase,

Terms & Conditions

You can log in to your client area to view and pay your invoice. Visit our web page for complete
payment instructions. If you do not have an account yet, please contact your account administrator:
'ADMIN_NAME'(ADMIN_MAIL). Please note that by paying this invoice you confirm that you have
read, understood and fully agreed to the General

2017 © All rights reserved | INSIGHTLEVEL

Figure 3 - Receipt Template.

Quick Start Operation Guide

Admin q_

Administrator

VARIABLES

Click an option to add into your
template.

My Data

e [
E-MAIL

Dependent Data

e [ e
E-MAIL TAX ID
CUSTOMER ID

Dates

BILLING DATE
CURRENT DATE
DUE DATE

Payment

PAYMENT TYPE

SAVE

1. Next required step is to create the first VAR in the Squid distribution network. Go to

Home -> Entities -> Value Added Resellers page and click on Add new VAR button.
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Squidﬁ Admin fh :

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING Administrator

VALUE ADDED RESELLER RESELLER ENTERPRISE CUSTOMER

Download file: () fm) fz:

-~ Value Added Reseller

»
Show 10 v entries Search:

STATUS NAME USERS EDIT DELETE

No data available in table

Showing 0 to 0 of 0 entries Previous Next

Figure 4 - Value Added Resellers Page.

12. Fill in all required fields (for detailed information about each field, please refer to the

user’'s guide).

NOTES:

o All fields in this screen define the commercial behavior of the distribution network for
that VAR.

o Payment Details: These fields (Discount Group, Due Day) define commercial rules for
the VAR.

o Payment Options: These fields (billing type, payment type, payment methods) define
the commercial scheme of the VAR.

o License Management: These fields define the package assignation to the VAR, used for
invoices.

o Permissions: They are used to set permissions to extend the distribution network and
allow them to create packages or features.
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o User Account: Here it is defined the VAR access to the Squid web admin portal.

Squid 77 ramn

HOME ~ ENTITIES ~CATALOG ~ DASHBOARDS  BILLING ~ UPSELLING Administrator

& ADD NEW VALUE ADDED RESELLER

GENERAL INFO

Name Alias *
Address
Contry Select Country v State Choose a State.
City Zip Code
Tax ID E-mail *
Client ID
PAYMENT DETAILS
Discount Group | Choose a Group. APIURL Access? Yes No
Due Date API Cart Available? Yes No
PAYMENT OPTIONS
Billing type Select | Choose method.
Payment type Credit days
LICENSES MANAGEMENT
Package | Choose a Package.. Price Licenses Infinite [x]
-+ Add option
PERMISSIONS
To create To modify
Value Added Reseller Web Interface Customization
Reseller
Packages

New features

USER ACCOUNT

User Password GENERATE
CANCEL SAVE

2017 © All ights reserved | INSIGHTLEVEL

Figure 5 - Create new Value Added Reseller page.

13. Now you are ready to operate as a Service Provider. There are a lot more tasks involved
in the management, like defining profiles and permissions for users, analyzing
dashboards and reports, or approving invoices for VARs; so please refer to the user’s
guide for further details.
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Starting Guide for Value Added Resellers

VARs are the entities that can manage Resellers, Enterprise Customers and even another VARs
under its distribution network in Squid.

Because VARs can be created on different commercial schemes, this starting guide shows the
steps required to start operations for VARs on commercial schemes “Per Contract: Pre-payment
and Post-payment”, these commercial schemes inherit the packages provided by the Service
Provider.

Finally, and just to clarify, the 3rd commercial scheme is “Pay as you Go: Post-payment”. Basically,
the steps are the same; but the main difference is that a VAR also needs to create packages
(these steps are described on the Service Provider section of this guide).

The steps required to start operations as a Value Added Reseller are:

1. Login into the Squid web admin portal; VAR's manager will need the username and
password created by the Service Provider, and the URL (http://[domain.com]/Squid-
Core/) also delivered by the Service Provider.

2. Go to Home -> Billing -> Receipt template. Here are set texts like terms and conditions,
VAR’s name, among others; this information will be used in the invoice delivered to
Enterprise Customers. The steps required to modify the receipt template are the same
described on the Service Provider section, so please refer to those steps.

3. The next step is to create the first Enterprise Customer in the VAR's distribution
network. The VAR entity has assigned packages to be distributed to dependents on its
distribution network, these packages were provided by the Service Provider, so go to
Home -> Entities -> Enterprise Customer.
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Squidﬁ w Qi

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING

Administrator

VALUE ADDED RESELLER RESELLER ENTERPRISE CUSTOMER

Download file: @ @ a’.ﬁ

- Enterprise Customer

v 0 +; ADD NEW ENTERPRISE CUSTOMER
Show | 109 v entries Search:
STATUS NAME USERS ADMINISTRATION EDIT DELETE
No data available in table
Showing 0 to 0 of 0 entries Previous Next

Figure 6 - Enterprise Customer’s section page.

4. Click on Add new Enterprise Customer button to create the first Enterprise Customer
in the distribution network.

5. On Enterprise Customer’s page, fill in all the mandatory fields and click on Save.

Squid %y w Qo

HOME  ENTITIES ~CATALOG  DASHBOARDS  BILLING  UPSELLING Administrator

& ADD NEW ENTERPRISE CUSTOMER

GENERAL INFO
Name Alias *
Address
Contry Select Country v State Choose a State.
City Zip Code
Tax ID E-mail *
Client ID Domain *
Due Day
LICENSES MANAGEMENT
Package | ChooseaPackage.. ¥ Price Licenses Infinite

-+ Add option

Figure 7 - Enterprise Customer provisioning page.
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PAYMENT METHOD

Method Choose method. v Credit days

PERMISSIONS

Administrator support

USER ACCOUNT

User Password GENERATE
CANCEL SAVE

017 © All rights reserved | INSIGHTLEVEL

Figure 7 - Enterprise Customer provisioning page.

NOTES:

o License management section is used to assign the number of packages to the
Enterprise Customer and set the price for each package. Basically, these prices are
used in the Billing process; the number of packages means the number of users
that can be provisioned on the Open-Xchange App Suite platform, and the
functionalities available for each mailbox. (for further details, please refer to the
user’s guide).

o Payment Method is used to allow the Enterprise Customer to configure its PayPal
account for automatic charges.

o Credit days are only available if the VAR is on “Per Contract: Post-payment” or “Pay
as you Go: Post-payment” commercial schemes.

o Enterprise Customers inherit the commercial scheme from its parent entity.

o User account section is used to set the username and password for the Enterprise
Customer to allow access to Squid web admin portal. This username is sent to the
e-mail address set on “general info” section.

6. Once the Enterprise Customer is created, it is now ready to provision its e-mail user
accounts. There are many other activities involved in managing the VAR, please refer to
the user’s guide for further details.
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Starting Guide for Enterprise Customers

Enterprise Customers are the entities that can manage user’s mailboxes in the Open-Xchange

App Suite platform, among many other activities.

VARs and Resellers can also manage user’'s mailboxes using the “log in as” feature, provided in
Squid web admin portal. For more information about how to use the “log in as” feature, please
refer to the user’s guide.

To start operations as an Enterprise Customer, follow these steps:

1. Log into Squid web admin portal with the right credentials and the URL
(http://[domain.com]/Squid-Core/) provided by the VAR.

2. Go to Entities —> Users, to start provisioning users into the Open-Xchange App Suite
platform.

Squid 73 c Qo

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING  ADD-ONS Administrator

USERS GROUPS RESOURCES  DISTRIBUTION LISTS

Download file: (&) ) (z

Y Entities
v Users ‘ IMPORT USERS H DOWNLOAD TEMPLATE }
Show | 109 v |entries Search:
STATUS  ENTRY DATE “ EMAIL NAME PACKAGE =~ MAIL QUOTA ~ DRIVE QUOTA EDIT DELETE

e Sept 29, 2016 lanakane@somewhere.com Lana Kane Package 2 100 GB 32GB /‘ i

() Nov22,2016  monicageller@somewherecom  Monica Geller ~ Package2 10 GB 60 GB 7 ]

Showing 1to 2 of 2 entries Previous n Next

Figure 8 - Enterprise customer’s user provision page.

3. Click on Add User button to provision the first user mailbox.
4. Fillin all the mandatory fields and click on Save.
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CREATE NEW USER
Email @example.com
Password ZJh467355s
First Name
Last Name

Package Select..
Status ®  Active Disabled
Groups

Group Sales

Group Marketing

Split aliases by comma

Storage

30% Mail 70% Drive

CANCEL SAVE

Figure 9 - Add new users page.

NOTES:

o Password field is randomly created by Squid, but the Enterprise Customer has the
option to change it.

o Package field is used to assign a package to the user, keep in mind that “package” means
functionality for Open-Xchange App Suite platform; so, depending on the package, the
user will have access to Web Mail, Drive, Documents, Guard functionalities, among other
features.

o “Storage bar” is used to distribute the storage assigned to the package between

mailbox and drive; please refer to the user’s guide for further information.
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Once the first mailbox is created, everything is ready for the user to access the Open-Xchange

App Suite.

There are many more management options for an Enterprise Customers, please refer to the

user’s guide.
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General Overview

What is Squid?

Squid is a Cloud software platform designed to control and build a business model based on the
distribution and provisioning of digital services through a commercial distribution network
composed by service providers, partners, distributors and/or fee finders. Squid provides an
integration to third-party software such as Open-Xchange App suite platform and Postfix, to
provision users into that third-party platforms.

Basically, Squid supports and manages daily-based business operations, for the sales process,
these operations includes:

* Invoicing or billing

* Discounts for resellers

*  Provisioning of Enterprise Customers
*  Provisioning of digital services

Squid’s Entities

In Squid, there are five main actors: Service Providers, Value Added Resellers, Resellers, Enterprise
Customers and End Users.

Service Provider (SP): is the top-level hierarchy entity, it is the owner of the Open-Xchange
platform and usually is the responsible for the services. This entity installs Squid and has full
control over Valued Added Resellers, Resellers and Enterprise Customers provisioned on the
Open-Xchange platform.
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General Overview

SP sets all basic commercial rules for package creation, prices, commission tiers, permissions to

modify or view the different features in Squid.

SP has full access to a complete set of features in Squid; including, but not limited to:

* Manage VARs, Resellers and Enterprise Customers.

* Manage Packages and set permissions to all the VARs, Resellers and Enterprise Customers.

* Manage feature catalog of services for packages.

* Manage discount tiers for all the VARs / Resellers

* View the commercial behavior of sales (users, packages, revenues, VARs, Resellers and
Enterprise Customers) through understandable and intuitive dashboards.

* Full access to billing receipts for VARs, Resellers and Enterprise Customers.

» Full Control over the commercial distribution network created on Squid.

* Provision different managers with multiple access profiles.

* Manage users, groups, resources, distribution lists and domain aliases for every EC.

» Configure integration settings for PayPal.

» Configure multiple billing templates.

» Configure multiple mail notification templates.

» Configure specific and cross information scheduled reports.

» Use full API functions for the operations permitted in Squid.

Value Added Reseller (VAR): Usually known as partner or distributor; is an entity that acts as a
business partner of a service provider and can provide valued added services for the Open-
Xchange environment. VARs are usually enforced invoice and offer technical and commercial
support assistance to their Enterprise Customers.

Under their distribution network, a VAR is able to manage:

* Other VARs, Resellers and Enterprise Customers.
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* Changes on their distribution network (for instance, move ECs from one Reseller to
another, or from one VAR to another).

* Multiple prices for Open-Xchange features and third-party products, or services in
packages.

* Discount tiers for their Resellers or other VAR.

* E-mail templates for payment notifications.

* Scheduled custom reports.

 Billing Cash In and Cash Out operations.

* Upselling transactions from their VARs or Enterprise Customers.

» Customization of the Squid interface.

* Other managers with different profiles and functions under his distribution chain.

» Users, groups, resources, distribution lists, domain aliases for every one of their Enterprise
Customers.

VARs can also use the Squid’s APl if they prefer to use their own front-ends or billing systems.

Reseller (R): It is an entity that works as a sales agent or a fee finder for a Service Provider or
Value Added Reseller. It doesn’t add value added services or products and usually doesn’t invoice
to End Users or Enterprise Customers. On Squid, a Reseller can:

* Register new Enterprise Customers under his distribution network.
* Manage custom reports and dashboards about users, revenue and packages related only
to their Enterprise Customers provisioned under their distribution network.

Enterprise Customers (EC): Is an organization and usually owns an internet domain (small
business or big enterprises). EC users usually collaborate using Open-Xchange and Squid platform,
this is the entity that consume the service based on Open-Xchange App Suite platform.
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An Enterprise Customer usually contacts a Reseller or a Value Added Reseller to contract services
for the Open-Xchange App Suite.

In Squid, an Enterprise Customer usually performs the following tasks:

* Manages Users, Groups, Resources in Open-Xchange.

* Manages Domain Aliases and Distribution Lists.

* Provisions other managers.

* Manages Upselling offers.

» Customizes their access to Squid portal.

* View billing reports.

* View dashboards with information about users and packages.

End Users: A user that uses the Open-Xchange platform services in a stand-alone way, meaning it
will not use collaboration tools. An End User usually has direct contact with Resellers, VARs or
Service Providers to contract communication services. Usually, this entity doesn’t have an own
internet domain and uses the internet domain provided by the Reseller, VAR or Service Provider.

Squid’s Benefits

Squid has benefits for all actors that participate on a commercial distribution model in order to
distribute Open-Xchange App Suite services; which benefits Service Providers, Value Added
Resellers, Resellers and Enterprise Customers.
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Benefits for Service Providers:

* Allows managing/building a sustainable commercial distribution business model based on
Open-Xchange Collaboration Services.

* Allows measuring the business behavior through time and provides useful information to
make decisions.

* Allows managing business relationships between:

o Service Providers <-> Value Added Resellers <-> Resellers <-> Enterprise Customers.
o Value Added Resellers <-> Resellers <-> Enterprise Customers.
o Value Added Resellers <-> Enterprise Customers.

* Helps improve and automatize billing and provisioning processes for Value Added
Resellers and Enterprise Customers.

* Generates income based on demand services requested by Enterprise Customers.

* Provides total control of products and services that will be delivered to customers in the
entire commercial distribution model.

* Has built-in commercial models like: “Pay as you go” or “Pay per contract” for the entire
distribution network.

Benefits for VARs:

* Helps Value Added Resellers to increase revenue based on commission schemas for
Resellers or other Value Added Resellers.

* Allows Value Added Resellers to create new services without a big investment.

* Provides total control of their own distribution network.

* Provides tools to automate the billing process.

* Provides a powerful API to integrate external Web portals.
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* Provides control for the up-rise prices of the services provided by the Service Provider and
allows to add or create custom service packages.

* Provides a user-friendly web interface for provisioning users, groups, resources, domain
aliases, distribution lists for the Open-Xchange Collaboration Platform.

* Provides a friendly interface for billing operations and notifications.

* Provides understandable dashboards to review behavior over time about the distribution
chain based on users, packages, revenues, Value Added Resellers and Resellers.

Benefits for Resellers:

* Provides a user-friendly interface that improves and manages sales processes.

* Provides total control over customers that belong to their distribution network.

* Provides understandable dashboards to review behavior over time about users, revenue
and packages for their distribution network.

Benefits for Enterprise Customers:

* Provides a user-friendly web management tool in a self-service way, so the Enterprise user
can provision users, groups, resources and distribution lists.

* Provides a user-friendly web interface that allows to control the packages assigned to End
Users and the packages available to be assigned.

* Provides functions to request more services directly to the Value Added Resellers.

* Provides secure payment methods.

* Provides savings in time and money for the provisioning of collaboration services to new
the employees in the Enterprise.
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General Overview

Squid’s Modules

VAR RESELLER EC
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Squid has the following modules:

* Squid Web Management Tool for SPs, VARs, Resellers y ECs: It is the main web
interface and allows managing the complete cycle for selling, distributing and
provisioning services based on Open-Xchange platform

* Squid API: It is a powerful API for VARs (Service Provider's partners) to allow them use
all Squid functions.

* Connector to PayPal: This is an out-of-the-box Squid plugin to manage automatic
charges using paypal accounts.

* Connector to OXaaS API: This is an out-of-the-box Squid plugin to manage: containers,
contexts, users, groups, resources and different options into the Open-Xchange App
Suite.
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* Connector to Postfix: This is an out-of-the-box Squid plugin to manage: e-mail
distribution lists.

* Web Registration Page for ECs: It's a dedicated mini market place for every VAR or
Reseller that allows to distribute Open-Xchange packages through web link delivered to

their customers for a self-service registration process.
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Login

Login
VAR RESELLER EC

Login Page is common for all entities in the distribution network. Same login page is used by

Service Providers, Value Added Resellers, Resellers and Enterprise Customer managers.

In order to access Squid it is required to have a manager account and the Squid URL web portal.
For instance: http://[domain]/Squid-Core/login. Domain corresponds to Squid host, ie.

www.mydomain.com.

English | Spanish
Forgot your password?

Figure 1- Squid main login page.

Login Page has the following attributes:

* Login icon: Shows Squid icon.
e * Username: This field is used for username.
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« *Password: This field is used for password.

* Login button: On click action, it will allow access to Squid home screen.

* Language selection: These options allow the user to select languages, which could be
“English” or “Spanish”. English is the default language.

* Forgot your password: Redirects to a “Forgot Password” page.

NOTES:

* |t's highly recommended to protect Squid URL with a SSL certificate in order to maintain
a secure communication.

* Username and password fields are limited to use only alphanumeric characters and
symbolsas”_","@"and “.".

* Squid Login form will show an error if either the username or password is invalid or
doesn't exist.

* Fields with “*” are mandatory.

Forgot password

VAR RESELLER EC

This feature allows restoring a valid manager password in Squid. It will send an e-mail with a
URL to set a new password for the manager’s account. Then, the new password is sent to the
registered e-mail. This feature is common for all entities’ managers in the entire distribution

network in Squid.
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Forgot password
Login

Squid 3

Recover password

Back to login

Figure 2 - Squid’s forgot password page.

Forgot password page has the following attributes:

* Username: This field allows adding the username for a manager account.
* Send button: Button to send the request to restore password.
* Go to Login link: Link to “Login” page.

Steps to recover a manager password are described below:

—_

Click on the link, the user will be redirected to the Forgot Password Page.
Enter the username, which is required to recover the password.
Click on the Send button.

> wWwN

The status of the action is shown, for security reasons Squid will only display a
confirmation action message. If the user is valid, he will receive a notification with
instructions to reset his password on his registered mailbox.
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Language selection

VAR RESELLER EC

This feature switches the language of the Squid portal. The available languages are English and
Spanish. This selection can be changed in Regional Settings functionality as well. This functionality
Is common for all entities’ managers in the entire distribution network in Squid.

English | Spanish

Forgot your password?

Figure 3 - Squid’s login Page language selection option.

When the user has been logged in and is able to access Squid main interface, he will have access
to the following sections.

Logout

VAR RESELLER EC

This section allows users to close the current session on Squid. In order to access this section, it is
mandatory to follow the next path: Home Page -> Header Section -> More icon -> Logout. By
pressing the Logout button the current session will be closed and Squid will redirect the user to
the Login page. This functionality is common for all entities’ managers in the entire distribution
network in Squid.
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NOTES:

» Squid will allow a control session per user, meaning that an account can only have one
active session on Squid web admin portal.

» Squid also handles session time-out per user. So, if a user loses connection to Squid web
admin portal, the user will not be allowed to access again until the session time-out

expires.
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Home

VAR RESELLER EC

Home page is the first page in Squid web admin portal. After login, on the main screen, the entity

Home

(SP, VAR, Reseller and Enterprise Customers) can view the general behavior of the distribution

network, the last changes made by their managers in their distribution network (the activity log).

Depending on the permissions assigned by a parent entity, it will see the complete menu options.

Finally, the entity will also have access to the configuration settings menu, notifications menu,

and the view of his current username. In order to access this section, follow the next path: Home

Page.

Squid %3

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING  ADD-ONS

Welcome, Admin  what would you like to do?

ﬁ Add new
dependent

MONTH OVERVIEW ACTIVITY

DATE
w

L] Aug 17, 2016 09:30 am
v Aug 16,2016 09:36 am

$1,230,504.30.00 102,542 Aug 10, 2016 08:39 am

110000
100000
90000
80000
70000
60000
50000
40000
30000
20000
10000
0

Revenue End Users Aug 09, 2016 09:45 am

Aug 08, 2016 11:23 am

Aug 08, 2016 06:30 pm

Aug 06, 2016 09:30 pm

Aug 01, 2016 10:30 am
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@ VAR @ Enterprise customer Reseller

Maggie

Dwight

Tyreese

Admin

Admin

DETAIL

New RESELLER added: BatWare.

New VAR added: ACMENET.

Edited: SpingfieldSoft.

New EC added: AlexCorp.

New VAR added: DobleCheck.

News RESELLER added: Milkware.

Edited: GohanCorp.

Edited: HANCorp.

Figure 1- Squid’s Home Page, main screen on login.

Q :

thisisanexample.com.mx

l %1 Create new E SR View
D Package 9 SquidChain

MORE
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Month Overview Dashboard

Home

Month Overview Dashboard

VAR RESELLER EC

This sub-section shows month overview indicators about revenue and end-users from all VARs,
Resellers and or Enterprise Customers on their distribution network.

MONTH OVERVIEW
w
[
®) :
$1,230,504.30.00 102,542
Revenue End Users

1100003

1000004  S— _—
90000
80000
70000
60000
50000 -]
40000
30000
20000
10000

T T T T T 1
Julol Jul 06 Jul11 Jul 16 Jul21 Jul31

@ VAR @ Enterprise customer Reseller

Figure 2 - Squid Home — Month Overview.

Month Overview Dashboard has the following attributes:

Shows the behavior of the last 30 days about the revenue of the entity’s

Revenue: o

distribution network.

Shows the behavior of the last 30 days about the end-users provisioned
End-Users: on Squid and Open-Xchange Platforms on the entity’s distribution

network.
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Home

This chart shows the behavior of the last 30 days about the users that
Linear chart: were provisioned in the Open-Xchange platform on the entity’s
distribution network.

NOTES: The SP entity can only view VAR’s behaviors because it's only allowed to create 2nd level
VARs under its distribution network. A VAR entity can see dependents that belong to their
distribution network like another VAR, a Reseller or an Enterprise Customer, there is no shared
information between VARs that belong to a different distribution network.

This section will have different behavior depending the entity logged in, so in case of an
Enterprise Customers, it will only show the End Users metrics.

Activity Log

VAR RESELLER EC

This section shows a binnacle of activity done by the managers provisioned by the entity.

ACTIVITY

DATE USER DETAIL

Aug 17, 2016 09:30 am Admin New RESELLER added: BatWare.
Aug 16, 2016 09:36 am Rick New VAR added: ACMENET.
Aug 10, 2016 08:39 am Carl Edited: SpingfieldSoft.

Aug 09, 2016 05:45 am Maggie New EC added: AlexCorp.

Aug 08, 2016 11:23 am Dwight New VAR added: DobleCheck.
Aug 08, 2016 06:30 pm Tyreese News RESELLER added: Milkware.
Aug 06, 2016 09:30 pm Admin Edited: GohanCorp.

Aug 01, 2016 10:30 am Rick Edited: HANCorp.

MORE

Figure 3 - Squid Home - Activity Log.
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Home

Activity Log has the following attributes:

Activity: This table shows the last 8 activities done by the managers of the entity.

More: Link to the activity log detail page, where historic records can be viewed

for audit purposes.

Audit records include success and failed operations for:

* Provision, delete, enable or disable VARs, Resellers, Enterprise Customers, users, groups,
resources, distribution lists, domain aliases, managers, packages, discount groups,
configuration settings, scheduled reports, scheduled notifications, template modifications.

* Login access.

* Changes in passwords, regional settings.

* Locked users.

& ACTIVITIES

DATE USER DETAIL

Aug 17, 2016 09:30 am Admin New RESELLER added: BatWare.
Aug 16, 2016 09:36 am Rick New VAR added: ACMENET.
Aug 10, 2016 08:39 am Carl Edited: SpingfieldSoft.

Aug 09, 2016 05:45 am Maggie New EC added: AlexCorp.

Aug 08, 2016 11:23 am Dwight New VAR added: DobleCheck.
Aug 08, 2016 06:30 pm Tyreese News RESELLER added: Milkware.
Aug 06, 2016 09:30 pm Admin Edited: GohanCorp.

Aug 01, 2016 10:30 am Rick Edited: HANCorp.

Figure 4 - Squid Home - Activity Log Detalls.
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Home

View Entities Network

VAR RESELLER

This button allows the entity to view the entire distribution network in a hierarchy tree format. In
order to access this section, follow the next path: Home Page -> Distribution Network.

Squ|dﬁ Admin g_ :

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING  ADD-ONS

Entities Network

%

Squid
SERVICE PROVIDER
974 users

H
- & T Company - VAR
10 VAR - 5 RESELLERS - 15 EC - 974 users

- & Ron Corp - varR
10 VAR - 5 RESELLERS - 15 EC - 974 users

m Out the Box - ENTERPRISE CUSTOMER
974 users.

®= Potentia - ReSELLER

Think Better - RESELLER

" 5 Enterprise Customer - 974 users

/= ﬁ Joe Joe - VAR
10 VAR - 5 RESELLERS - 15 EC - 974 users

Figure 5 - Squid Home - View Entities Network Page.

NOTES: Use the mouse to move along tree.
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Profile

VAR RESELLER EC

This section shows information about the entity user account. This section allows a user to
modify his own password. This functionality is common for all entities’ managers in the entire
distribution network in Squid.

In order to access this section, the next path must be followed: Home Page -> Header Section ->
More icon -> Profile option

Profile

““ ¢ admin.provider

GENERAL INFO
Name Service Provider Last name Administrator

Email alejandro.flores@insightlevel.com

CHANGE PASSWORD

Password Confirm password

Figure 1- Squid’s profile section.

Profile page has the following attributes:

* General info section: Shows general information related to the user account.

* Name: This field allows changing the manager account name.

* Last name: This field Allows changing the alias for the account name.

» Alternative e-mail field: This field allows changing the manager account e-mail, you
should be aware that this e-mail address will receive notifications related to change
password feature.

» Save button: On click action, it will save changes in Squid.
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* Change password section: This section will allow users to change their password.

» Password: This field allows users to set a new account password.

» Confirm password: This field allows users to set and confirm a new account password.
* Change password: This button is used to save and set the new account password.

NOTES:

» Password fields are limited only to alphanumeric characters and symbolsas“ _ ", “@ ”

“" ”

and

* E-mall field has a validation to contain at least “.” and “ @ ” symbols on the input data,
but it doesn’t validate the authenticity or existence of the domain.
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= Settings

= Configuration

= Managers

= Roles

=  Web Interface Customization
= License

= Resource
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Settings

VAR RESELLER EC

This section allows to view or modify the Squid’s main configurations. This feature shows multiple
settings depending on the entity manager logged in, meaning the setting menu will be different
for Service Providers, Value Added Resellers, Resellers and Enterprise Customers.

Settings section has other sub-sections like Configuration, Managers, Web Interface
Customization, License and Resource, which will be explained in further sections.

In order to access the settings section, the next path must be followed: Home Page -> Header
Section -> More icon -> Settings section.

. Profile

& Regional settings

'\ Settings

= () Logout

Figure 1- Squid settings section.
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Configuration
Settings

This sub-section allows to view or modify the Squid’s main configuration. This section is available

only for Service Providers and VARs entity’s managers. This section has the following options:

General Info, Postfix, Payment Options and Upselling.

In order to access this section, follow the next path: Home Page -> Header Section -> More icon -

> Settings-> Configuration.

Squid 3 serviceprovider administration console @
HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING Service Provider
« MANAGERS ~ LICENSE  SERVICE PROVIDER RESOURCES

° Settings

©  Configuration

GENERAL INFO

Open-Xchange API  http://20034113213:7080/webservices

Domain http://54190.241918081/SquIdOX-Core.
SQUIdOX's API  hitp://54. oreSP/APY ?=292085¢
POSTFIX OPTIONS
SsH citiadmin Server: 20034713193
User:
Password:

Path:  /etc/postfix-in

PAYMENT OPTIONS
Selectoptions: v/ PayPal /| Manual payment
PayPal configuration

PayPal's Client ID PayPal's Secret ID

Manual payment details

Display billing history upto 24 months.

UPSELLING WIDGET OPTIONS

Server 2003413128

SSH User dmin2
Password 123
Open-Xchange
folger | /oPH/openxchang;

SAVE CONFIGURATION

7© All ights reserved | INSIGHTLEVEL

Figure 2 - Squid settings configuration sub-section.
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General Info: This section will allow setting Squid’s configuration to connect to Open-Xchange
APl and MTA Server (Postfix).

GENERAL INFO

Open-Xchange API http://200.34.113.213:7080/webservices
Domain http://54.190.24.191:8081/SquidOX-Core

SquidOX's API http://54.190.24.191:8081/SquidOX-CoreSP/APIACCESS/id?=29208962 COPY

Figure 3 - Configuration Page — General Info.

API URL for Open- This field will allow setting the Open-Xchange URL’s API, this field must
Xchange: be entered in the URL format i.e. http://[domain]/[path].

This field is used to configure where the Squid admin portal should be
Domain: listening for request, this field must be entered in the URL format i.e.
http://[domain]/[path].

AP This is a read-only field and will show the URL where the Squid API is
' available to third parties or external interfaces.

Copy button: On click action, this button will copy Squid API URL to the clipboard.

Postfix section: This section will allow configuring settings for the Squid integration to Postfix.

So, for every Postfix server needed, Squid will show as many postfix’s subsections as required.
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POSTFIX OPTIONS

SSH

citiadmin Server: 2003413193
User:

Password: =~ eessssce

Path: fetc/postfix-in

Figure 4 - Configuration Page — Postfix.

This field is used to set the secure shell’'s username for the server where postfix

User: o
Is installed.
This field is used to set the password for secure shell’s username to access to
Password: _
Postfix Server.
P IP Address of the Postfix Server, the address must be entered as an IP Address
' V4.ie.19216812.
Path This field is used to locate the postfix configuration files and must be entered
ath:
in an Unix Filesystem format, i.e. /path/to/config-files/.
NOTES:

* The username used to access postfix server must have enough privileges to read and
write files in the operating system.

* Because Squid uses Postfix’s main configuration file to manage distribution lists (this
means add or delete users on a distribution list), Squid will take the configuration file and
add, in the distribution lists section, the configuration required to allow Postfix processes
the distribution list features configured through Squid web admin portal.
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Settings

* General Info and Postfix Configuration are options only available for the Service Provider

entity’s manager.

Payment Options Sub-section: In this section the payment methods supported by Squid are

configured, so depending on the selected options, the corresponding fields will be shown in

order to be filled. It is mandatory to select at least one payment method.

PAYMENT OPTIONS

Select options v Paypal Other

Paypal payment

Client ID 457257343

Display Billing history upto = 10

PAYMENT OPTIONS

Select options Paypal ¥'| Other

Other payment

Bank information for transactions

Display Billing historyupto = 10

Client secret ID 8346374FE2

months.

months.

Figure 5 - Configuration Page — Payment Options.

PayPal checkbox:

Check to enable/disable PayPal payment method.

This field is used to add Client ID information from your PayPal Rest

Client ID:

app account.
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Secret ID:

Configuration
Settings

This field is used to add the Secret ID from your PayPal Rest app
account.

Other checkbox:

Check to enable/disable other payment method, this method is
known as the manual method in Squid, this means that all the
payment invoices must be checked manually as ‘paid” on the Squid
billing interface.

Other payment:

This field is usually used to add bank account information for

transactions or any relevant information about the manual payment.

Display Billing history:

This field is used to change the time (in months) of the account
billing history for all VARs, Resellers and Enterprise Customers in the
platform.

Upselling sub-section: This sub-section allows to configure an Upselling integrated widget into

the Open-Xchange App Suite Portal. The Upselling widget offers a feature towards End Users

(users of the Open-Xchange app suite mail boxes) to request an account upgrade to their

Enterprise Administrator in Squid. Thus, the Enterprise Administrator will approve or reject the

request; if it is approved, the End User will be changed to a hew package option with the new

features.

UPSELLING

Server 192.168.3.200

User oxUser

Password oxuser.123

OX Folder J/opt/open-xchange

||_ User manual

Figure 6 - Configuration Page - Upselling.
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In this field the IP Address of the Open-Xchange server is set, the IP

Server: .
Address must have an IP Address V4 format, i.e. 192.168.1.2.
U This field is used to set the secure shell's (SSH) username to access
ser:
Open-Xchange server.
This field is used to set the secure shell's (SSH) password to access
Password:
Open-Xchange server.
This field is used to set the path of the Open-Xchange folder to install
OX Folder:

Squid Upselling Widget.

NOTES: The username used to install the widget must have enough privileges to access, read and

write files in the operating system.

Package registration (Reseller WebStore): This section is only available for VARs and Resellers. It
Is used to configure packages that will be shown in the VAR or Reseller self-service registration
portal. The self-service registration portal is a module that allows a VAR or Reseller to use a mini-
web store included in Squid, which can be used by Enterprise Customers to find offers about the
packages, make purchases and self-register into the entity’s distribution network.

PACKAGE REGISTRATION FOR RESELLER WEB STORE
Package Choose a Package.. v Price Licenses Infinite

- Add option

Payment method Choose method..

RESELLER API URL

Link http://189.168.3.200/SquidOX-Core/dnm/imp/R9_prepayment/buy

Figure 7 - Configuration Page — Package registration for Reseller Web Store.
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This drop-down box allows to select the packages that will be shown

Package: o _ ,
on the mini-web store self-registration portal.
Bri This field allows setting the price for each package that will be
rice:
displayed on the mini-web store self-registration portal.
) Button icon used to add more packages to the offer in the mini-web
Add Option:

store self-registration portal.

This drop-down box is used to choose the default payment method
Payment Method: ) _ )
that will be used by the self-registered enterprise customers.

This is a link that is distributed by the VAR or Reseller to his Enterprise
Self-registration portal  Customers to allow self-registration, this link will add the self-
URL Link: registered Enterprise Customer on the VAR or Reseller distribution
network.

NOTES: In order to use the mini-web store self-registration portal, it is required to define other
payment details or the Paypal account settings for the VAR entity in Configurations settings.

Finally, at the end of the page, we will find the Save Configuration button that will allow us to

save the current configuration on this page. A success status window must be shown if all
configuration is right, otherwise an error status window will be shown.
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VAR RESELLER

Managers
Settings

EC

This sub-section will allow to view, create, modify or delete managers of a current entity. This

functionality is common for all entities’ managers in the entire distribution network in Squid. In
order to access this section, the next path must be followed: Home Page -> Header Section ->

More icon -> Settings -> Managers.

CONFIGURATION = MANAGERS ~ WEB INTERFACE CUSTOMIZATION ~ LICENSE  SERVICE PROVIDER RESOURCES
Download file: @ ag‘:g @
Settings
oO Managers ADD NEW MANAGER
Show 10 v entries Search:
STATUS USER FIRST NAME LAST NAME ROLE EDIT DELETE
(2] admin SquidOX Admin Role 1 Va [ ]

e admin.provider Service Provider Administrator Role 1 Va

Showing 1 to 2 of 2 entries Previous 1 Next

Figure 8 - Squid Settings — Managers List.

Managers section has the following attributes:

Managers table: This table shows all the managers of the entity.

Add New Manager: This button is used to create a new manager for the entity.

On click action, it will allow the user to export the complete
Download icon: information shown in the table above. The supported
formats are: CSV, XLSX & PDF.
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This drop-down list is used to select the number of entries

Show list: .
to show in the managers table.
This field is used to search an element in the managers
Search: table, the search feature will work as the user sets
information on it.
o These buttons (Previous and Next) are used to change the
Pagination: .
page and display more records.
Edit button: This icon button is used to edit an existing manager.

Delete button:

This icon button is used to remove an existing manager.

Suspend/Activate manager:

Create a New Manager:

This icon button is used to suspend or reactivate an existing
manager.

This functionality is located on the manager’s sub-section and is used to create a new manager

account for the current entity. Each entity on the distribution network can create its own

Managers.

The steps to create a new manager are described below.

1. Press Add new Manager button. A modal will appear on screen. Enter information for:

« *User: This field is used to set the username to access Squid.

* * Password: This field shows the password to access Squid. The password field

will be auto-generated, but the manager can change it in the Profile section.
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 First name: This field is used to set the manager account’s first name.

« Last name: This field is used to set the manager account’s last name.

* Alternative Email: This field is used to set an alternate email to link with the
manager account.

2. Select an available Role. By default, the Administrator role is selected. It"s recommended
to create a role before start creating more manager accounts for the entity.

3. Select if the account will have an active or suspended status when is created in the
Enable section. By default, the account is enabled.

4. Review all information and click on Save button to save changes or on Cancel button to

cancel the creation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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CREATE NEW MANAGER

User

Password

First name

Last name

new_manager

nwPaeuwb8b

New

Manager

Managers

Settings

Email manager@domain.com

Role | Administrator
To create a new Role go to Roles
Is this Manager

enabled by
default?

CANCEL SAVE

Figure 9 - Squid Settings — Managers — Create New Manager.

NOTES: Fields with a “*” are mandatory.

Edit an existing manager:

This option is used to edit an existing manager account for an entity. Also, with this option is

possible to reset a password for a manager account.

Steps to edit a manager account are described below:

1. From the manager search list, select the manager account to be modified.

2. Click on the edit icon. A confirmation window will be shown on screen.

3. Moadify the corresponding information. If a password reset is required, just press the
Generate button to generate a new random password.

4. Review all information and click on Save button to save changes or on Cancel button

to cancel the operation.
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Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

EDIT MANAGER
User var.r9prepay
Generate
GENERATE
password
First name Administrator
Last name Administrator
Email alejandro.flores@citi.com.mx

Role | Administrator
To create a new Role go to Roles
Is this Manager

enabled by ® Yes No
default?

CANCEL SAVE

Figure 10 - Squid Settings - Managers — Edit Manager.

Delete an existing manager:

This option is used to remove an existing manager account for the current entity. A manager

account can’t be removed by itself.

Steps to remove a manager account are described below:

1. From Manager List, search and select the manager account to be deleted.
2. Click on the Delete icon. A confirmation window will be shown on screen.
3. Click on Delete to delete the account or on Cancel button to cancel the operation.
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Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to delete the Manager: admin ?

CANCEL DELETE

Figure 11 - Squid Settings - Managers — Delete Manager.

Suspend/reactivate an existing manager:

This option is used to suspend or reactivate an existing manager account for the current entity If
a manager is suspended, it will not be able to access Squid Web admin portal.

Steps to suspend a manager account are described below:

1. From Manager List, search the manager account that will be suspended.
2. Click on the status icon. A confirmation window will be shown on screen.
3. Click on Suspend to suspend the account or on Cancel button to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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CONFIRM

Would you like to disable the Manager: admin?

CANCEL DISABLE

Figure 12 - Squid Settings — Managers - Suspend Manager.

NOTES: Once the manager account is suspended, the status icon will change its color to identify

easily the identification of suspended managers from the active managers.

=) admin@squidox.com SquidOX Admin Administrator Ve [ ]

Figure 13 - Squid Settings — Managers List.

Steps to reactivate a manager are described below:

1. From Manager List, search the manager account to be activated (identified by different

color).
2. Click on the status icon. A confirmation window will be shown on screen.
3. Click on Activate to activate the account or on Cancel button to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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CONFIRM

Would you like to enable the Manager: admin?

CANCEL ENABLE

Figure 14 - Squid Settings — Managers — Activate Manager.

Roles

VAR RESELLER EC

This sub-section is used to view, create, modify or delete roles from a current entity. This
functionality is common for all entities’ managers in the entire distribution network in Squid.
Roles are attributes used to define different permissions like view, creation, modification and
elimination on Squid Web admin portal for different sections and objects.

Role permissions and Squid sections are explained here:

Available permission options:

* View: Will allow a user to only read information about objects created on Squid.

* Create: Will allow a user to only create objects on Squid.

* Modify: Will allow a user to modify object information on Squid.

* Delete: Will allow a user to delete objects on Squid.

» Save Information: A user will be able to use the save button in specific Squid sections.
» Activate or Suspend: Will allow a user to suspend or reactivate objects in Squid.
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Squid applies permissions over specific sections. For every section a permission is defined, a
user will have proper permission to perform an action.

Sections and sub-sections for Role permissions are:

» Settings: Configuration, Managers, Roles, Web Interface Customization, License,
Resources.

* Catalog: Features, Packages and Discount Groups.

» Dashboard: Overview Report, VARS, Dynamic, Scheduled Reports.

* Entities: Value Added Resellers, Resellers and Enterprise Customers.

* Upselling: Dependents pending requests, dependents request history. Squid Distribution
Network.

* Billing: invoices, historic data, scheduled notifications, receipt template.

When a role is created, permissions are given for each Squid web admin portal section and
based on privileges (view, create, modify, delete, suspend or reactivate). In order to access this
section, follow the next path: Home Page -> Header Section -> More icon -> Settings ->
Managers -> Roles

CONFIGURATION MANAGERS ~ WEB INTERFACE CUSTOMIZATION LICENSE SERVICE PROVIDER RESOURCES

Download file: @ﬁ ugi bi;

o Settings
(o] ROLES ADD NEW ROLE
Show 10 v |entries Search:
STATUS ROLE NAME USERS CREATOR EDIT DELETE

e Administrator 0 Service Provider Administrator V4 [}

e Billing Manager 0 Service Provider Administrator Vs [}

e Custom 0 Service Provider Administrator 7 [

e Role 1 2 Service Provider Administrator Vv [}

e Var Manager 0 Service Provider Administrator Vs [}

Showing 1to 5 of 5 entries Previous n Next

Figure 15 - Squid Settings — Roles List.
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Roles Page has the following attributes:

Roles:

Table shows all existing roles created for an entity.

Add New Role:

Button used to create a new role.

Download file:

Buttons are used to export content related to the roles table
information, which supports CSV, XLSX & PDF formats.

Show entries:

This drop-down box shows the number of entries in the roles table.

Search:

This field is used to search an element in the roles table, the search

feature will work as the user query.

Pagination buttons:

These buttons (previous and next) are used to change the table page

for showing records.

Edit:

This icon button is used to edit an existing role.

Delete:

This icon button is used to delete an existing role.

Suspend/Reactivate role:

Create a New Role:

This icon button is used to suspend or reactivate a role.

This option is used to create a new role for the current entity. Steps to create a role manager are

described below:

1. Click on Add new Role. A new page will be shown.

2. Fill the Role name field.
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Choose either from the dropdown box, active or suspended role status.

4. Select the permissions for a new role. The permissions for a created role are: view, create,
modify and delete options for each section in Squid's Web admin portal.

5. Review all information and click on Create to create the new role or on Cancel button to
cancel the operation.

Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.
Sqmdﬁ Admin Q :

HOME  ENTITIES CATALOG  DASHBOARDS  BILLING  UPSELLING Administrator

& CREATE NEW ROLE

GENERAL INFO

Role name Status Active

PERMISSIONS
Select which sections this role will be able to see and manage
ENTITIES

VAR Reseller Enterprise Customer
View View View
Create Create Create

Administrator
BILLING UPSELLING

Modify View

View billing Modify
View history View history
Mail Alert

Receipt Template

CATALOG

Figure 16 - Squid Settings — Roles — Create New Role.

NOTES: Every entity on Squid can control his own role names and options, so roles created for a
specific entity are not replicated to another one, this means every VAR, Reseller and Enterprise
Customer will have his own set of roles.
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Edit an existing Role:

This option is used to create a new role for the current entity.

Steps to create a role manager are described below:

1. From Role List, search the role to be modified.

2. Click on the edit icon. You will be redirected to Role Edit Page.
Change the permissions by selecting or un-selecting them using the checkbox for each
one.

4. Review all information and click on Save to save changes or Cancel to cancel the

operation.

Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.
Squidﬁ Admin <L :
HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING Administrator
& EDITROLE
GENERAL INFO
Rolename  Administrator Status  Active
PERMISSIONS
Select which sections this role will be able to see and manage
ENTITIES
v VAR v Reseller ¥ Enterprise Customer
V| View V| View V| View
v Create Y| Create v| Create
¥| Administrator
BILLING UPSELLING
¥ Modify v View
¥'| View billing v Modify
Y| View history v View history
¥ Mail Alert
Y| Receipt Template

CATALOG

Figure 17 - Squid Settings - Roles - Edit Role.
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NOTES: Permissions for managers are applied in its next login session, so if a manager role has
been modified and that manager has an active session on Squid, he must re-login in order to

refresh its permissions.

Delete an existing Role:

This option is used to delete an existing role for a current entity.

Steps to delete a role are described below:

1. From Role List, search the role to be deleted.
2. Click the delete icon. A confirmation window will be shown on screen.
3. Click on Delete to delete the role or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to delete the Role: Billing Manager?

CANCEL DELETE

Figure 18 - Squid Settings — Roles — Delete Role.

NOTES: A role that has managers assigned can’t be deleted.
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Suspend/Activate an existing Role:

This option is used to suspend or reactivate an existing role for a current entity.
Steps to suspend a role are described below:

1. From Role List, search the role to be suspended.
2. Click the status icon. A confirmation window will be displayed on screen.
3. Click on Suspend to suspend the role or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to disable the Role: Billing Manager?

CANCEL ACCEPT

Figure 19 - Squid Settings — Roles — Suspend Role.

Steps to reactivate a role are described below:
1. From Role List, search the role to be reactivated.

2. Click the status icon. A confirmation window will be displayed on screen.
3. Click on Activate to activate the role or Cancel to cancel the operation.
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Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to enable the Role: Billing Manager?

Figure 20 - Squid Settings — Roles — Activate Role.
[ Billing Manager 0 Admin Va [ ]

Figure 21 - Squid Settings — Roles List.

NOTES: When a role is suspended, the managers that have that role assigned will not have
permissions to access Squid Web admin portal. Note that an administrator manager role can't be
suspended or deleted.

||_ User manual Page 96



Web Interface Customization

Settings

Web Interface Customization

<

This section is used to modify the look and feel of the Squid web admin portal for each entity,
which includes Logo and Color scheme. This functionality is common for all entities’ managers in
the entire distribution network in Squid. In order to access this section, follow the next path:
Home Page -> More icon -> Settings -> Web Interface Customization.

Squid £y

serviceprovider administration console ‘ :

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING Service Provider

'CONFIGURATION MANAGERS ~ 'WEB INTERFACE CUSTOMIZATION LICENSE SERVICE PROVIDER RESOURCES

o Settings
(o]

Web Interface Customization

PALETTE OPTIONS

® Red Blue Black White
LOGO OPTIONS

© Use mouse to move the image

o Use the scroll wheel to apply zoom

o Accepted formats: PNG, JPG

© Maximum size: 25 KB

© Recommended dimensions: 250 X 84 pixels

BROWSE CROP & SAVE o Use transparent background for better results

2017 © All rights reserved | INSIGHTLEVEL

Figure 22 - Squid Settings — Appearance Page.

Web Interface Customization has the following attributes:

This section allows to switch between different color scheme
options for the look and feel of Squid.

Admin Color Scheme:
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This section will allow uploading a custom logo to be shown in the
Change Logo: Squid Web admin portal. Every entity can display his own logo if
it’s allowed by the network parent distributor.

Preview area: This section is used to adjust and view the logo that will be used.
Browse button: This button will perform a search for an image on a local drive.
Crop & Save button: This button is used to crop and save the new logo.

License

This sub-section allows viewing the Squid License that was installed. This section is only available
for the service provider entity’s manager. In order to access, the next path must be followed:

Home Page -> Header Section -> More icon -> Settings -> License.

CONFIGURATION MANAGERS ¥ WEB INTERFACE CUSTOMIZATION LICENSE SERVICE PROVIDER RESOURCES

o Settings
O License

ABOUT THIS PRODUCT
Version 100
Product key aB51680acf73649811c9e06f3b08af364fef7d9dc9da3a0530734887340e6826

License expiration

2018-04-20
date

Figure 23 - Squid Settings - License Page.
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Appearance Page has the following attributes:

Version: This field shows Squid’s License version.
Key: This field shows the license key used on the Squid’s installation.
Due date: This field shows the due date of the Squid’s license.

NOTES: Neither of these fields can be changed, Squid needs a connection to Insight Level License
Manager Service in order to keep working. If that connection is denied or lost, Squid will suspend
operations after a while, this means manager access will not be allowed until that connection is
re-established again. When connection is re-established, Squid will work again.

Squid performs one check per day to Insight Level’s License Manager Service or when a login is
performed and Squid has detected that there was previously no access to the License Manager.

Resource

This sub-section is used to view Squid resources such as Open-Xchange licenses and server
storage. This section is only available for the Service Provider entity. In order to access this
section, follow the next steps: Home Page -> Header Section -> More icon -> Settings ->
Resource.
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CONFIGURATION

MANAGERS ¥ 'WEB INTERFACE CUSTOMIZATION LICENSE SERVICE PROVIDER RESOURCES

o Settings
©  Service Provider Resources
RESOURCES USED

Total

Committed Total Committed

10000

1 300 B 50 8

INFORMATION RETENTION TIME

Specify time for information to be kept on storage after deletion. = 35 Days

SAVE

Figure 24 - Squid Settings - Resource Page.

Resource Page has the following attributes:

Resources used:

This section shows the resources such as Open-Xchange licenses and
available server storage.

Open-Xchange Licenses:

This table shows total and committed Open-Xchange licenses, where
committed licenses are the licenses available in the Open-Xchange’s
App Suite and total licenses are those used by users in the Open-
Xchange App Suite.

Storage:

This table shows total and committed storage. Committed storage is
that required by all the packages assigned to the end-users in the
App Suite Platform. On the other hand, the total storage is that
available for the App Suite Platform.

Storage Threshold:
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This section shows server storage used and available with a threshold
to send an alert related with its usage.
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Settings

This bar shows the total storage used by the dependent.

Select limit field:

Used to set a threshold to send an alert to the Service Provider

Manager about the percentage of storage usage.

Limbo time:

Used to define a scheduled clean of removed user information.

Time in storage after deleted:

This field defines the number of days or months that the data
will be stored after a user is deleted by Squid, it means that
once Squid delete an end user mailbox account in Open-
Xchange App Suite platform, the information remains for further
backup purposes, but after this time the information will be
deleted permanently.

Time in storage after deleted:

This drop-down button is used to define days or months for the

input given in the previous field.

Save button:

This button is used to save the configuration.

NOTES: All the information related to licenses and storage is based on the information delivered

by the Open-Xchange API.
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Regional settings

VAR RESELLER EC

This section is used to change the way Squid shows the information. This includes Language,
Calendar type, Time Zone, Date Format and Number Separators. This functionality is common for
all entities’ managers in the entire distribution network in Squid. In order to access this section,
follow the next path: Home Page -> Header Section -> More icon -> Regional Settings.

2 Profile

& Regional settings

\ Settings

(1) Logout

Figure 1- Squid’s Regional Settings option.

When you click on Regional Settings option, a new window will be displayed on screen.
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REGIONAL SETTINGS

Selectlanguage | Espaiol

Time format  24-Hour Time
Date format dd MMMM yyyy
Numeric symbols
Grouping

Decimal

CANCEL ACCEPT

Regional Settings modal has the following attributes:

Select language:

This drop-down box is used to select the preferred language,
options available are English or Spanish.

This drop-down box is used to select the preferred calendar type,

Calendar: _ _
Squid currently supports only Gregorian calendar.
) This Drop-down box is used to select preferred time zone, Squid
Time Zone: )
currently supports only GMT time zone.
Time format: This field only shows the time format used in Squid.

Define drop-down boxes:

These drop-down boxes are used to define the way Squid will
display the date, default date format is “yyyy/mm/dd”.

Grouping box:

This drop-down box is used to select the separator used to group
numbers on Squid’s platform.

Decimal box:
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This drop-down box is used to select the separator for decimals on
Squid’s platform.
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Notifications

VAR RESELLER EC

This feature shows notifications from Squid’s or Insight-Level’s License Manager, this functionality
is common for all entities” managers in the entire distribution network in Squid. Notifications are
independent alerts for every manager in Squid. Some notifications contain links and information
that redirect the manager to a specific section or web page. All notifications can be deleted. In
order to access this section, follow the next path: Home Page -> Header Section -> Notification

icon.

serviceprovider M 3

Administrator

Figure 1- Squid Home — Notifications icon (bell icon).

You don't have notifications.

Figure 2 - Squid Home — Notifications section (empty notifications box).
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VAR RESELLER

The Catalog section includes features, packages and discount groups sub-sections.

Squid Operation rules for these sections are:

» Features: Only Service Providers can sync and manage new features and storage tiers. If
a VAR has enough permissions, it will be able to manage new features.

» Packages: Packages can only be managed by a Service Provider. If a VAR has enough
permissions, it will be able to build his own packages based on the available features.

» Discount Groups: Service Providers and VARs with the corresponding permissions, can

manage discount groups.

Features & Storage Tiers

This section is used to view, create, change or delete Squid’s features and storage tiers. Features
are functionalities that can be packaged together. Features and storage tiers are mandatory
items that need to be defined before the creation of a package.

These features can be either native features (Open-Xchange App Suite features) or custom

features:

Native features These are the default functionalities provided by the Open-Xchange Platform
(OX features:): such as OX PIM, OX Drive, OX Documents, OX Guard & OX Sync.
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It's important to emphasize that available features depend on Open-Xchange
nstance installation, and the API provided by Open-Xchange. For instance, if
an Open-Xchange installation only has OX PIM, OX Sync and OX Drive, in
Squid only these native features will be shown.

The native features from Open-Xchange are displayed on Squid and can’t be
removed, but using the “Refresh OX Features” button it can be synchronized

with the Open-Xchange installation.

Custom features:

NOTES:

These are the custom features that can be added to packages. The custom
features on Squid can be created, modified and deleted. Custom features
don't enable any functionality, but are used only as a reference in packages.
For instance, if a VAR wants to enable the “Call Center support” to an
Enterprise Customer, it could add the Call Center feature or, if a package will
be delivered with another third-party software, it could be added, but Squid
will not supply any change on the third-party software.

» Custom features can be deleted only if they are not assigned to packages or when the

package has been deleted.
* For each feature added in Squid it’'s possible to set a reference price. This price is only
used to establish a base price when building a package, but has no impact on Squid

billing feature.

* Prices for features can be modified at any time.

Storage tiers are used to define multiple storage options for the packages. The tiers are defined in

ranges; every new range will begin with the next number of the last range. Storage tiers are
defined in Gigabytes (GB).
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For each tier can be defined a base price, but these prices are only used as a reference in order to
establish an estimated base price for that package.

Storage tiers may be created, modified and deleted, but if there are packages linked with a
storage tier, it won't be possible to delete that storage tier until the packages are deleted. In
order to access this section, follow the next path: Squid Menu -> Catalog -> Features.

FEATURES PACKAGES DISCOUNT GROUPS

Catalog
Features

FEATURES

[REFRESH OX FEATURES H ADD FEATURE I
$ s $ 2 $ 25 $ 5
OX Messenger Service 7x24 7 X
$ 105 $ 2 $ 5 $ 5
Service 8x5 7 X Call Center 7 X
$ s $ 5

STORAGE TIERS

GB GB Price

0 k£ 10 9100 [x]
n to 20 = 15030 []
+ Add option
SAVE

Figure 1- Squid Catalog — Features & Storage Tiers.

Create a New custom Feature:

This section allows creating a new custom feature for the current manager entity. Steps to create
a new custom feature are described below:
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1. Click on Add Feature button. A confirmation window will be displayed on screen.
2. Enter the information for the fields:

* * Name: This field is used to set a name for the new custom feature. The name
for the new custom feature must be unique.

* *Price: This field is used to set a reference price for the new custom feature.

» * Description: This field is used to add a description for the new custom feature.

3. Click on Create to create the new feature or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

ADD NEW FEATURE

Name

Monitoring

Price

15

Description

24 hour monitoring

CANCEL CREATE

Figure 2 - Squid Catalog - Features — Add New Feature,
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NOTES: Fields with a “* ” are mandatory.

Edit an existing custom Feature:

This option is used to edit an existing custom feature for the current manager entity.
Steps to edit an existing custom feature are described below:

1. From Features list; search the custom feature to be modified.
2. Click on Edit Feature button. A confirmation window will be displayed on screen.
3. Enter the following information:

* Name: This field is used to modify the custom feature name.
* Price: This field is used to modify the custom feature price.

» Description: This field is used to modify the description of the custom feature.

4. Click on Save to create the new feature or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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EDIT FEATURE

Name

Call Center

Price

0.00

Description

Free Call Center Service

CANCEL SAVE

Figure 3 - Squid Catalog — Features — Edit Feature.

Delete an existing custom Feature:

This option is used to delete an existing custom feature. Custom features can only be deleted if

they don't belong or aren’t being used on a package; or if the package itself is deleted.

Steps to delete an existing custom feature are described below:

1. From Features list; search the custom feature to be deleted.
2. Click on Delete feature button. A confirmation window will be displayed on screen.
3. Click on Delete to create the new feature or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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CONFIRM

You are about to delete this Feature and will be no longer available to build

CANCEL DELETE

Figure 4 - Squid Catalog - Features - Delete Feature.

Packages, are you sure?

Sync OX Features:

This button is used to sync Open-Xchange features with Squid. Open-Xchange sync feature is
only available for the Service Provider entity.

Steps to sync an Open-Xchange feature catalog are described below:

1. Click on Refresh OX Features button. A process will begin.

REFRESH OPEN-XCHANGE FEATURES

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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Success
Open-Xchange Features has been updated

Create a New Storage Tier:

This option is used to create a new storage tier. Storage tiers can only be created, modified or

deleted by a Service Provider entity.

Steps to create a new storage tier are described below:

1. Click on Add Option button in Storage Tier section. A new storage tier will be created.

2. Enter the following information:

Min GB storage. This field is used to set the initial storage range;
* Min GB: the value can be zero. The value should not be already in the

range of other storage ranges.

Max GB storage. This field is used to set the final storage range;
* Max GB: this field accepts decimal numbers. The final range value must
not be already in the range of other storage tiers ranges.

* Price: This field is used to set a price for a new storage tier.
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3. Click on Save button (at the bottom of the page) to save all changes or Remove
button cancel to delete the current storage tier.

Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.
STORAGE TIERS
GB GB Price
0 to 10 = 9100 S
n to 20 = 15030 (%)
-+ Add option

Figure 5 - Squid Catalog - Features — Storage Tiers block.

NOTES: Squid fills automatically the next storage tier with the next integer number of the final

range of the last storage tier.

Edit an existing Storage Tier:

This option is used to edit an existing storage tier.
Steps to edit an existing storage tier are described below:

1. From Storage Tiers list, find the storage tier to be modified.
2. Change the min range or max range field.
3. Click on Save button (at the bottom of the page) to save all changes.
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Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.
STORAGE TIERS
GB GB Price
0 to 10 = 91.00 (%)
1 to 20 = 15030 (%)
-+ Add option

Figure 6 - Squid Catalog - Features — Storage Tiers block.

Delete an existing Storage Tier:

This option is used to delete an existing storage tier. Only Service Providers can control storage

tiers; a storage tier can’t be deleted if it's being used in a package.

Steps to delete an existing storage tier are described below:

1. From Storage tier list, find the storage tier to be deleted.

2. Click on Remove button.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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This section allows to view, create, change status or delete Squid Packages. Packages are

fundamental for Squid billing features, meaning that if a Package is created and later assigned to

a VAR, Reseller or Enterprise Customer, it will have direct impact in the billing core system.

Packages that were created can't be modified; they can be deleted but only if they were not

assigned to a VAR, Reseller or EC. Packages are built based on the catalog features (Open-

Xchange's features and custom features) and the storage tiers created.

Packages are mandatory items that need to be created before provisioning entities in the

distribution network.

In order to access this section, follow the next path: Squid’s Menu -> Catalog -> Packages.

FEATURES PACKAGES DISCOUNT GROUPS

Catalog
Packages
Show | 19 + entries

STATUS NAME

USED PACKAGES

STORAGE

PRICE

Search:

CREATION DATE

Download file: () fm) ()

DETAIL

ADD NEW PACKAGE

DELETE

o Anew, package
AdvancedMail

AnotherPackage

BasicWebMail
CollaborationSuite

Full Package with Support
PackageNewIT

] Package Premium 10GB
Package Premium 20GB

StorageMail

Showing 1to 10 of 10 entries

-~ o © © o = N o o o

10GB

$13.00

$7.00

$10.00

$5.00

$150

$17.00

$10.00

$11.00

$20.00

$10.00

02 November 2017

09 August 2017

05 December 2017

09 August 2017

09 August 2017

09 October 2017

12 December 2017

29 November 2017

10 October 2017

09 August 2017

(]

© 0 60606 066 606 60 06

Figure 7 - Squid Catalog - Packages List.
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Packages List Page has the following attributes:

Packages:

This table will show a list with all the packages created by the
entity.

Add New Package:

This button is used to create a new package.

Download file buttons:

These buttons are used to export the packages in CSV, XLSX or
PDF formats.

Show list:

This drop-down option is used to define the number of rows or
entries to show per page.

Search:

This field is used to find an element in the packages table; the
search feature will work as the user enters information.

Pagination buttons:

These buttons (Previous and Next) are used to navigate
between the pages of the table and show more items.

This icon button is used to view details of a created package.

Detail: Details include features that were created with the package
and the storage options.
Delete: This icon button is used to delete an existing package.

Suspend/Activate package:

This button is used to suspend or reactivate a package.

Packages Table:

||_ User manual

This table lists all the packages created by the parent entity on
the distribution network with the following fields:

This icon button is used to suspend or
Status: )
reactivate a package.

Name: This field displays the package name.
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This field displays the total number of users

Used
assigned to the package, this number counts all
Packages: ,
the users of the entity.
This field displays the storage assigned to the
Storage:
package.
Bri This field displays the price of the package; this
rice:
price is used to show to dependents.
Creation o _ ,
This field displays the package creation date.
Date:
. This icon button displays a window with the
Detail: _
package details.
Delete: This icon button allows to delete a package.

NOTES:

» Packages used by a VAR, Reseller or Enterprise Customers can't be deleted.

« If a Package is suspended, this package will not be available to sell anymore, but
customers with current package assignation will continue to use that package.

» Packages can only be deleted once they are no longer used for any entity.

* When a package is created, a suggested price will be displayed, but the SP or VAR can use
any upraised price required.

» Packages prices can’t be lower than the suggested prices set on the features, but if there
is @ modification on the catalog features or storage tier prices, this will have no impact on
the package created or the price set for the package.

The Package interface for Value Added Resellers, Resellers or Enterprise Customers that can't

create packages, has different fields, and basically can use this interface to check the number of
packages assigned versus the users provisioned.
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Catalog
‘ Packages

show | 10 + |entries

Search:

STATUS NAME USED PACKAGES TOTAL ASSIGNED PACKAGES STORAGE PRICE

Download file: (g‘] @ uﬁa

ASSIGNATION DATE

DETAIL

A new, package 2 5

AdvancedMail 38 200

BasicWebMail 40 50

CollaborationSuite 26 200

StorageMail 10 200

Showing 110 5 of 5 entries

10GB $1400

5GB $7.00

5GB $5.00

15GB $150

10GB $10.00

02-11-2017

09-08-2017

09-08-2017

09-08-2017

09-08-2017

(o]

© 0 6 0

Packages
Catalog

Squid Catalog - Package List for Value Added Resellers, Resellers that inherit packages and Enterprise

Customers.

Packages List Page has the following attributes:

This table shows the list of packages assigned by the parent entity,

Package List Table:

and has the following fields:

Status:

This field shows the current packages status

(enabled or disabled) and also is used to

enable or disable a package.

Name:

This field displays the Package name.

Used Packages:

This field counts the number of users using

the package.

Total Assigned
Packages:

This field displays the total number of licenses

assigned by the parent entity.

Storage:

This field displays the storage assigned to the

package.

Price:
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This field displays the package price.
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Assignation

This field displays the package creation date.
Date:

IMPORTANT NOTES: Packages can be assigned or created based on the permissions set to the
VAR by the Service Provider, so VARs that doesn't have the package or catalog feature creation
permission, are only allowed to assign packages. The VAR can't create them, but it can modify
(up-rise) the price of a package when the package is assigned to an Enterprise Customer or a
Reseller. On the other hand, VARs that are able to create packages can create their own
packages, but only using the features assigned by the Service Provider. These same rules apply
for any entity in the distribution network.

Create a New Package:

This option is used to create a package for the current entity.
Steps to create a new package are described below:

1. Click on New Package button. You will be redirected to Create New Package page.

2. Enter the information for the next fields:

* Name: This field is used to set a name for the new package. Package’s name
must be unique.

* Features: This select option box is used to choose all the features that will be
included in the package, by default, all packages include the basic OX PIM
feature, this feature is mandatory.

» Storage tiers in gigabytes: This dynamic bar is used to choose the amount of
storage in GB to be assigned to the package; this is a mandatory selection and
can't be zero.

» By Default this package will be Enabled?: This option is used to choose if the
package will be enabled or not, by default, the package is enabled.
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» Estimated Price: This field shows an estimated price built using the sum of the
prices set for each feature and storage tier option, in other words, it is the
minimum price set for the package. This is a read only field.

* Price: This field is used to set a custom price for the new package. This price
must be greater or equal than the estimated price, but not lower. The price set
here is the price that will be used by Squid billing feature.

3. Click on Create to create the new package or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.
‘ & CREATE NEW PACKAGE \
Name Features
Packages Premium 15GB m m

Select storage in gigabytes

] ' ' ' B R ' ' ' "2

By default this Package will be enabled? (® Yes No

Estimated price: $ 71

Price:$ | 85

CANCEL CREATE

Figure 8 - Squid Catalog - Package — Create New Feature.

<3 Package Premium 15GB 0 15 GB $ 850 12 January 2018 ®

Figure 9 - Squid Catalog - Package List.
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Suspend/Reactivate an existing Package:

This option is used to suspend or reactivate an existing package. If a package is suspended, it will
not be shown again for VARs or for Resellers Sales interface. The Upselling interface for Enterprise
Customers has the same behavior. However, the package won't be disabled for those End Users
that were previously assigned. In other words, suspending a package means that it is no longer
available for sale.

Steps to suspend a package are described below:

1. From Package list; find the package to be suspended.
2. Click on the status icon. A confirmation window will be displayed on screen.

3. Click on Suspend to suspend the package or Cancel to cancel the operation.

A package suspended will be displayed in a different color in the package table. This will allow
VARs and Resellers to easily identify between suspended and active packages.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to disable Package: Package Premium 15GB?

CANCEL DISABLE

Figure 10 - Squid Catalog — Packages — Suspend Package.
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i Package Premium 15GB 0 15GB $ 850 12 January 2018 ®©

Figure 11 - Squid Catalog - Package List.

Steps to reactivate a package are described below:

1. From Package list; search the package to be reactivated.
2. Click on the status icon. A confirmation window will be displayed on screen.
3. Click on Accept to activate the account or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to enable Package: Package Premium 15GB?

CANCEL DISABLE

Figure 12 - Squid Catalog - Package — Activate Package.

3 Package Premium 15GB 0 15 GB $850 12 January 2018 ®

Figure 13 - Squid Catalog - Package List.
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Delete an existing Package:

This option is used to delete an existing package. Packages can’t be deleted if they are assigned
to an Enterprise Customer. So, if a package needs to be deleted, all Enterprise Customers (End
Users) need to be assigned to another package first, and then, the package can be deleted.
Package deletion does not mean that historic data will be deleted; it means that the package will
no longer be available for use.

Steps to delete an existing package are described below:

1. From Package list; find the package to be deleted.
2. Click on Delete Package button. A confirmation window will be displayed on screen.
3. Click on Delete to delete the package or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to delete Package: Package Premium 15GB?

CANCEL DELETE

Figure 14 - Squid Catalog — Packages — Delete Package.
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Discount Groups

This section is used to view, create, change status or delete Squid Discount Groups. This section is

only available to Service Provider or VAR entity’s managers.

Discount Groups represent a commercial rule to apply on the VAR or Reseller sales, based on
ranges of number of packages sold and a percentage of discount to apply by the parent entity.

A discount group cannot be modified once it has been created, because it has a direct impact on
Squid’s billing feature. Each entity is capable to build its own set of discount groups. The discount
group is @ mandatory element before procuring entities in the commercial distribution network.
Discount groups allows Service Provider and VAR entities a flexible way to handle a negotiation

with every entity in the distribution network.

In order to access this section, follow the next path: Squid Menu -> Catalog -> Discount Groups.

FEATURES PACKAGES DISCOUNT GROUPS

Download file: {3 #ﬁ; for]

Catalog
n Discount GI’OupS ADD NEW DISCOUNT GROUP
Show 109 v entries Search:
STATUS NAME ENTITIES ASSIGNED TO A GROUP CREATED DETAIL DELETE
3 PrincipalTier 7 09 August 2017 ® [}
VARSs Discount 7 09 August 2017 (o} [}
Ventas-Descuento 0 03 November 2017 ®© [}
Showing 1to 3 of 3 entries Previous n Next

Figure 15 - Squid Catalog - Discount Group List.
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Discount Group List page has the following attributes:

Discount Group table:

This table shows a list with all discount groups created by the
entity.

New Discount Group:

This button is used to create a new discount group.

Download file buttons:

These buttons are used to export the table information to a file in
CSV, XLSX and PDF format.

Show list:

This drop-down box is used to select the number of records to be
displayed per page.

Search:

This field is used to search an element in the discount group table;
the search feature will work as the user enters information.

Pagination buttons:

These buttons (Previous and Next) are used to change the table

page.

Detail:

This icon button is used to view details about an existing discount
group.

Delete:

This icon button is used to delete an existing discount group.

Suspend/Activate discount
group:

Create a Discount Group:

This icon button is used to suspend or reactivate a discount
group.

This option is used to create a discount group. Only SP and VAR entities are capable to create

discount groups.

||_ User manual

Page 128



Discount Groups
Catalog

Steps to create a new discount group are described below:

1. Click on Add New Discount Group button. A confirmation window will be displayed on
screen.
2. Enter data in the following fields:

* Group name: This field is used to set the name for the new discount group. The
name for the discount group must me unique.

* Add Tiers: In this section it is possible to add all the commercial tiers required.

* Initial Range: This field is used to set an initial range of packages to the tier,
which is an integer number.

* Final Range: This field is used to set the final range of packages to the tier,
which is an integer number.

* Discount to apply: This field is used to set a discount percent in order to apply
over billing, as long as the total number of packages is within the initial and final
range.

* New Tier: This icon button is used to add new row to the discount group.

* Remove: This icon button is used to remove a row on the discount group.

3. Click on Save to create the new discount group or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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CREATE DISCOUNT GROUP
Group name
Discount group 2
Add new Tiers
Initial range Final range Discount to
9 . apply
1 o 10000 10 %
10001 o 20000 20 %»
20001 to 30000 30 % Q
-+ New Tier
CANCEL
Figure 16 - Squid Catalog — Discount Group - Create Discount Group.
0 Discount group 2 50 25-05-2017 ® [}

Figure 17 - Squid Catalog - Create a New Discount Group.

Suspend/Reactivate an existing Discount Group:

This option is used to suspend or reactivate an existing discount group. A suspended Discount
Group means this discount group is no longer available to be assinged to a VAR or a Reseller.
VARs or Resellers with a discount group suspended will continue using that TIERS without any
impact the Billing.

Steps to suspend a discount group are described below:

1. From Discount Group list find the discount group to be suspended.
2. Click on status icon. A confirmation window will be displayed on screen.
3. Click on Accept to suspend the discount group or Cancel to cancel the operation.
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Once the Discount group is suspended, it will be displayed with a different color in the Squid
Web admin portal, which will help to identify easily the group status.

Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.
CONFIRM

Would you like to disable Discount Group: Discount group 2?

CANCEL ACCEPT

Figure 18 - Squid Catalog — Discount Groups — Suspend Discount Group.

5 SP-TIER-PLUS2 15 15-04-2017 ®

Figure 19 - Squid Catalog - Discount Groups List.

Steps to reactivate a package are described below:

1. From Discount Group list find the discount group to be reactivated.
2. Click on status icon. A confirmation window will be displayed on screen.
3. Click on Accept to activate the account or Cancel to cancel the activation.
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Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to enable Discount Group: Discount group 2?

Figure 20 - Squid Catalog - Discount Groups - Activate Discount Group.
9 SP-TIER-PLUS2 30 19-05-2017 ® (]

Figure 21 - Squid Catalog - Discount Groups List.

Delete an existing Discount Group:

This option is used to delete an existing discount group. A Discount Group can’t be deleted If it
has been assigned to a VAR or a Reseller.

Steps to delete an existing discount group are described below:

1. From Discount Groups list, search the discount group to be deleted.
2. Click on Delete button. A confirmation window will be displayed on screen.
3. Click on Delete to delete package or Cancel to cancel the operation.
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Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to delete Discount Group: Discount group 2?

CANCEL ACCEPT

Figure 22 - Squid Catalog - Discount Groups List — Delete Discount Group.
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VAR RESELLER

Entities section allows creating, editing and deleting VARs, Resellers and Enterprise Customers.
Entities menu has the following sub-sections: Value Added Resellers, Resellers and Enterprise
Customers.

Squid Operation rules for this section are:

» Service Provider is only allowed to manage Value Added Resellers (VAR). It is able to create,
edit or delete them, also, a Service Provider provides the functionality to impersonate a
VAR, thus, a Service Provider may have full control of the platform.

* VARs are entities with all the options available, if permissions were given by the Service
Provider, a VAR can create VARs, Resellers and Enterprise Customers as well.

* Reseller entities, if permissions were given by their parents (VARs), they will be able to
manage Enterprise Customers.

* Enterprise Customers entities, the services provided for them are manage users, check
packages available, see reports about user’'s consumption (dashboard) and see billing
operations related to their consumption.

Value Added Reseller

This section is used to view, create, modify and delete VAR entities. This section can only be used
by the Service Provider or VAR entity’s managers.
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Before starting to create distribution network entities, it is required to create at least one
package and one discount group, these items are mandatory to create the first VAR on the
distribution network.

In order to access this section, follow the next path: Squid Menu -> Entities -> Value Added

Reseller.

Squid s serviceprovider administration console M

HOME  ENTITIES ~CATALOG ~ DASHBOARDS  BILLING  UPSELLING Service Provider

VALUE ADDED RESELLERS

Download fle: (a3} fm) f

-~ Value Added Resellers
v)
Show 1o v |entries Search:

STATUS NAME USED PACKAGES ADMINISTRATION CONSOLE EDIT DELETE
PR y ; .
e postper 0 R ’ L]
e azvarpreper o ’ ]
) il Demo 1 “ Ve | |
[:) i prepago 1 4 L]
) Code Academy 0 “ 7 | |
e e 0 [ @ | s .
() MailCloud 6 7 | |
©  raronpaymen o N s .
[} R9_Prepayment 2 7 L]

Showing 10 10 of 14 entries Previous n 2 Next

2017 © All rights reserved | INSIGHTLEVEL

Figure 1- Squid Entities - VAR List.

VAR List Page has the following attributes:

VAR This is a table that shows all VARs created by an entity; the Service
' Provider always creates the first VAR.

Add New VAR: This button is used to create a new VAR in Squid.

These icon buttons are used to export the table information in
formats like CSV, XLSX and PDF.

Download file:
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This drop-down menu allows to select the number of entries to

Show list: .

be displayed on the table.

This field is used to search an element in the VAR table, the
Search: search functionality will work as the user enters information into

it.

These buttons (Previous and Next) are used to change the table
page.

Pagination buttons:

This icon button allows a Service Provider or a VAR impersonate
manager credentials of the VAR selected, and will redirect the
user to a new administration page, so the Service Provider can

Administration console:  emulate a manager of the VAR entity. A VAR entity can emulate a
manager for a Reseller or an Enterprise Customer and so on. In
brief, administration button has the functionality to “login as” the
manager of the selected entity.

Edit: This icon button is used to edit an existing entity.
Delete: This icon button is used to delete an existing entity.
Suspend/Activate: This icon button is used to suspend or reactivate an entity.

Create a new VAR:

This option is used to create a new VAR.
Steps to create a new VAR are described below:

1. Click on Add New Value Added Reseller button. The manager is redirected to a new
page to complete the information to create a new VAR.
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1. Enter information in the following fields:

* Name: This field is used to set a name for the new VAR; VAR name must be

unique.

* * Alias: This field is used to set an alias name for the new VAR. Alias must be
unique.

* Address: This field is used to define an address for the new VAR.

* * Country: This “search and complete” drop-down field is used to set a country

for the new VAR.

* Zip Code: This field is used to set a numeric Zip code for the new entity. Only

numeric characters are accepted on this field.

* *Tax ID: This field is used to set a Tax ID for the new VAR.

» * Email: This field is used to set an e-mail address as contact information for the
new account. This email will be associated with the first manager of the new
account and will be used to send scheduled reports, it will also be used by the
password recovery option.

* *Client ID: This field is used to set the client ID of the new entity.

Payment Details: This section is used to set the billing options for a new VAR, this
section is very important because here is where the commercial rules are defined
for the VAR.

* Payment Details: This section is used to set the billing options for a new
VAR, this section is very important because here is where the commercial
rules are defined for the VAR.

» * Discount group: This drop-down box allows to assign the discount group
that will be applied to billing for the VAR.

* * Due Day: This field is used to assign the “Due date” for the VAR, this will
be the day the billing is auto-generated for that entity. This field accept
only numbers between 1and 28.
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Enable API Access?: This selectable field is used to enable access to the
Squid APIL. This is an important feature on Squid that allow third-party
software to use the functions of Squid through this channel.

Enable Squid Marketplace?: This selectable field is used to enable an
entity to use the functionality to provide an URL to Enterprise Customer to
use the self-registration web portal, so all customers using the link
provided by the entity will be added automatically under his distribution
network.

Payment Options: This section is used to set the billing options for the new VAR, as

well as the previous section, it is very important because here the commercial billing

rules are defined for the entity.

JL User manual

* Billing Type: This drop-down box is used to define the billing type for the
new VAR, the options available are “Pay per contract” and “Pay as you go”. If a
VAR is configured as “Pay as you go”, it has the option to create his own
packages; if a VAR is configured as “Pay per contract” the packages must be
assigned by the parent.

* Payment Type: This drop-down box is used to set the commercial option
for a VAR, the options are “Pre-payment” and “Post-payment”. Further details
are explained on the billing section.

* Payment Method: This drop-down box is used to set the payment method
for the new VAR, options are “Paypal” and “other”, further explanation about
how this work is explained on the billing section.

* Credit Days: This field is used to set the number of “Credit Days” that a VAR
will have after the due date, before its account is suspended. Because this
has an impact on the billing section, further details are explained on that
section. Be aware that credit day field is only available for Post-Payment
option.
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Package Assignment: This section is used to assign packages to the VAR. This section
IS very important because here is where the packages are assigned to the VAR, and
this assignation has an impact on the billing receipt or invoice from the parent to the
VAR.

* * Package: This drop-down box allows selecting the package to be assigned
to the VAR. All packages displayed are related to packages previously created
in the Package Section.

* * Price: This input field allows setting a price for the package to be assigned,
it's important to mention that the price set here is the price that will be
displayed in the billing receipt for the VAR.

* * Quantity: This input field allows setting the number of packages to be
assigned to the VAR. This has a direct impact on the billing invoice because
the number set here is used to calculate the invoice for the VAR,

» * Unlimited: This field is only available for “Pay as you go” billing type VARs,
basically allows using an unlimited number of packages. In other words, it
means “pay for what you use”. For “Pay per contract” billing type VARs, this
option is not available.

* Add: This icon button is used to add different types of packages to the VAR.

NOTES: License Management section is very important to define, because all values
defined here set the commercial rules to apply to the entity.

Permissions: This section is used to set VAR’s permissions. Depending on the
permissions selected, some options for the VAR will be available.

The Squid rules about VAR permissions are:
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VAR: This permission allows the entity manager to extend the distribution
network, this means the manager can create Value Added Reseller entities
under its management.

Reseller: This permission allows the entity manager to extend the distribution
network, this means the manager can create Reseller entities under his
management.

Packages: This permission allows the entity manager to create his own
packages based on features inherited from its parent, this permission is only
available for VARs belonging to the “Pay as you go” billing schema. If this
permission is enabled, the entity manager must create packages before
beginning to extend the distribution network.

New Features: This permission allows the entity manager to create custom
features, these custom features will only be available for its own distribution
network. By default, if “New Features” are enabled, packages permission will
be enabled too.

Web Interface Customization: These permissions allow the entity manager
to modify the look and feel of the Squid Web admin portal interface, limited
to Logo change and color change.

User account:

» *User: This field is used to set a username for the entity manager.

* * Password: This field has an auto-generated password for the first account
manager.

* Generate button: Button to generate a random password for the account

manager.

3. Click on Save to create the new account VAR or Cancel to cancel the creation.
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Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.
NOTES:

* Be aware, once the VAR is created and configured with specific billing options, these cant

be changed, the only billing option that can be changed later is the “payment method”.

”

* All input fields accept alphanumeric characters and some symbols.

* All field with a * are mandatory.

Squid £y

serviceprovider administration console ¥

HOME  ENTITIES CATALOG  DASHBOARDS  BILLING  UPSELLING Service Provider

& ADD NEW VALUE ADDED RESELLER

GENERAL INFO

Name

Address

Country Select

City

TaxID

Client ID

PAYMENT DETAILS

Discount Group Select

Due day

PAYMENT OPTIONS

Bilingtype  Select

Payment type Select

PACKAGES ASSIGNMENT

Package

Alias

State
ZIP code

Email

Enable AP access? Yes No

Enable SquidOX

Yes No
Marketplace?

Payment method

Credit days

Price | © Quantity Unlimited [}

-+ Add new

Figure 2 - Squid Entities - VAR - Add New VAR.
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PERMISSIONS

To manage Web interface customization
Value Added Resellers
Resellers
Packages

New Features

USER ACCOUNT

User Passwort d K5xWISG9zd
CANCEL SAVE

© All rights reserved | INSIGHTLEVEL

Figure 2 - Squid Entities - VAR - Add New VAR.

Edit an existing VAR:

This option is used to edit an existing VAR.
Steps to edit an existing VAR account are described below:

1. From VAR list, search the VAR account to be modified.
2. Click on Edit VAR button. You will be redirected to the VAR detail page.
3. Only the next fields are available to modify:

* General Info: Address, Country, State, City, Zip Code, Tax ID, E-mall, Client ID
account.

* Payment Methods and Payment Details: Payment Method, Credit Days (only
for Post Payment accounts), API URL, API Cart Available.

* Licenses Management: It's allowed to add new Packages to the entity.

* Permissions: VAR, Reseller, Web Interface Customization.

* Packages: This section is only displayed when editing information of a VAR, and
it contains a table with the different types and number of packages assigned to
the VAR. The objects that can be modified are:
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o Number of Packages: This number can be increased or decreased,
meaning that more packages are added or removed from the billing
receipt. It’s important to be aware that packages can only be decreased
If they are not being assigned to Resellers or Enterprise Customers. In the
same way, packages can't be deleted if they are assigned to dependents
in the distribution network like other VARs, Resellers or Enterprise
Customers.

* Dependents: This new section is displayed only in the edition of a VAR, it allows
to do a hierarchical change of all the dependents that belong to the distribution
network from one entity to another.

* Hierarchical Change: This button will redirect an entity manager to the
Hierarchical Change section (this section will be explained below).

* Dependents table: This table shows all dependents from the current entity
describing the amount of End Users provisioned by each dependent.

4. Click on Save to save changes or Back (arrow icon on the top of the page) to cancel
the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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Squid serviceprovider administration console M

HOME  ENTITIES ~CATALOG ~ DASHBOARDS  BILLING  UPSELLING Service Provider

Value Added Reseller

GENERAL INFO BILLING HISTORY
Name  CITiDemo Alias | CITidemo #  DATE $ PAID
1 3
Address  Demo Account Squid 459 14October20 S > 3
Country  Colombia v State  Bogotd
City  Bogota 2P sopas
V[ 8o code
TaxID 121212 et o020
[}
Email  alejandroflores@insightlevel.com
PACKAGES ASSIGNMENT
Discount Group VAR Discount
Dueday | 14 Enable APl access? (@ Yes No
Payment method  Other v Enable SQUIAOX o | ¢ No
Marketplace?
Bilingtype  Pay asyou Go
Paymenttype  POST-PAYMENT v Creditdays 10
PERMISSIONS
To manage V| Web interface customization
V| Value Added Resellers
V| Resellers
ENTITIES HIERARCHICAL CHANGE
show | 10 + entries Search:
NAME USED PACKAGES TYPE
DEMOVAR1 o Value Added Reseller
demoreseller] 0 Reseller
DEMOEC 1 Enterprise Customer
Showing 1to 3 of 3 entries Previous n Next

ed | INSIGHTLEVEL

Figure 3 - Squid Entities - VAR - Edit VAR.

Suspend/Reactivate an existing VAR:

This option is used to suspend or reactivate an existing VAR. A VAR suspension means a manager
can't access Squid Web admin portal interface. Furthermore, that VAR will no longer operate on
Squid platform. A VAR can only be suspended if all their dependents are moved to another VAR;
then, the VAR will lose all access to the Squid platform, which implies that it can't use Squid URL
API, API Cart and Web admin portal anymore.

||_ User manual Page 145



Value Added Reseller

Entities

Steps to suspend a VAR account are described below:

1. From VAR list, search and select the VAR to be suspended.
2. Click on status icon. A confirmation window will be displayed on screen.
3. Click on Suspend to suspend the VAR or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTES: Suspended VARs will appear in a different color in the VARs list, thus, a manager can
easily differentiate active and suspended VARs.

CONFIRM

Would you like to suspend Value Added Reseller: VAR CloudMail?

CANCEL SUSPEND

Figure 4 - Squid Entities — VAR - Suspend VAR.

(2] ISC Chile 0 /7

Figure 5 - Squid Entities - VAR List.
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Steps to reactivate a VAR are described below:

1. From VAR list, search and select the VAR account required.
2. Click on status icon. A confirmation window will be displayed on screen.
3. Click on Accept to activate the VAR or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTES: Suspended VARs will appear in a different color in the VARs list, thus, a manager can
easily differentiate active and suspended VARs.

CONFIRM

Would you like to reactivate Value Added Reseller: VAR CloudMail?

CANCEL REACTIVATE

Figure 6 - Squid Entities - VAR- Activate VAR.

() MailCloud 6 7

Figure 7 - Squid Entities — VAR List.
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Delete an existing VAR:

This option is used to delete an existing VAR. A VAR can be deleted only if it has no dependents
or no pending payments.

Steps to delete an existing account VAR are described below:

1. From VAR list, search and select the VAR to be deleted.
2. Click on Delete button. A confirmation window will be displayed on screen.
3. Click on Delete to delete the VAR or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTE: Information from a deleted VAR will no longer exist on Squid Database, thus, it won't be
possible to get information from the deleted VAR anymore.

CONFIRM

Would you like to delete Value Added Reseller: VAR CloudMail ? All related

information will be lost

CANCEL DELETE

Figure 8 - Squid Catalog - VAR List — Delete VAR.
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This section is used to view, create, modify and delete Reseller entities. This section can only be

used by a VAR entity’s manager.

Before start creating the distribution network entities, it is required to create at least one

package and one discount group, these two items are mandatory to create the first Reseller on

the distribution network.

In order to access this section, follow the next path: Squid Menu -> Entities -> Reseller.

VALUE ADDED RESELLERS RESELLERS ENTERPRISE CUSTOMERS

Download file: (=3 ﬁ;{; o

m Resellers
»
Show | 19 + entries Search:
STATUS NAME USED PACKAGES ADMINISTRATION CONSOLE EDIT DELETE
e Reseller Cloud 0 Vd ]
e Reseller de Prueba 0 4 [ ]
e TEstito 0 “ 7 [ ]

Showing 1 to 3 of 3 entries Previous n Next

Figure 9 - Squid Entities — Reseller List

Reseller List Page has the following attributes:

Reseller table: This table shows all Resellers created by an entity manager.

Add New Reseller: This button is used to create a new Reseller.
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These icon buttons are used to export the entire table

Download: ) o )
information in formats like CSV, XLSX and PDF.
. This drop-down menu allows to select the number of entries to be
Show list: _ _
displayed in the table.
This field is used to search an element in Reseller table, the search
Search:

functionality will work as the user enters information.

Pagination buttons:

These buttons (Previous and Next) are used to change the table
page.

Administration Console:

This icon button allows a VAR to impersonate the manager
credentials of a selected Reseller, and it will redirect the user to a
new administration page, a VAR entity can emulate a manager for
a Reseller or an Enterprise Customer, and so on. In summary,
“administration” button has the functionality to “login as” the
manager of the selected entity.

Edit: This icon button is used to edit an existing entity.
Delete: This icon button is used to delete an existing entity.
Suspend/Activate: This icon button is used to suspend or reactivate an entity.

Create a New Reseller:

Option used to create a new Reseller.

Steps to create a new Reseller are:

1. Click on Add New Reseller button. The manager will be redirected to a new page to

complete the required information to create a new Reseller.
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2. Set the following fields:

General Info: This section is used to provide general information about the new
Reseller.

* Name: This field is used to set a name for the new Reseller; the name
must be unique.

* Alias: This field is used to set an alias name for the new Reseller. Alias
name must be unique.

* Address: This field is used to define an address for the new Reseller.

* Country: This search and complete drop-down field is used to set a
country for the new Reseller.

* State: This field is used to set a state for the new entity.

* City: This field is used to set a city for the new Reseller.

* Zip Code: This field is used to set a numeric Zip code for the new entity.
Only numeric characters are accepted in this field.

* Tax ID: This field is used to set a Tax ID for the new Reseller.

* Email: Field used to set an e-mail address as contact information for the
new account. This email will be associated with the first manager of the
new account and will be used to send scheduled reports, it will also be
used by the password recovery option.

*Client ID: This field is used to set the client ID of the new entity.

* Package Management: This section is used to define the packages to be

||_ User manual

assigned to the entity, this is an important section, the settings set here directly
affect billing.

o * Discount group: This drop-down box allows to assign the discount

group that will be applied to the Reseller's billing.
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o * Package: This select option is used to allow the package to be available
for the Reseller to offer to its entities.

o * API URL access: This selectable field is used to allow access to the Squid
API. This is an important feature on Squid that allows third-party software
to use the functions of Squid through this channel.

o Enable Squid Marketplace?: This selectable field is used to allow an
entity to use the functionality to provide an URL to an Enterprise
Customer to use the self-registration web portal, so all customers using
the link provided by the entity will be added automatically under its
distribution network.

* * Payment Method: This drop-down box is used to set the payment method for
the new Reseller, options are “Paypal” and “other”, further explanation about
how this work is explained on the Billing section.

* User Account:

o *User: This field is used to define and set the username that will be used
by the entity manager.

o * Password: This field has an auto-generated password for the first
account manager.

o Generate: This button is used for random password generation.

NOTES: Objects with “*” are mandatory fields.

3. Click on Save to create the new account Reseller or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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& ADD NEW RESELLER

GENERAL INFO
Name Alias
Address
Country Select v State
City ZIP code
Tax ID Email

Client ID

PACKAGE MANAGEMENT

Discount Group Select v Package Select

API URL access? Yes No

Enable SquidOX
Marketplace?

PAYMENT OPTIONS

Payment Method Select

USER ACCOUNT

User Password 8GmQBKsUsa GENERATE
CANCEL SAVE

Figure 10 - Squid Entities — Reseller - Add New Reseller

Edit an existing Reseller:

This option is used to edit an existing Reseller account.
Steps to edit an existing Reseller are:

1. From Reseller list, search and select the Reseller to be modified.
2. Click on Edit Reseller icon button. The manager will be redirected to the Reseller detail

page.
3. Only next fields are available to modify:

* General Info: Address, Country, State, City, Zip Code, Tax ID, e-mail, Client ID
account.
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o Package: It's allowed to add or delete packages for the entity.

o Payment method: It's allowed to modify the payment method.

* Entities:

o Hierarchical Change: This button will redirect the entity manager to the

Hierarchical Change section (this section is explained below).

4. Click on Save to save changes or on Back icon (arrow icon on the top left side of the

page) to cancel the operation.

Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.
Reseller
Reseller Cloud m
GENERAL INFO BILLING HISTORY
Name Reseller Cloud Alias Reseller # D DATE  DEPENDENT PAYMENT N PAID

Address | 2218 Baker St

Country United Kingdom v

City London

Tax ID CLM 0192012

Email admin@cloudMail.com

State

zIp
code

Client
D

England

12931

7846387

DATE

Cash
Out

Cash

Cash
Out

Cash
In

Cash
In

300

302

328

338

09-
08-
2017

09-
08-
2017

10-
08-
2017

01-
09-
2017

04-
09-
2017

R9_Prepayment

R9_Prepayment

R9_Prepayment

09-08-2017

09-08-2017

10-08-2017

01-09-2017

04-09-2017

Figure 11 - Squid Entities — Reseller - Edit Reseller.
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LICENSES MANAGEMENT AND PAYMENT OPTIONS

Discount Group Discount base v Package AdvancedMail X
Enable APl access? Yes ® No
Enable SquidOX
v °
Payment method Other Marketplace? Yes No
NAME USED PACKAGES

Figura 11 - Entidades Squid - Revendedor - Editar Revendedor.

Suspend/Reactivate an existing Reseller:

This option is used to suspend or reactivate an existing Reseller. A Reseller in suspended status
does not allow the manager to access the Squid web admin portal interface. Furthermore, when
a suspension is activated, the entity will no longer operate on Squid platform.

A Reseller can be suspended only if all its dependents are moved to another entity on the
distribution network, this operation means that the Reseller will lose all access to the Squid

platform, and it won't be able to use Squid URL API, API Cart and web admin portal anymore.

Steps to suspend a Reseller are:

1. From Resellers list, search and select the Reseller to be suspended.
2. Click on the status icon. A confirmation window will be displayed on screen.
3. Click on Suspend to suspend the Reseller or on Cancel to cancel the operation.
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Operation results:

Success A success status window will be displayed.

Entities

Error An error status window will be displayed with details about the error.

NOTE: Suspended Resellers will appear in a different color in the Resellers list, thus, a manager can

easily differentiate active and suspended Resellers.

CONFIRM

Would you like to suspend Reseller: Reseller Cloud?

CANCEL SUSPEND

Figure 12 - Squid Entities — Reseller - Suspend Reseller.

Steps to reactivate a Reseller are:

1. From Resellers list, search and select the Reseller to be reactivated.
2. Click on the status icon. A confirmation window will be displayed on screen.

3. Click on Accept to activate the Reseller or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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CONFIRM

Would you like to reactivate Reseller: Reseller Cloud?

CANCEL ACTIVATE

Figure 13 - Squid Entities — Reseller - Activate Reseller.

Delete an existing Reseller:

Option used to delete an existing Reseller. A Reseller can be deleted only if it has no dependents

or no pending payments.
Steps to delete an existing Reseller are:

1. From Reseller list, search and select the Reseller to be deleted.
2. Click on Delete button. A confirmation window will be displayed on screen.
3. Click on Delete to delete the Reseller or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTE: Information from a deleted Reseller will no longer exist on Squid Database, thus, it won't

be possible to get information from the deleted Reseller anymore.
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CONFIRM

Would you like to delete Value Added Reseller: Reseller Cloud ? All related

information will be lost

CANCEL DELETE

Figure 14 - Squid Catalog — Reseller List - Delete Reseller.

Hierarchical Change:

Hierarchical change is a feature available only for Service Providers or VARs. It allows a Service
Provider or VAR to move all the dependents from one entity to another. Because it’s a complex
operation, hierarchical change has these operation rules:

» Dependents can only be moved to the same type of entity, this means dependents on a
VAR that was configured as “Pays as you go” / “Post-payment” option can only be
moved to another VAR that is on the same commercial scheme. The same rule applies to
other VAR commercial scheme options.

» Hierarchical change will move the packages and created features by the VAR A VAR
that receives the distribution network in an automatic way, will receive all the packages,
features and prices too.

* Keep in mind that a hierarchical change has a direct impact on the billing process of the
parent entity, this means the next invoice from parent to dependent will include the
total number of packages used by the old VAR.

* A hierarchical change can only move entities that has no pending payments, meaning
this option will only allow to move VARs, Resellers or Enterprise Customers that have

paid all their debts to their corresponding parent entity.
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To execute a Hierarchical change, follow these required steps:

1. From VAR list, find and select a VAR that will deliver its distribution network.
2. Click on Edit button.

3. In the Dependents section at the bottom of the page, click on ‘Hierarchical Change’

ENTITIES HIERARCHICAL CHANGE
Show | 19 v entries Search:

# NAME USERS

1 Apple 4,729

1 Atos 19,931

1 New York Life 1620

1 Novell 916

1 Polycom 959

1 Someware 55
Showing 1to 6 of 6 entries Previous n Next

4. On the Hierarchical change page, select a VAR that will receive the dependents on the
left side.

Sqmdﬁ Admin Q :

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING Administrator

Var
< Hierarchical Change

Select the most compatible VAR for the entities.

VAR VAR
CloudMail Choose VAR

This VAR has 5 packages and accepts paypal payments.

5. Select the dependents (VAR's, Resellers and Enterprise Customers) you want to change.
Press the SELECT ALL button if you want to change all the dependents.

||_ User manual Page 159



iL

Reseller

Entities

DEPENDENTS

VARS RESELLER ENTERPRISE CUSTOMER
REMOVE ALL | REMOVE ALL | [RENOVE ALL
V| Atos v New York Life V| Apple
v'| Novell V| Someware
v'| Polycom

6. Press the button CONTINUE. A confirmation with a summary of the operation will be
displayed on screen.

Squidﬁ Admin q :

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING Administrator

Var
Hierarchical Change Confirmation

All these entities on the Hierarchical CloudMail will be changed to NewMailCloud.

VAR VAR
CloudMail > NewMailCloud
ENTITIES
VAR
Novell
Reseller

New York Life
Enterprise Customer

Someware

Commercial Changes

You need to create two (2) New Packeages and accept payment via PayPal

CANCEL CHANGE

2017 © All rights reserved | INSIGHTLEVEL

7. Press the button Change to finish or Cancel to cancel the operation.
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Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.
NOTES:

» Keep in mind that a hierarchical change has impact on Squid billing operations, before
doing this operation, an in-depth analysis of the operation and its impacts is
recommended.

* In summary, the impacts are:

o The VAR that receives the dependents will now have to invoice all dependents.

o The VAR that receives the dependents will now receive an invoice about all
these packages from the parent.

o Squid handles all the operations in an automatic way, but it's better to
understand this operation before proceeding.

Enterprise Customer

VAR RESELLER

This section is used for viewing, creating, modifying and deleting Enterprise Customer entities. It
can only be used by VAR and Reseller entities managers.

In order to access this subsection, follow the next path: Squid Menu -> Entities -> Enterprise
Customer.
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'VALUE ADDED RESELLERS RESELLERS ENTERPRISE CUSTOMERS
Download file: @ = @

- Enterprise Customers

v 10
show | 10

STATUS

v entries

NAME

ADD NEW ENTERPRISE CUSTOMER

"
#

arch:

USED PACKAGES ADMINISTRATION CONSOLE EDIT DELETE

 ® © ¢ ¢ ®© o/ ® ©°

Abstergo Industry

Aperture

EC1

Martinez Cota

Pre_Ecl

Pre_ec02

Portal

9_ec

9_ec3

self

Showing 1010 of 10 entries

: ;o

z ;s

: ;o

o ’ §

4 4 L]

: ;o

° [ & ’ .
orevioss [ nex

Figure 15 - Squid Entities — Enterprise Customers List.

Enterprise Customers List Page has the following attributes:

Enterprise Customer table:

This table list all Enterprise Customers created by an
entity manager.

Add New Enterprise Customer:

This button is used to create a new Enterprise Customer.

These icon buttons are used to export the entire table

Download: , L .
information in formats like CSV, XLSX and PDF.
) This drop-down menu allows to select the number of
Show list: , . .
entries to be displayed in the table.
This field is used to search an element in Reseller table,
Search: the search functionality will work as the user enters
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o These buttons (Previous and Next) are used to change the
Pagination buttons:
page of the table.

This icon button allows a VAR or Reseller to impersonate
the manager credentials of the Enterprise Customer
selected, and will redirect the user to a new administration

Administration Console: page, a VAR or Reseller entity can emulate a manager of
an Enterprise Customer. In summary administration button
has the functionality to “login as” the manager of the
entity selected.

Edit: This icon button is used to edit an existing entity.
Delete: This icon button is used to delete an existing entity.
Suspend/Activate: This icon button is used to suspend or reactivate an entity.

Create a New Enterprise Customer:
Option used to create a new Enterprise Customer.
Steps to create a new Enterprise Customer are:

1. Click on New Enterprise Customer button. The manager is redirected to a new page to
complete the information to create a new Reseller.
2. Enterinformation in the following fields:

* General Info: This section is used to provide general information about the new
Enterprise Customer.

o * Name: Field to set a name for the new Enterprise Customer; the name
must be unique.
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o * Alias: Field to set an alias name for the new Enterprise Customer. Alias

name must be unique.

o * Address: Field used to define an address for the new Enterprise
Customer.

o * Country: Drop-down field to set a country for the new Enterprise
Customer.

o * State: Field used to set a state for the new entity.

o * City: Field used to set a city for the new Enterprise Customer.

o * Zip Code: Field to set a numeric Zip code for the new entity. Only
numeric characters are accepted in this field.

o *Tax ID: Field to set a Tax ID for the new Enterprise Customer.

o * Email: This field is used to set an e-mail address as contact information
for the new account. It will be associated with the first manager of the
new account and will be used to send scheduled reports.

o * Client ID: Sets the client ID of the new entity.

o * Domain: This field is used to define the e-mail domain to be used by
the mailboxes of the Enterprise Customer.

o * Due Day: Defines the day that corresponds to the date generated for

the billing receipt templates for the Enterprise Customer.

* Package Assignment: This section is used to define the packages to be assigned
to an entity, this is an important section, the settings set here directly affect
billing.

o * Package: This drop-down box allows selecting a package to be
assigned to the Enterprise Customer. All packages listed here are related
to packages previously created on the Package section.

o * Price: This input field allows setting a price for the package to be
assigned, it's important to mention that the price set here will be
displayed on the billing receipt for the Enterprise Customer.
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o * Quantity: This input field allows to set the number of packages to be

assigned to the Enterprise Customer, this has a direct impact on the billing
invoice because the number set here will be used to calculate the VAR

invoice.

o * Unlimited: This field is only available for “Pay as you go” billing type

Enterprise Customers, basically it allows to use an unlimited number of
packages or, in other words, “pay for what you use”. For “Pay per contract”
billing type Enterprise Customers this option won't be available.

Add: This icon button is used to add different types of packages to the
Enterprise Customer.

NOTE: Package Assignment section define the commercial billing to apply to
the entity.

Payment Method:

o * Payment Method: This drop-down box is used to set the payment

method for the new Enterprise Customer, options are “Paypal” and “other”,
further explanation about how this work is explained on the Billing
section.

* Credit Days: This field is used to set the numbers of “Credit Days” that
an Enterprise Customer will have after the due date, before his account is
suspended. Since this has an impact on the Billing section, further details
are explained on that section. Keep in mind that credit days’ field is only
available for Post-Payment option.

Permissions:

o Web Interface Customization: This permission allows the entity’s

manager to change the look and feel of the Squid web admin portal
interface, limited to Logo change and color change.
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o Administrator Console Access: This permission allows the entity’s
manager to add more managers and set permissions to them.

e User Account:

o * User: This field is used to define and set the username for the entity’s
manager.

o * Password: This field has an auto-generated password for the first
account manager.

NOTES: Objects with “* ” are mandatory fields.

3. Click on Save to create the new Enterprise Customer or on Cancel to cancel the
operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTES: Resellers and Enterprise Customers inherit the commercial business model from its parent
entity (@ VAR), this means, if the parent is on a business model “Per Contract - Prepaid”’, all the
entities on that distribution network will use the same business commercial model.
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Squid ', R9_Prepayment administration console i §

HOME  ENTITIES CATALOG DASHBOARDS  BILLING  UPSELLING Admin

& ADD NEW ENTERPRISE CUSTOMER

GENERAL INFO

Name Alias
Address
Country Select v State
City ZIP code
TaxID Email
Client ID Domain
Due day
PACKAGES ASSIGNMENT
Package Select v Price 0 Quantity [x)
-+ Add new
PAYMENT OPTIONS
Payment )
method | °¢°t
PERMISSIONS

Web interface customization

Administrator console access

USER ACCOUNT

User Password GENERATE
CANCEL SAVE

2017 © All rights reserved | INSIGHTLEVEL

Figure 16 - Squid Entities - Add New Enterprise Customer.

Edit an existing Enterprise Customer:

This option is used to edit an existing Enterprise Customer.
Steps to edit an existing Enterprise Customer account are:

1. From Enterprise Customer list, search and select the Enterprise Customer to be

modified.
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2. Click on Edit icon. The manager will be redirected to the Enterprise Customer detail

page.
3. Only the next fields are available to modify:

* General Info: Address, Country, State, City, Zip Code, Tax ID, E-mail, Client ID
account.

* Package assignment: It's allowed to add new packages to the entity.

* Payment Method: It's allowed to change the payment method.

* Permissions: Web Interface Customization, Administrator Support.

» Packages: This section is only displayed when editing the data process of an
Enterprise Customer. It contains a table with the different types and number of
packages assigned to the entity. The elements that can be modified are:

o Number of Packages: This number can be increased or decreased, which
means that more packages are added or removed from the billing
receipt, keep in mind that packages can only be decreased if they are not
assigned to Resellers or Enterprise Customers.

4. Click on Save to save changes or on Cancel icon to cancel the edition.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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HOME  ENTITIES CATALOG DASHBOARDS

Enterprise Customer

& ECiPrepay

2 Users

GENERAL INFO

Name ECIPrepay Alias

Address  221Baker St.

Country | Mexico v State

e

City MTY code

Client

TaxID ECIPREPAY090201 D

Due

day 5 Domain

Email ec.prepay@cloudmail.com

PACKAGES ASSIGNMENT

Package Select v

PAYMENT OPTIONS

Payment

method Other

PERMISSIONS

¥ Web interface customization

¥ Administrator console access

PACKAGES

NAME USED PACKAGES

Enterprise Customer

R9_Prepayment administration console ‘ :

BILLING  UPSELLING

BILLING HISTORY

EC1Prepay # DATE

SUSPEND DELETE

$ PAID

301 09-08-2017

NL

9992

demo2io

Price 0 Quantity

STORAGE PRICE CREATED # ASSIGNED

$39194

0

<+ Add new

DETAIL DELETE

BasicWebMail 0

StorageMail 1

CollaborationSuite 2

A new, package 0

Figure 17 - Squid Entities — Enterprise Customer - Edit Enterprise Customer.

||_ User manual

5GB 8.00 Aug 9, 2017 40

0GB 1200 Aug 9, 2017 10

15GB 18.00 Aug 9, 2017 5

0GB 15.00 Nov 2, 2017 2

2017 © All rights reserved | INSIGHTLEVEL

(o]

©
©
©

CANCEL SAVE

Entities

Page 169



Enterprise Customer

Entities

Suspend/Activate an existing Enterprise Customer:

This option is used to suspend or reactivate an existing Enterprise Customer. A suspension means
the manager can't access Squid web admin portal interface. Furthermore, a suspension means
this entity will no longer operate on Squid platform and all its mailbox accounts on the Open-
Xchange App Suite will be disabled.

Steps to suspend an Enterprise Customer are:

1. From Enterprise Customer list, search and select the Enterprise Customer to be
suspended.

2. Click on status icon. A confirmation window will be displayed on screen.

3. Click on Suspend to suspend the Enterprise Customer or on Cancel to cancel the

operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTE: Suspended Enterprise Customers will appear in a different color in the Enterprise
Customers list, thus, a manager can easily differentiate active and suspended Enterprise

Customers.
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CONFIRM
Would you like to suspend Enterprise Customer: Cloud?
Figure 18 - Squid Entities — Enterprise Customer — Suspend Enterprise Customer
(&) EC1Prepay 2 /7 []

Figure 19 - Squid Entities — EC List.

Steps to reactivate an Enterprise Customer are:

1. From Enterprise Customers list, search and select the Enterprise Customer to be

reactivated.
2. Click on status icon. A confirmation window will be displayed on screen.
3. Click on Accept to activate the account or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to reactivate Enterprise Customer: Cloud?

CANCEL REACTIVATE

Figure 20 - Squid Entities — Enterprise Customer — Activate Enterprise Customer
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Delete an existing Enterprise Customer:

This option is used to delete an existing Enterprise Customer.

Steps to delete an existing Enterprise Customer are:

1. From Enterprise Customers list, search and select the Enterprise Customer to be

deleted.
2. Click on Delete button. A confirmation window will be displayed on screen.
3. Click on Delete to delete the Enterprise Customer or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTE: Information from a deleted Enterprise Customer will no longer exist on Squid Database;
thus, it won't be possible to get information from the deleted Enterprise Customer. Furthermore,
once the Enterprise Customer is deleted, all related settings in the Open-Xchange App Suite will
be deleted as well; such as mailboxes, distribution lists, or any other resource that belongs to the

context of this Enterprise Customer.

||_ User manual Page 172



Enterprise Customer

Entities

CONFIRM

Would you like to delete Enterprise Customer: Cloud? All information will be

lost

CANCEL DELETE

Figure 20 - Squid Catalog - Enterprise Customer List — Delete Enterprise Customer.
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= Entities for Enterprise Customers
= Users

= Groups

= Resources

= Distribution Lists
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Entities for Enterprise Customers

EC

Entities for Enterprise Customer is the web interface used for creating, editing, deleting,
suspending and re-activating users (mailboxes), groups and resources for the Open-Xchange App
Suite platform and distribution lists for the Postfix Message Transfer Agent (SMTP/MTA Server).

This section is only available for Enterprise Customer entities. Value Added Resellers and Resellers
can also have access to it, but only through the “Administration Console” button located in its

own interface (using the “login as” Squid feature).

The Entities section in an Enterprise Customer menu has these subsections:

Users

EC

This section is used to view, create, modify, suspend/reactivate and delete Users for the

Enterprise Customer Entity.

The users are provisioned in the Open-Xchange App SuitepPlatform and each user consumes a

package assigned from the parent entity in Squid.

In order to access this section, follow the next path: Home Page -> Entities -> Users.
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USERS

GROUPS

Entities
Users

-~
v

Show 10 v | entries

ENTRY

STATUS DATE

RESOURCES DISTRIBUTION LISTS

Download file: @ #[5% o
ADD NEW USER [ IMPORT USERS ” DOWNLOAD TEMPLATE ]

Search:

EMAIL NAME PACKAGE MAIL QUOTA = DRIVE QUOTA EDIT DELETE

(=]
()

25-08-2017

12-12-2017

Showing 1to 2 of 2 entries

30 70

4
7/

Previous n Next

Sayin

usertest@demo2.io User! ITnet CollaborationSuite 62 37 i

Figure 1- Squid Entities — Users List.

Users List Page has the following attributes:

Users table:

Lists all users provisioned by the Enterprise Customer in the Open-
Xchange's platform, this means, each user is a mailbox assigned to
a package in Squid.

This button is used to create a new user mailbox in the Open-

Add User:
Xchange Platform.
These Buttons are used to export the entire users list table to a
Download: . .
specific format file, supported formats are: CSV, XLSX and PDF.
) This drop-down box allows to select the number of entries to be
Show list: .
displayed per page on the table.
) This field is used to search an element in the users table, the
Search field:

search functionality will work as the user enters information.

Pagination buttons:
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This field displays the e-mail address of the user mailbox created in

Email: the Open-Xchange App Suite Platform.

This field displays the full name of the user mailbox created in the

Name column: Open-Xchange platform.

This field displays the package assigned to the user mailbox, this
Package: defines the functionalities that the user will have enabled in the
Open-Xchange App Suite platform.

This field shows the percentage (%) quota of the storage package

Mail Quota: assigned to the user mailbox on Open-Xchange.

Drive Quota: Th|§ field shows the percentage (%) quota of storage package
assigned to the user drive storage on Open-Xchange.

Edit: This icon button is used to edit an existing user mailbox.

Delete: This icon button is used to delete an existing user mailbox.

Suspend/Activate: This icon button is used to suspend or activate an existing user

account.

Create a New User:

This option is used to create a new user:
Steps to create a new user are:

1. Click on Add User. A window will be displayed to enter information.

2. Enter data in the following fields:

* * E-mail: This field is used to set a username for the e-mail account in the Open-
Xchange Platform, please note that “domain” is a read only field, this is because
it takes the domain from the Enterprise Customer settings.

||_ User manual Page 177



Users

Entities for Enterprise Customers

* Password: This field is used to set a password for the e-mail account that will
be created on the Open-Xchange Platform. The password is auto-generated by
Squid, but the manager can change it.

* First Name: This field is used to set a First Name for the e-mail account, this
First Name is mapped to the First Name in Open-Xchange database.

* Last Name: This field is used to set the Last Name for the e-mail account, this
Last Name is mapped to the Last Name in the Open-Xchange database.

* Choose an available package for the user account, the package list displays the
packages assigned by the parent entity available to use.

* Choose user account status: This radio button option allows to define if the
user will be active or suspended, by default the account will be active.

Alias: This field is used to set aliases for the e-mail account for the Open-
Xchange App Suite.

Groups: This field displays the groups where the users belong, this field can be
used to remove the user from a group.

Storage: This is a configurable bar used to set the storage distribution between
e-mail and drive, the distribution is configured in percentage (%) of usage. If the
bar is moved to the left, less percentage (%) will be used for e-mail and more for
storage. If the bar is moved to the right, more storage will be used for e-mail and
less for storage.

3. Review all the information and click on Save to create the new user account or on

Cancel to cancel the operation.

Operation results:

Success

A success status window will be displayed.

Error
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NOTES: Fields with “*” are required.

CREATE NEW USER
Email @somewhere.com
Password | ZJha6735s
First Name
Last Name

Package  select.

Status ®  Active Disabled

Groups

Group Sales

Group Marketing

Split aliases by comma

Storage

ey

30% Mail 70% Drive

Figure 2 - Squid Entities — Users — Create New User.

Edit an existing User:

This option is used to edit an existing user account, also from a user edition is possible to modify
the user account password.

It is also possible to change a user from one package to another, this operation has different

behaviors based on the Enterprise Customer commercial scheme in Squid.
In a “Per Contract Pre-paid” or “Post-paid” scenario, while the Enterprise Customer has assigned

packages available (not used by an user’s mailbox), the user account can be moved from one
package to another and there will be no impact on billing for the Enterprise Customer.
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In a “Pay as you Go” or “Post-paid” scenario, when the user is moved from one package to
another, there will be an impact on the billing; this is because in this scenario Squid calculates the

billing based on the usage of the mailbox through time. For example:

If an Enterprise Customer has packages assigned to users’s maiboxes), once an e-mail account is
moved from package 1to package 2, Squid will do the calculations of mailbox usage and will
show an invoice with details of two charges. First charge will be for package 1, from the last due-
date until the date when the change was done; the second charge will be for package 2, from the
date of the change until the next due date.

Steps to edit a user are:

1. From Users List, search and select the user e-mail address to modify.

2. Click on edit icon. A window screen will be displayed.
Change the information needed. If a password reset is required, just press over
Generate button to generate a new random password.

4. Review all information and click on Save to save changes or on Cancel to cancel the

operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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EDIT USER
Email john_snow @somewhere.com
Password ZJh467355
First Name John
Last Name Snow

Package Package 2

Status ®  Active Disabled

Alias Groups

Alias?, Alias2 ¥ Group Sales

Group Marketing

Split aliases by comma

Storage

]

40% Mail 60% Drive

CANCEL SAVE

Figure 3 - Squid Entities - Users — Edit User.

Delete an existing User:

This option is used to delete an existing user e-mail address or mailbox from the Open-Xchange
App Suite platform.

Keep in mind that if a user is deleted, the user's mailbox will no longer be available to access
Open-Xchange App Suite platform, but information of the account will remain stored on the
filesystem of the Open-Xchange App Suite platform. The time of data retention depends on the
configuration set by the Service Provider in the general configuration settings of Squid. A user
can have two behaviors depending on the Enterprise Customer commercial scheme.
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For “Per Contract” - “Pre-paid” or “Post-paid” scenarios, if the Enterprise Customer has assigned
available packages, it will be able to move the user from one package to another freely, and
there will be no impact on the billing.

For “Pay as you go” - “Post-paid” scenario, if the Enterprise Customer has assigned available
packages, once it moves the user from one package to another, there will be an impact on the
billing. Squid will invoice the details of two charges; first charge will be for package 1, from the
last due-date until the date when the change was done; the second charge will be for package 2,
from the date when the change was done until the due date.

Steps to delete an existing user are:

1. From Users List, search and select the e-mail address to be deleted.
2. Click on delete icon. A window screen will be displayed.
3. Click on Delete to delete the e-mail account or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to delete the User: usertest@demo2.io? All information will

be lost

CANCEL ACCEPT

Figure 4 - Squid Entities — Users - Modal Confirm - Delete User.
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Suspend/Activate an existing User:

This option is used to suspend or reactivate an existing e-mail account.

Suspended users will not be able to access the Open-Xchange App Suite Platform.

The suspension of a user account doesn’t have any impact on billing. A suspended account will
still be assigned to a package and will continue to have all his data in the Open-Xchange App
Suite storage.

Steps to suspend an e-mail account are:

1. From Users List, search and select the e-mail account to be suspended.
2. Click on the status icon. A window screen will be displayed.
3. Click on Accept to suspend the e-mail account or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to disable the User: usertest@demo2.io?

CANCEL ACCEPT

Figure 5 - Squid Entities — Users — Modal Confirm - Suspend User.

i) Nov 22, 2016 monica.geller@somewhere.com Monica Geller Package 2 10 GB 2GB Vs [ ]
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Steps to reactivate an e-mail account are:

1. From Users List, search and select the e-mail account to be reactivated.
2. Click on the status icon. A window screen will be displayed.
3. Click on Accept to reactivate the e-mail account or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to enable the User: usertest@demo2.io?

CANCEL ACCEPT

Figure 6 - Squid Settings — Managers — Activate Manager.

e Nov 22, 2016 monica.geller@somewhere.com Monica Geller Package 2 10 GB 2GB /‘ .
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Groups

EC

This section is used to view, create, modify, suspend/reactivate and delete Open-Xchange

groups. Open-Xchange groups are internal groups that can be used in several options in App
Suite.

Only Open-Xchange e-mail users can be added to these groups. Groups in App Suite are used for:

* Send a mail.
* Set an appointment with users in the calendar.
* Share documents in Drive.

In order to access this section, follow the next path: Home Page -> Entities -> Groups.

USERS GROUPS RESOURCES DISTRIBUTION LISTS

Download file: () {5} (%

Entities
% Groups
Show | 10 v entries Search:
STATUS GROUP NAME USERS IN GROUP EDIT DELETE
L1 Group Marketing 10 Va [}
a8 Group Sales 5 Vd [}

Showing 1to 2 of 2 entries Previous ' Next

Figure 7 - Squid Entities — Groups List.

Groups list page has the following attributes:

This table lists all groups created by the Enterprise Customer
Groups table:
manager.
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This button is used to create a new group in Open-Xchange App

Add Group: suit
uite.

These buttons are used to export the entire groups list to a file,
the supported formats are CSV, XLSX and PDF.

Download file:

sh This drop-down box allows to choose the number of entries to
ow:
display on the table per page.

. h This field is used to search an element in the groups table, the
earch:
search functionality will work as the user enters information on it.

o These buttons (Previous and Next) are used to change the table
Pagination buttons:

page.
Group Name: This field displays the Group name.

Users in Group: This field displays the number of users belonging to the group.
Edit: This icon button is used to edit an existing group.

Delete: This icon button is used to delete an existing group.
Suspend/Activate: This icon button is used to suspend or reactivate an existing group.

Create a New Group:

This option is used to create a new group in Open-Xchange App Suite platform.
Steps to create a new group are:
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1. Click on Add group. A window screen will be displayed.
2. Enterinformation in the following fields:

* * Name: This field is used to set the group name.
» * Description: This field is used to add the description of the new group.

Add available users from “Available Users” box to “Users in Group” box.
4. Review all the information and click on Save to create the new group or on Cancel to
cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTES: Fields with “*” are required.

ADD NEW GROUP

Name

Description

Available users Users in Group

dave.grohl@somewhere.com
taylor.hawkins@somewhere<
patsmear@somewhere.com

chris.shiflett@somewhere.cot

CANCEL SAVE

Figure 8 - Squid Entities — Groups — Create New Group modal.
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Edit an existing Group:

This option is used to edit an existing group.
Steps to edit a group are:

1. From Groups List, search and select the group to be modified.

2. Click on edit icon. A window screen will be displayed.

3. Change the information needed. Group name can't be changed.

4. Review all information and click on Save to save changes or on Cancel to cancel the

operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

EDIT GROUP

Name

Group Marketing

Description

Group dedicated to the marketing and UX area

Available users Users in Group

>>
dave.grohl@somewhere.com pat.smear@somewhere.com

taylorhawkins@somewhere. chris.shiflett@somewhere.con

nate.mandel@somewhere.co

Figure 9 - Squid Entities — Groups - Edit Group.
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Delete an existing Group:

This option is used to delete an existing group.
Steps to delete an existing group are:

1. From Groups List, search and select the group to be deleted.
2. Click on delete icon. A window screen will be displayed.
3. Click on Delete to delete the group or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to delete Group: UsersShared ?

CANCEL DELETE

Figure 10 - Squid Entities - Groups - Modal Confirm - Delete Group.

Suspend/Activate an existing Group:

This option is used to suspend an existing group. A suspended group will be unavailable in Open-
Xchange.

Steps to suspend a group are:

1. From Groups List, search and select the group to be suspended.
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2. Click on status icon. A window screen will be displayed.
3. Click on Suspend to suspend the group or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to disable Group: UsersShared?

CANCEL DISABLE

Figure 11 - Squid Entities — Groups — Modal Confirm - Suspend Group.

20 Marketing Group 10 Ve [}

Steps to reactivate a group are:

1. From Groups list, search and select the group to be reactivated.
2. Click on status icon. A window screen will be displayed.
3. Click on Activate to re-activate the group or Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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CONFIRM

Would you like to enable Group: UsersShared?

CANCEL ENABLE

Figure 12 - Squid Entities — Groups — Modal Confirm - Activate Group.

- Marketing Group 10
Resources

EC

This section is used to view, create, modify, suspend/reactivate and delete Open-Xchange

resources.

Open-Xchange Resources are items that can be used in Open-Xchange Calendar. In order to
access this section, follow the next path: Home Page -> Entities -> Resources.

||_ User manual

USERS GROUPS RESOURCES ~ DISTRIBUTION LISTS

Download file: @ @ 133‘3

Entities
:3 Resources

ADD RESOURCE
Show 19 v |entries Search:
STATUS NAME “ DISPLAY NAME DESCRIPTION EMAIL EDIT DELETE
@ Resourcel  HQ Meeting Room Meeting room with Audio conference and proyector.  resourcel@somewhere.com /‘ i
D Resource2  Branch Meeting Room  Meeting room with Audio conference and proyector. resource2@somewhere.com /‘ i

Showing 1to 2 of 2 entries

Figure 13 - Squid Entities — Resources List.

Previous ' Next

Page
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Resources List page has the following attributes:

This table lists all the resources created by the Enterprise Customer
Resources table:
manager.

Add Resource: This button is used to create a new resource in Open-Xchange.

These buttons are used to export the entire table information to a file
Download buttons: o
in a specified format, supported formats are CSV, XLSX and PDF.

Sh This drop-down box allows to set the number of entries to be
ow:
displayed on the table.

s h This field is used to search an element in the table, search functionality
earch:
will work as the user enters information.

Pagination buttons: These buttons (Previous and Next) are used to change the table page.

Name: This field displays the resource name.

This field shows the Resource name displayed in Open-Xchange App

Display Name: . _
suite directory.
Description: This field displays the Resource description.
Email: This field displays the reference e-mail used for the resource.
Edit: This icon button is used to edit an existing resource.
Delete: This icon button is used to delete an existing resource.

Suspend/Activate:  This icon button is used to suspend or activate an existing resource.
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Create a New Resource:

This option is used to create a new resource.

Steps to create a new resource are:

1. Click on Add Resource. A window screen will be displayed.

2. Enterinformation in the following fields:

* Name: This field is used to set a name for the new resource.

« Display Name: This field is used to set a “display name” for the new resource.

* e-mail: This field is used to set an e-mail reference for the new resource.

e * Status: This radio button selection is used to choose either “Yes” or “No” for

the resource status.
» * Description: This field is used to set a description for the new group.

3. Review all information and click on Save to create the new resource or on Cancel to

cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTES: Fields with “* " are required.
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ADD RESOURCE

Name
Display name
Email @somewhere.com

Enable? ® Yes

Description

CANCEL SAVE

Figure 14 - Squid Entities — Resources — Create New Resource modal.

Edit an existing Resource:

This option is used to edit an existing resource.

Steps to edit a resource are:

—_

From Resources List, search and select the resource to be edited.
Click on edit icon. A window screen will be displayed.
Change the information required.

> wWN

Review all information and click on Save to save changes or on Cancel to cancel the

operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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EDIT RESOURCE
Name Resource 1
Display name HQ Meeting Room
Email resourcel @somewhere.com

Enable? Yes

Description

Meeting room with Audio conference and proyector.

CANCEL SAVE

Figure 15 - Squid Entities — Resources — Edit Resource.

Delete an existing Resource:

This option is used to delete an existing resource.

Steps to delete an existing resource are:

1. From Resources list, search and select the resource to be deleted.
2. Click on delete icon. A window screen will be displayed.
3. Click on Delete to delete that resource or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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CONFIRM

Would you like to delete the Resource: Resource1? All information will be lost

CANCEL DELETE

Figure 16 - Squid Entities - Resources — Confirm - Delete Resource.

Suspend/Activate an existing Resource:

This option is used to suspend or reactivate an existing resource.

Steps to suspend a resource are:

1. From Resources list, search and select the resource to be suspended.
2. Click on status icon. A window screen will be displayed.
3. Click on Continue to suspend the resource or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to disable the Resource: Resource1?

Figure 17 - Squid Entities — Resources — Modal Confirm - Suspend Resource.

a Resourcel HQ Meeting Room Meeting room with Audio conference and proyector.  resourcel@somewhere.com /’

||_ User manual Page 196



Resources

Entities for Enterprise Customers

Steps to reactivate a resource are:

1. From Resources list, search and select the resource to be reactivated.
2. Click on status icon. A window screen will be displayed.
3. Click on Activate to reactivate the resource or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

CONFIRM

Would you like to enable the Resource: Resource1?

CANCEL ENABLE

Figure 18 - Squid Entities — Resources — Modal Confirm - Activate Resource.

@ Resourcel HQ Meeting Room Meeting room with Audio conference and proyector.  resourcel@somewhere.com Ve

Distribution Lists

EC

Distribution lists are attributes of the integration to Postfix as MTA in the Open-Xchange App
suite platform from Squid.
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A distribution list is a resource that allows an Enterprise Customer to build specific e-mail alias to
receive and distribute messages among several e-mail users. This is useful because a distribution
list doesn’t require a package assignation.

Distribution lists usually are used for common department e-mail addresses, for instance, a
distribution list named sales@domain.com can contain all the e-mail addresses of account
managers, thus, when an e-mail is received by sales@domain.com, the e-mail will be
automatically distributed among all the e-mail addresses configured in this distribution list.

This section is only functional and available if Postfix is fully integrated to the Open-Xchange App
suite platform, if Open-Xchange App suite deployment uses other MTA, then this section will not
be functional in Squid.

This section is used to view, create, modify and delete Distribution Lists for the Postfix MTA.

In order to access this section follow the next path: Home Page -> Entities -> Distribution Lists.

USERS GROUPS RESOURCES DISTRIBUTION LISTS

Download file: @ {zﬁ ﬁﬁ
Entities
ﬁ Distribution Lists

Show 19 v entries Search:

STATUS  DISTRIBUTION LISTS USERS EDIT DELETE

] All Employees 55 Va [ ]

] Distribution List 10 Va

-

Showing 1to 2 of 2 entries. Previous n Next

Figure 19 - Squid Entities — Distribution Lists.

Distribution Lists page has the following attributes:

Distribution Lists This table lists all distribution lists created by the Enterprise
table: Customer.
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This button is used to create a new distribution list in the Postfix

Add New List:
MTA server.
These buttons are used to export the entire distribution list table to
Download file: a file in different formats, the supported formats are CSV, XLSX and
PDF.
sh This drop-down box allows to select the number of entries to be
ow:
displayed on the distribution list table.
This field is used to search an element in resources table, the search
Search:

functionality will work as the user enters information.

These buttons (Previous and Next) are used to change the table
page.

Pagination buttons:

Distribution Lists: This field displays the e-mail address of the distribution list.

Users: This field counts the total number of users in the distribution list.
Edit: This button is used to edit an existing distribution list.
Delete: This button is used to delete an existing distribution list.

Create a New Distribution List:

This option is used to create a new distribution list.
Steps to create a new distribution list are:

1. Click on Create New List button. A window screen will be displayed.
2. Enter information in the following fields:
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e *E-mail: This field is used to set the e-mail address of the distribution list, the e-

mail that will receive the messages.

1. Between the selection boxes, use the icons E to move available users from the left

box to the right box, in order to include them in the distribution list. Use the icons

= to move the added users from the right box to the left box, in order to remove
them from the distribution list.

2. Review all information and click on Save to create the new distribution list or on Cancel

to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NEW DISTRIBUTION LIST

Email @somewhere.com

Available users Added Users

mike.shinoda@somewhere.cc
joehahn@somewhere.com

rob.bourdon@somewhere.co

CANCEL SAVE

Figure 20 - Squid Entities - Distribution Lists - Create New Distribution List modal.
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Edit an existing Distribution List:

This option is used to edit an existing distribution list.
Steps to edit a distribution list are:

1. From Distribution Lists table, search and select the distribution list to be modified.

2. Click on edit icon. A window screen will be displayed.

3. Using the icons = and = to move the users from one box to another to add or
remove them from the distribution list.

4. Review all information and click on Save to save changes or on Cancel to cancel the

operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

EDIT DISTRIBUTION LIST

Email example @somewhere.com

Available users Added Users

mike.shinoda@somewhere.cc = joe.hahn@somewhere.com

rob.bourdon@somewhere.co -

CANCEL SAVE

Figure 21 - Squid Entities — Distribution Lists — Edit Distribution lists.
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Delete an existing Distribution List:

This option is used to delete an existing distribution.
Steps to delete an existing distribution list are:

1. From Distribution Lists table, search and select the distribution list to be deleted.
2. Click on delete icon. A window screen will be displayed.
3. Click on Delete to delete that distribution list or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.
Error An error status window will be displayed with details about the error.
NOTES:

* BE CAREFUL! When a distribution list is deleted, the e-mail address used to distribute
messages will no longer work, this means that applications or contact information will
receive an SMTP protocol error.

» E-mail accounts that belonged to the distribution list will not be affected, this means e-
mail users will continue receiving messages in their original e-mail addresses.

DELETE DISTRIBUTION LIST

Are you sure you want to delete this distribution list? All information will be

lost.

CANCEL DELETE

Figure 22 - Squid Entities — Distribution Lists — Modal Confirm - Delete Distribution List.
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= Billing

= Discount Group Tiers behavior in billing
= |nvoices

= Historical data

= Scheduled Notifications

= Receipt Template
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VAR RESELLER EC

Billing is the CORE business of Squid and the most complex section of the platform because all
parameters configured for each entity in the distribution network define how the billing will

work.

In this section, it is possible to set payments that were already made, reviewing history of
received payments, viewing details of generated receipts and generating mail alerts for direct

dependents.

Before starting to explain how billing works, let’s begin with some concept definitions about
items handled in Billing section.

* Receipt: Payment receipt is a digital document that is sent to the entity (VAR, Reseller or
Enterprise Customer) on its due date, and appears in the Squid Billing section. This
document is automatically generated on the entity’s due date or in a new purchase event.

* Events: Events managed by Squid are purchases and cancellations for billing operations:

Purchase events happen when:

o On a “Pay per Contract” option:

» A new entity and a package are added, or a group of packages are assigned to
them.

» There is a change on the number of packages when an entity is edited (VAR or
Enterprise Customer).
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= When the Squid mini Marketplace is used to provision Enterprise Customers and
packages.

» When a third-party interface uses Squid APl to provision a VAR, Reseller or
Enterprise Customers and packages.

» When a VAR approves an upselling request done by an Enterprise Customer.
o On a“Pay as you Go” option

= When a mailbox is provisioned in the Open-Xchange App Suite by the Enterprise
Customer.

» When an Enterprise Customer changes a mailbox from one package to another.

Cancellations happen when:

o On a “Pay per Contract” option:

» The number of packages assigned are modified (to a lower number) in the entity
edition operation.

» When an entity deletes a package from an Enterprise Customer.

» When an entity deletes an entire Enterprise Customer (this deletion includes all
the packages assigned and mailboxes belonging to that entity on the Open-
Xchange platform).

o On a“Pay as you Go” option:

» When an entity (VAR or Enterprise Customer) deletes a mailbox from the Open-
Xchange App Suite.

» When an entity (VAR or Reseller) deletes an Enterprise Customer from the Open-
Xchange platform (this delete operation includes all the mailboxes belonging to
that entity).
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 Billing Commercial Options: Billing options are commercial rules that define the way the
distribution network will operate and control the distribution of packages and
provisioning of mailboxes in the Open-Xchange platform, the three options available in
Squid are:

o “Pay as you Go - Post-Payment”: On this commercial option, invoices to entities
are generated based on the number of mailboxes provisioned by Squid, and used
in the Open-Xchange platform. It doesnt matter if the mailbox is locked,
suspended or active; only deleted mailboxes are considered not to be included in
the billing.

o “Pay per Contract - Post-Payment” and “Pay per Contract - Pre-Payment”: On
these commercial options, invoices are generated based on the number of
packages assigned to the entity by its parent. It doesn't matter if the mailbox is
active, suspended or deleted, this mode considers committed packages and not
usage.

NOTES: Calculation for invoices in Squid Billing will be explained further.

Billing Business Operation Rules:

» Service Provider defines the operation mode for each VAR. VARs can only have one
operation mode and could be inherit to their entire distribution network (VARs, Resellers
and Enterprise Customers).

* VARs can’t change from one operation mode to a different one, so if a distributor, partner
or customer needs to operate on different modes, it will be mandatory to create a second
entity with the required operation mode.

* Billing processes can’t be mixed, so a VAR with a “Pay as you Go” operation mode will only
have dependents (VARs, Resellers and Enterprise Customers) with the same operation
mode.
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* The due date for each entity will not be able to be set after the 28th day, that is, a due
date can be set from day 1to day 28, regardless of the month.

« Billing applies discount tiers only to VARs and to Resellers, but not to Enterprise
Customers (discount calculations are explained further).

« Discount Tiers applies once the VAR or Reseller has reached the initial range configured,
and the next discount tier will be applied once the next initial range number is reached.

» Entities that have configured PayPal as its payment method, as long as it is properly
configured, billing is capable to handle the automatic charge to this payment method.

» Squid handles the calculations for assigned or used packages per day, and all the
calculations are based using a monthly charge.

Billing operations scenarios:

PURCHASES

a. Entity with a “Pay per Contract” - “Pre-payment” configuration:

o On a Pre-payment scenario, an invoice is generated on demand; because for each
purchase made, an invoice is generated and sent.

o Calculations are made using the due date of the entity, thus, calculations are
made considering the current date and counting the days until the defined due
date, this means the Pre-payment days, so the invoice will display details about
the packages purchased, the price per day of the package, total of days charged,
extended price per package, and if applicable, the applied discount.

o If PayPal is configured as payment method, Squid will execute the payment
operation to the PayPal account defined. If there is a successful operation, the
invoice will be displayed on the Billing section as “paid”. If there is no successful
operation, a notification will be sent to the parent and child entities, and the
invoice will be displayed as “not paid” on the Billing section. Squid billing will
schedule a daily retry to PayPal until the entity’s defined due date is reached.
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o If one of the retries to charge PayPal the payment is successful, the status will be
changed in the Billing section to “paid” and a notification will be sent to the
entities. A notification is sent for each time Squid retries to charge PayPal.

o If another payment method is configured, Squid will only show the invoice in the
billing interface as “not paid” and the entity must mark manually the invoice as
“paid” when applicable.

o If the entity requests changes on the assigned packages (increase the number of
packages), a different invoice will be generated for those new packages, and
calculations will be made in another batch process.

o When the due date is reached, a new invoice will be generated; now with the total
number of packages and the total days until the next monthly cycle.

b. Entity with “Pay per Contract” - “Post-payment” configuration:

o On this scenario, the invoice for the entity is generated until the defined due date
is reached.

o Calculations are made in the same way as the previous scenario, the packages
assigned to the entity are counted, thus, the invoice will detail the usage days for
each package since the day they were assigned until the due date, when the
Invoice is created.

o The main differences are:

= Payments are not immediately executed; they are executed on the due
date + credit days’ limit. This means, once the invoice is created on the due
date, the payment will be triggered until the credit limit days are reached.

= The payment status for the invoice has the same logic as the previous
scenario; this is, if PayPal is configured as the payment method, an
automatic charge process will start on the due date + credit limit days, and
will continue daily if the charge fails.
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This will stop until the charge is successful or until the entity’s manager mark the

invoice as “paid” on the Billing section. Notifications will be sent after each automatic

attempt to charge PayPal.

= Same as the previous configuration; if another payment method is configured,
Squid will only display the invoice on the billing interface as “not paid”’, in this
scenario, notifications will be sent daily until the entity’s manager mark the invoice
as “paid” manually.

= Changes on package assignations are recorded, and each package usage will be
shown in detail on the invoice generated on the due date.

For both configurations, it doesn't matter if the mailbox is created, suspended,
reactivated or deleted in the Open-Xchange platform; because the invoice will show
the payment based on a committed package purchased, not on the provisioned users.
In “Contract” scenarios, the customer can change a mailbox from one package to
another and this will not trigger a billing event.

c. Entity with “Pay as you Go” - “Post-payment” configuration:

o Inthis scenario, the invoice is generated on the entity’s due date.

o Calculations are still made per day, but in a different way; because now the days
counted are based on the mailbox usage. The calculations consider the date when
the mailbox is created or deleted on Open-Xchange App suite, and the defined
due date for the entity.

o The invoice will display the number of packages, the number of active days of the
package (date when the mailbox is provisioned until the entity’s due date), the
extended price, and a discount if applicable.

o The payment method logic will work in the same way as the previous scenarios;
and because it is a “Post-payment” scenario, this option will also use the credit
days parameter to start the notifications and an automatic PayPal charge process.
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To summarize:
Per Contract - Pre-payment scenario:

Counts the packages assigned to the entity, and bill the “pre-payment” days of use until the due
date. Invoices are generated per each transaction, payment charges are processed immediately
and this commercial scheme doesnt handle credit days, so notifications start immediately.

Per Contract - Post-payment scenario:

Counts the packages assigned to the entity, and bill the days of usage since the package was
assigned until the entity’s due date. Invoices are generated once a month, and payments are
processed until the due date + credit days defined for the entity are reached, notifications will
start after due date + credit limit days are reached.

Pay as you go - Post-payment scenario:

Counts the mailboxes provisioned in the Open-Xchange App suite platform, bill the days of usage
since the mailbox is created until the defined due date of the entity, or when the mailbox is
deleted. An invoice is generated monthly and payments are processed until the due date + credit
limit days are reached.

NOTES:

* If a VAR or Reseller manually suspends an Enterprise Customer; the invoicing, notification
and automatic payment charge processes are not stopped; these operations will stop
until the Enterprise Customer is deleted.

* Deleting an Enterprise Customer does NOT delete its billing history.
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CANCELLATIONS

Cancellation operations also have impact on the billing.
The cancellation process will work as follows:

a. For the “Per Contract” - “Post-payment” and “Pre-payment” scenarios:

In this scenario, Squid will only allow to cancel packages that haven’t been assigned
to a mailbox. Only packages assigned to entities that are not being used by mailboxes

can be cancelled.
For example:

1. A VAR assigns 10 packages to an Enterprise Customer.

2. The Enterprise Customer provisions those 10 packages to users;

3. then, the Enterprise Customer deletes a mailbox, releasing the package assigned
to that mailbox. Deleting the mailbox does NOT mean the cancellation of the
package, and for Billing, it continues to count as the package assigned to the
Enterprise Customer.

4. Afterwards, the Enterprise Customer asks its parent entity to performs a
cancellation package request,

5. the parent entity then edit the Enterprise Customer and reduce the number of
packages assigned to the Enterprise Customer.

6. This is when the billing is affected, thus, on the next monthly billing invoice, the
calculation will show a detail of the packages usage and it will not charge the
days since the package was canceled until the due date.

7. In this scenario, it doesn’t matter if the customer moves the mailbox account from
one package to another; finally, the invoice will count all the assigned packages to
the entity.
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b. For “Pay as you Go” - “Post-payment” scenario:

The process is different in this scenario, because the billing is charged based on the
provisioned mailboxes.

A cancellation can occur when an Enterprise Customer deletes a mailbox, and the
next billing invoice generated on the due date, will show the details about the usage

of the package based on the mailbox usage.

NOTES: In this scenario, if the mailbox is suspended, it still counts for the invoice, it's until the
mailbox is deleted (no more resources are used on the Open-Xchange App Suite), when the
billing takes consideration of the cancellation operation.

Discount Group Tiers behavior in billing

VAR RESELLER EC

Discount group tiers have direct impact on the invoice generated, the impact is on the total
discount applied to the invoice. The discount is only applied to invoices generated for VARs and
Resellers. A discount for a VAR is a payment discount applied by its parent entity. A discount for a
Reseller is the commission payment that it will receive from its parent entity.

Because discount tiers can be applied on ranges defined for different percentage (%) discounts,

the calculation for these discounts will depend on the total number of assigned or provisioned

packages on the invoice generation.

||_ User manual Page 212



Discount Group Tiers behavior in billing
Billing

Discount group calculations for purchases
The discount calculation is described below.

a. “Per Contract” - “Prepaid” Scenario
Because in this scenario invoices are generated per transaction, Squid handles the
count of the total number of acquired packages, and applies the discount for the

total sum assigned packages.
For example:

An entity has a discount group assigned with these parameters:

Initial Range Final range % Discount applied
100 500 5%

501 5,000 7 %

5,001 80,000 10 %

In this example, the VAR acquires 50 packages; because the minimum range is not

reached, the discount won't be applied in this invoice.
Now, let's assume the VAR acquires 50 more packages and the total sum of
packages reaches the initial range; the next invoice will show a 5% discount, but

only for those 50 packages.

If the due date is reached, a new invoice will be generated, and now the 5%
discount will be applied to all 100 packages (total of packages acquired).
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Assume the VAR acquires another 405 packages, the next invoice will count the
total number of packages and will apply a 7 % discount, but only for the 405 new
packages. If the due date is reached and no more sales were generated, then the
VAR will receive a monthly invoice on his due date for 605 packages with a 7%

discount.

b. “Per Contract” - “Post-Payment” scenario
In this scenario, there is only one invoice generated per month. When the invoice is
generated, the discount will be applied.

Continuing with the previous example; the same discount group is used. A VAR
acquires 90 packages, and then acquires 50 more packages before its due date;
because the invoice is generated on its due date, the total number of packages will
be 140, thus, a 5% discount will be applied to the total amount of the invoice.

c. “Pay as you Go” - “Post-payment” scenario
Here is only one invoice generated per month. The invoice counts the total number
of packages provisioned on the Open-Xchange App suite platform, thus, the
discount is applied on the total number of packages used when the invoice is
generated, and it follows the same rules applied on the “Per Contract” - “Post-
Payment” scenario.

Discount group calculations for cancellations

Cancellation also has an impact on how the discounts are calculated. The same rules apply with
the same scenarios; finally, the discount is calculated with the total sum of the packages assigned
(for “Per contract” scenarios) or provisioned (for “Pay as you Go” scenario).
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To summarize:

* “Pay Per Contract” - “Pre-payment” scenario: discount is applied per invoice, but
considering the total number of packages assigned, so if a cancellation is made, the
total number of packages will only count to apply the discount tier.

* “Pay Per Contract” - “Post-Payment”: discount is applied on the invoice generated, if a
cancellation is made, only the total number of packages assigned on the due date will
count for the discount tier.

* “Pay as you Go” - “Post-Payment” discount is applied on the packages assigned to
mailboxes in the Open-Xchange platform; on this scenario, only the total number of
mailboxes provisioned will be considered for the discount tier.

Invoices

VAR RESELLER EC

CASH-IN:

In this section, the entity can review cash-in operations. Cash-in operations are invoices
generated by the entity to its dependents, this is the money that the entity needs to collect from

its dependents.

In this section, payments made by dependents are controlled, in an automatic or a manual way. In
order to access this section, follow the next path: Squid Menu -> Billing -> Invoices.
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Billing
Billing

CASHIN

#

ISSUE DATE

ENTITY

$

Download fle: () {8y (5 I

Q search...

PAID DOWNLOAD

RESEND DETAIL

300

302

303

304

305

EiE

ki

327

EETS

342

09 August 2017
10 August 2017
10 August 2017
10 August 2017
10 August 2017
16 August 2017
16 August 2017

28 August 2017

R9_Prepayment

R9_Prepayment

R8_Postpayment

R8_Postpayment

R8_Postpayment

Martinez Cota

Var_Dev.

Var_Dev

04 September 2017 Abstergo Industry

05 September 2017 1SC Chile

Figure 1 - Invoices Payments table.
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* # Payment ID: It is an identifier for the generated invoice.

SAVE

* Issue Date: Date when the payment receipt was generated.

* Entity: Entity name (dependent) which money needs to be collected from.

Invoices
Billing

« S$: The total amount of the invoice receipt, this amount includes the discount applied.

* Paid: This box is very important and it is used to know if an invoice was paid. If the

payment is made through PayPal, this box will be displayed. If the payment is made by

another method, this field must be selected manually once the payment has been made.

Keep in mind, once the payment is marked as “paid” the status cannot be changed.

* Download: This link button is used to download a payment receipt in PDF format.

* Resend: this icon button is used to send the invoice receipt in PDF format by email.

When the user clicks on the button, a popup window will be displayed; where the user

can enter one or more emails to send the payment receipt.

* Detail: This icon button is used to view the invoice receipt details; when the user clicks

on it, a window with the payment receipt details will appear.
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CASH-OUT:

In this section, the entity can review cash-out operations, this section is only available for VAR
entities.

Cash-out operations are invoices generated by a parent entity, referring to the money the entity
needs to pay to its parent in the distribution network, or the money the entity need to pay to

reseller for commissions.

In this section, the payments made to the parent entity are controlled, in an automatic or a
manual way.

CASH OUT

# ISSUE DATE DISTRIBUTION NETWORK PARENT $ PAY DOWNLOAD  RESEND  DETAIL
#307 16-08-2017 CloudMail $1,230.00 PAY 3 > ®
#309 16-08-2017 Net Provider $1,500.00 PAY 3 > ®
#313 16-08-2017 Indie Reseller $950.00 PAY ¥ > ©

Figure 2 - Receipt Payments list - Cash Out.

The table above shows the following information:

* # Payment ID: It is the invoice identifier.

* Issue Date: Date when the payment receipt was generated.

* Distribution Network Entity: Entity name (parent) charging the billing.

* S Payment amount: the total amount of the invoice receipt, this amount includes the
discount applied (only for VARS).

* Pay: this is an action button, if the payment method has been configured to use PayPal,
this button redirects to a window where the payment can be made through the PayPal
interface. Otherwise, the data is displayed to make the payment manually.
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* Download: This link button is used to download a payment receipt in PDF format.

* Resend: this icon button is used to send the invoice receipt in PDF format by email.
When the user clicks on the button, a popup window will be displayed; where the user
can enter one or more emails to send the payment receipt.

» Detail: This icon button is used to view the invoice receipt details; when the user clicks

on it, a window with the payment receipt details will appear.

Download a payment receipt:

Steps to download a payment receipt in PDF format:

1. From the search list, select a payment receipt to download.
2. Click on Download icon button (inside list of payment receipts).
3. Select where to save the receipt.

Receipt
#473 Squid ﬁ

Billing date: | 02-11-2017

Due day: 10

Customer Details

1R9_Prepayment
alejandro flores@citi.com.mx

10 BasicWebM | 5050 30| $15000 10% $15.00

Total: $15.00

Terms &Conditions
Please add here your terms and conditions for this recepit

Please add here information related to your enterprise or contact info or any other information
required in the receipt

Figure 3 - Invoice Receipt payment example.
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NOTES: Invoice receipts can be customized per each entity in the distribution network, i.e.: logo,
terms & conditions can be modified. Changes are allowed only if the entity has inherited this

permission.

Resend a payment receipt:

This option is used to send a payment receipt in real time.

Steps to send a receipt are:

1. From the table, select a payment receipt to resend.

2. Click on the Resend icon (in the list of payment receipts).

3. A popup window will appear to enter one or more e-mail addresses where the
payment receipt will be sent.

4. Once e-mails addresses were set, click on the Send button.

NOTES: The template is sent in HTML format as part of the mail body and as attachment in PDF

format.

Please enter the email addresses for the information reception

Email:

maria.rodriguez@bigcloud.net| ‘ ADD

Figure 4 - Popup window to enter e-mails to send the payment receipt.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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This option is used to see the detail of a payment receipt on the web browser.

Steps to view the payment details are:

1. From the receipts table, search and select a payment receipt.

2. Click on Detail icon (inside the list of payment receipts).

3. A new window with details about the payment will be displayed.

NOTES: The template is sent in HTML format as part of the mail body and as attachment in PDF

format.

Squid+y

R9_Prepayment administration console M}

HOME  ENTITIES CATALOG  DASHBOARDS  BILLING  UPSELLING

Receipt detail

Auto billing by commissions generate period: 02/11

Date: 02-11-2017

Admin

DOWNLOAD

Receipt

#473

Billing date: 02-11-2017

Due day: 10

Customer Details

1 R9_Prepayment

Squid %y

alejandro.flores@citi.com.mx

Quantity Description

10 BasicWebMail | $ 0.50

Unit Days
price charged price

30 | $150.00 10%

Extended Perwntage Commission
commission

$15.00

Terms & Conditions

Total:

$15.00

Please add here your terms and conditions for this recepit

Please add here information related to your enterprise or contact info or any other information

required in the receipt

2017 © All rights reserved | INSIGHTLEVEL

Figure 5 - Example of receipt template (HTML).
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This section is used to view the historical payment data as well as the details of each of them.

Historical data shown has a dependency based on the parameters selected in the main Squid

configuration settings.

In order to access this section, follow the next path: Squid Menu -> Billing -> Historic Data.

BILLING

HISTORIC DATA

SCHEDULED NOTIFICATIONS RECEIPT TEMPLATE

Download file: i;ﬁ @ [;g\;

Billing
Historic data
Show | 10 + entries Search:

TYPE # “ ISSUEDATE ENTITY PAYMENT DATE $ PAID  DOWNLOAD  DETAIL
CashIn 300 09 August 2017 serviceprovider 09 August 2017 $17290 i ®
CashIn 302 10 August 2017 serviceprovider 10 August 2017 $5,360.00 v 3 (o]
CashIn 303 10 August 2017 serviceprovider 10 August 2017 $206.45 i ®
CashIn 304 10 August 2017 serviceprovider 10 August 2017 $0.00 3 {o]
Cash In 305 10 August 2017 serviceprovider 10 August 2017 $258.06 i (o]
CashIn 313 16 August 2017 serviceprovider 16 August 2017 $0.00 3 ®
CashIn 3 16 August 2017 serviceprovider 16 August 2017 $6452 ! ®
Cash In 327 28 August 2017 serviceprovider 28 August 2017 $83871 i ®©
CashIn 334 04 September 2017 serviceprovider 04 September 2017 $19.84 v 3 ®
Cashin 342 05 September 2017 serviceprovider 05 September 2017 $0.00 i ®

Showing 110 10 of 68 entries

Previous n 2 3 a4

»

6 7  Next

Figure 6 - Invoices Receipts for payment Historic Data.

Historic data table shows the following information:

* # Payment ID: It's an identifier of the generated invoice.

* Issue Date: Date when the payment receipt was generated.

* Distribution Network Entity: Entity name (dependent) which money needs to be

collected from.
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* Payment Date: Shows the date when the payment was done in an automatic way (if
the entity has PayPal option enabled) or the payment was marked as “paid” by the
parent entity.

« $ Payment amount: The total amount of the invoice receipt, this amount includes the
discount applied.

* Download: This link button is used to download a payment receipt in PDF format.

* Detail: This icon button is used to view the invoice receipt details, when clicked, a

window with the payment receipt details in html will be displayed.

NOTES: Historical data is filled month by month; this means, on each entity’s due date all the
invoices are moved from “Invoices table” to “Historical data table”.

Scheduled Notifications

Scheduled notifications is an important feature that work based on the due date and credit days,
which are set for each entity in the distribution network. They use e-mail as communication way.

In this section, an entity can configure as many notifications as required. There are 3 types of

notifications used, which are described below.

* Payment reminders: They are used to send a friendly reminder to an entity about the
invoice. This notification can be configured to be sent before a due date.

* Late payment reminders: These notifications are used to send a reminder about a
payment failure or pending payments for an entity. This notification is configured to be
sent after the due date, only if the payment has failed or has not been made.

» Suspension notifications: These notifications are configured to be sent after the due
date + credit days limit, this notification is a reminder to let know an entity there is a

problem with the payment, therefore, that account will be suspended.
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In order to access this section; follow the next path: Squid Menu -> Billing - > Scheduled
Notifications.

INVOICES HISTORIC DATA SCHEDULED NOTIFICATIONS RECEIPT TEMPLATE

Invoices
©® Scheduled Notifications

show | 10 + entries Search:

STATUS  NAME SCHEDULE EDIT DELETE
Big Alert 1 1day before due date at 10:00 am Ve i
Mail Alert All 5 2 days after due date at 10:00 am /7 [ 1
Mail type 1 5 days before due date at 09:30 am 7 i
Mail type 3 5 days after due date at 10:30 am Ve [ 1
SP Alert All 5 days before due date at 09:30 am v [}
SP Alert All 2 2 days after due date at 10:00 am /7 [ 1
VAR Alert All 1day after due date at 11:00 am Vs | 1
VARs Late Payment 4 days before due date at 12:00 pm 7 [ 1
VARs Late Payment 2 1day after due date at 12:00 pm Ve i

Showing 110 9 of 9 entries Previous n Next

Figure 7 - Scheduled notifications list.

This section will show the following information:

» Status: This is an e-mail icon that indicates if the notification is enabled or disabled.
There are different colors used to identify an active notification from the suspended
notification.

* Name: This field will show the notification name.

* Schedule: This field will show the time set for the notification execution.

» Edit: This icon button is used to edit the notification.

* Delete: this icon button is used to delete the notification.

Create Notification:

Follow these steps to create a new scheduled notification:
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1. Go to: Squid Menu -> Billing -> Scheduled Notifications -> Button Create notification.

A new screen will be displayed containing tags that can be used to drag and drop on
the left window over the e-mail body field.
The tags shown on the left side are:

E-mail tags:

* Account name: This tag shows the name of the entity that will receive the
notification; this could be a VAR, Reseller or Enterprise Customer name.

* Current date: This tag shows the date when the notification is sent.

* Billing date: This tag shows the generation date of the payment receipt.

* Missing day: This tag shows the days remaining until the receiver entity’s due
date.

* Days late: This tag shows the payment delay days after the due date.

* Payment amount: This tag shows the total amount of the payment receipt,
for VARs, it includes the applied discount.

E-MAIL CONTENT E-MAIL VARIABLES

General info Drag an option to add it into your e-mail body.

Name Account

notification | Pyment reminder v
Dates
Distribution
Entities
Select | Choose recipients.
Payment
E-mail body

Set date Day(s)

Settime 1 v ] 00 v AM v

V| Add payment method  paypal

Attach invoice ® Yes No

CANCEL SAVE

Figure 8 - New scheduled notifications screen.
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2. Enterinformation on the following fields:

* E-mail content section: Section used to set the different parameters to be used
for the notification.

* Name: This field is used to set the notification name.

* Type of notification: This drop-down box menu is used to select the type of
notification:

o Payment reminder: This notification type is sent ‘n” days before the due
date.

o Late payment reminder: For “Per Contract” - “Pre-payment” entities, this
notification type is sent ‘n” days after the due date. For “Per Contract” -
“Post-Payment” or “Pay as you Go” Post-Payment entities, this notification
type is sent ‘'n” days after the due date + credit days.

o Suspension reminder: For “Per Contract” - “Pre-payment” entities, the
notification is sent ‘n” days before the due date. For “Per Contract” - “Post-
payment” or “Pay as you Go” — Post-payment entities, the notification is
sent ‘'n” days before the due date + credit days.

» Distribution network entities: This drop-down box is used to send notification
to all dependents or only to a defined segment in the distribution network.

» Select: This drop-down box is used to select a specific recipient that will receive
the notification; this field will be enabled only if the option ‘Custom’is selected in
the Distribution Network Entities field. By the default, the notifications are sent
to the e-mail addresses registered for each entity.

* E-mail body: This field is used to set the e-mail body that will be sent; the tags
can be used in this field.

» Schedule settings section: This section is used to set parameters about the initial
date and the duration of the notification.
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o Date: On this field is set the number of days when the notification will
be sent. Depending on the notification type, those days can be before
or after the due date + credit limit days.

o Time: This field is used to set the time of the day when notification will

be sent.

* Invoice options section: This section is used to set parameters for the invoice.

* Add payment method: This checkbox is used to define if the payment method
information will be added to the email body.

» Attach invoice: This radio button selection is used to attach or not the invoice
to the email notification, invoices are attached only for late payment and

suspension notifications.

3. Press the button Save.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

Edit Notification:

This option allows an entity to modify the content and parameters of a current notification.

Steps to edit a scheduled notification are:

1. Go to: Squid Menu -> Billing -> Scheduled Notifications.

2. From the search list table, select the notification to be edited and click on the edit
button.

3. The notification template page will be displayed.
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4. Modify the required parameters.

5. Press Save button.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

Change Notification Status:

This option is used to enable or disable a current notification.
Steps to disable a notification status are:

1. Go to: Squid Menu -> Billing -> Scheduled Notifications.

2. From search list table, select the notification to be disabled.

3. Click on the Status icon. A confirmation window will be displayed on screen.

4. Click on Suspend button to suspend the notification or on Cancel to cancel the
operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTIFICATION SUSPENSION: "SP ALERT ALL"

Would you like to Suspend your scheduled notification: "SP Alert All"?

CANCEL SUSPEND

Figure 9 - Confirmation modal to suspend an email notification.
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Steps to reactivate a notification are:

_

Go to: Squid Menu -> Billing -> Scheduled Notifications
From the search list table, select the notification to be reactivated.
Click on the Status icon. A confirmation window will be displayed on screen.

> wWwN

Click on Accept to activate the notification or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTIFICATION REACTIVATION: "SP ALERT ALL"

Would you like to Reactivate your scheduled notification: "SP Alert All"?

CANCEL ACTIVATE

Figure 10 - Confirmation modal to activate an email notification.

Delete Notification:

This option is used to delete any e-mail notification.
Steps to delete a notification are:

1. Go to: Squid Menu -> Billing -> Scheduled Notifications.

2. From the search list table, select the notification to be deleted.

3. Click on Remove icon button. A confirmation window will be displayed on screen.
4. Click on Delete to delete the notification or on Cancel to cancel the operation.
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Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

DELETE NOTIFICATION: "VARS LATE PAYMENT"

Would you like to Delete your scheduled notification: "VARs Late Payment"?

CANCEL DELETE

Figure 11 - Confirmation modal to delete an email notification.

Receipt Template

This section can be used by Service Provider or VAR entities. It is used to customize information
that will be displayed in the payment receipt for a dependent entity. Receipt template
modification will allow an entity to show a different text in the receipt sent to a dependent
entity.

NOTES: The logo used in the template will be taken from the Web Interface Customization
section, located on the settings options.

Steps to modify the receipt template are:
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1. Go to: Squid Menu -> Billing -> Receipt Template.

A new screen will be displayed with tags that can be used to drag and drop in the left

window, the receipt template fields.

Tags on the left side window are receipt template tags:

My Info

* Name: Tag used to add a parent entity account name into the receipt
template.

» Alias: Tag used to add a parent entity alias into the receipt template.

» E-Mail: Service Provider email.

NOTES: The account name, alias and e-mail are taken from the information registered in

the VAR or Service Provider data.

Entity Data

* Name: Tag used to add a dependent account name into the receipt template.

+ Alias: Tag used to add a dependent alias into the receipt template.

» E-mail: This tag is used to add a dependent e-mail into the receipt template.

« Tax Id: This tag is used to add a dependent tax identification into the receipt
template.

e Customer ID: Tag used to add the dependent client ID into the receipt
template.

NOTES: Dependent data can be a VAR or Enterprise Customer.

Dates

* Billing date: Adds a date into the receipt template, when the billing is
generated for the dependent.
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Billing

« Current date: Adds a date into the receipt template, when the notification is

sent.

* Due date: Adds a due date into the receipt template, it corresponds to a

Payment

dependent.

 Payment type: Adds type of the dependent: “Pre-payment” or “Post-

payment”.

» Payment details: Adds details of the payment into the receipt template.

User manual

iL

Invoice

] Receipt Template

TEMPLATE FORMAT

Receipt

$receipt_value

SquidOX -7

Billing date: | $date_due

Due date: $date_billin

Client Details:

Bank Payment Details:

Quantity Descriptior Unit Price l Days Char¢ Extended F
$product_quantity $product_c $product_t $product_c $product_e

Terms & Conditions

Net total: $net_total
Discount: $discount_
Total: $purshase.

Upon payment, please state your invoice number.We kindly request that you take note of the "Due
Date" above, in order to pay the invoice in timely fashion and avoid account suspension.

You can log in to your client area to view and pay your invoice Visit our web page for complete
payment instructions.If you do not have an account yet, please contact your account
Administrator: 'SADMIN. NAME>''<ADMIN. MAIl >

Terms & Conditions of SP and
license agreement which has a 28 days cancellation term. Also, please note that by our general
terms & conditions, reselling of SP services is not allowed without prior written approval of SP.

(b) agreed to have fully understood you have entered a recurring

VARIABLES

Drag an option to add into your
template.

My Data

o Lo ]
E-MAIL

Dependent Data

8 KT
E-MAIL TAX ID
CUSTOMER D

Dates

BILLING DATE
DUE DATE

Payment

PAYMENT TYPE
PAYMENT DETAILS

SAVE

Figure 12 - Receipt template.
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2. Complete the Client Details and Bank Payment Details options, so you can use the tags
from the left window.

3. Complete the fields: “Terms and Conditions” and “Footer”.

4. Press the Save button.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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= Upselling
= Requests
= Dependent Pending Requests

= Dependent Historic Requests
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Upselling

This section is an interface that allows viewing, accepting or rejecting any purchase requests or
new acquisitions made by dependent entities to its parent.

Upselling has a different behavior depending on the entity. For example, the upselling interface
for a Service provider, will display a view of all the upselling requests made by dependent entities
in the entire distribution network; while for a VAR, it'll display requests made by Enterprise
Customers that are direct dependents of the entity; and for an Enterprise Customers, the

interface will display requests made by End Users.

Upselling interface can only be used to request more packages (by an Enterprise Customer to a
VAR), or to request a package upgrade (from End Users -mailbox users- to an Enterprise
Customer).

Upselling interface for Enterprise Customer (Purchase Scenario):

Because the payment method impacts on the Upselling interface behavior, there are two
scenarios. The first one it’s an automatic process, when PayPal accounts for the parent entity and
the dependent entity has been configured. The second one, is a manual process where one of the
entities (or none) has not configured PayPal payment method.

In an automatic process, the upselling interface for Enterprise Customer shows a workflow to see
the packages available from the parent entity, select the packages required, request an order
and, because PayPal is configured for both parties (parent and dependent entity), basically, the
Enterprise Customer uses a self-service interface. The process is described below:
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Enter the upselling request interface.
See the packages available.

Request packages.

Check out order.

Confirm order.

Pay order with PayPal.

e -~ 0 o O T W

Finally, get the packages from its parent.

There is no intervention from the parent in the workflow process, and only notifications are sent
to both parties about the purchase and package provisioning process.

In @ manual process, the upselling interface instead of charging to PayPal, it sends a notification
to the parent and put the request in a pending state on the parent interface. So, until the parent
confirms the payment made by the dependent entity, it can authorize or deny the request in a
manual way, which means once the payment is confirmed by the parent, it can release the new
packages to the Enterprise Customer.

Upselling interface for End User (upgrade package request):

On this scenario, the actors are End Users and the Enterprise Customer manager. This scenario is
triggered by a widget installed on the Open-Xchange Admin Suite Portal. The workflow is a
request from a user to upgrade from one package to another, there is no intervention of the
payment method at all.

There is only a manual scenario, where the process always includes an intervention from the
Enterprise Customer manager, the process is described below:

a. End User execute the widget in the App Suite Portal.
b. End User is redirected to a page to see the packages available for upgrade.
c. Select the package.
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d. Send arequest to its Enterprise Customer manager for approving.
e. Enterprise Customer manager accesses the Active Orders Upselling section.
f.  Enterprise Customer manager authorizes or rejects the request from the user.

1. If the request is rejected, a notification will be sent to both parties.

2. If the request is approved then, Squid will handle the logic to move the user
from one package to another, but if there are no packages available to upgrade
the Enterprise Customer, a notification will be sent to the Enterprise Customer
to request more packages from its parent entity.

3. Once the request is processed successfully, the user will get the new package

assigned.

NOTES: Only for Enterprise Customers in a “Pay as you Go” business model, this causes a change
in its billing; for the “Per Contract” scenario, billing is impacted only if the Enterprise Customer

request more packages from its parent entity.

Requests

EC

This section is only available for Enterprise Customer entities, and displays available packages
offered from its parent entity and allow to request more packages; as explained before, the
workflow depends on the payment methods configured for both parties (parent and dependent).

In order to access this section, follow the next path: Squid Menu -> Upselling -> Request.
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Upselling
REQUEST DEPENDENTS PENDING REQUEST DEPENDENTS HISTORIC REQUEST
Upselling
‘ Request
PACKAGES AVAILABLE PACKAGE DETAILS
Package Basic Name Package Basic
Package Premium
Storage 5GB
Price $5.00
Features ~ © OXPIM
o eM Client
PACKAGES REQUESTED
Figure 1- Upselling — Request Page.
Request Page has the following attributes:
Available Package This section shows the packages available, the Enterprise
section: Customer manager can select the preferred offer.
Package Details section: This section shows details of the selected package.
Add Package: This button is used to add a package to the request.
Requested Package: This section shows the packages added to the request.

Make an Upselling Request:
Steps to make an upselling request:

1. Choose and select the packages from the “available packages” section and click on Add
package button. This will add the package to the “requested packages” section.
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PACKAGES REQUESTED

Package name Quantity

Package Basic 10 (X

2. Set the number of packages to request.
3. Repeat steps 1and 2 to add different types of packages to the request.
4. Finally, click on Request button.

NOTE: If PayPal method was configured for both parties, the users will follow a PayPal wizard to
enter its credentials. If manual payment is configured, then the request will be sent to the parent
entity interface (Dependent Pending Request section).

Dependent Pending Requests

This section shows the active package requests from Enterprise Customers (to VARs) or End Users
(To Enterprise Customers).

In order to access this section, follow the next path: Squid Menu -> Upselling -> Dependents
Pending Request.
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DEPENDENTS PENDING REQUEST DEPENDENTS HISTORIC REQUEST

Upselling
Dependents pending request

Show 10 v entries Search:

TYPE # ENTERPRISE CUSTOMER REQUEST DATE STATUS DETAIL

Recurrent #19476 EC3 Sep 28, 2016 Awaiting ® v X

Recurrent #27463 EC2 0CT 2, 2016 Awaiting ® v X

New #36745 EC1 0CT 12, 2016 Awaiting ® v X
Showing 1to 3 of 3 entries Previous . Next

Figure 2 - Upselling - Dependents Pending Request List.

“Dependents Pending Request” list page has the following attributes:

Pending Request table:  This table lists all pending requests from dependents.

Upselling

Show list: .
displayed on the table per page.

This drop-down box allows to select the number of entries to be

Search:

This field is used to search an element in “Pending Requests” table,

the search functionality will work as the user enters information.

Pagination buttons:
page.

These buttons (Previous and Next) are used to change the table

Details request icon: This icon button is used to show the request details.

Authorization request This button is used to authorize the request, be aware once the

icon: request is authorized, this action can't be undone.

This button is used to reject the request, be aware once the

Reject request icon: o . _
request is rejected, this action can't be undone.

||_ User manual

Page 239



Dependent Pending Requests
Upselling

Pending Request Details:

This functionality allows the entity manager to view the pending request details.
Steps to show the pending request details:

1. From pending requests list, search and select the request to view.
2. Click on details icon. A confirmation window will be displayed on screen.

UPSELLING ORDER DETAIL
Type Recurrent
# #19476

Enterprise

Customer et

PACKAGE NAME QUANTITY  PRICE FEATURES

Package Basic 15 $300.00  OX PIM, OX Sync

OX PIM, OX Sync, OX
Package Premium 10 $524.00  Drive, eM Client, OX
Guard

Request Date Sep 28,2017

Total licenses 25

Total price

Figure 3 - Upselling — Dependents Pending Request Detalls.

“Dependents Pending Request Details” page has the following attributes (all of them are read
only):

Type: Shows the request type.

#: Shows the request identifier.

Enterprise Customer/

Shows the name of the requester dependent.
End User:
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This table lists the details of the request, one row per
Request table: package, the information displayed includes the package
name, quantity, price and features included in the package.

Request date: This field displays the day when the request was done.
Total packages: This field displays the total number of packages to acquire.
Total price: This field displays the price of the request order.

Pending Request Authorization:

This functionality allows the entity manager to authorize the pending requests made by
dependents on its distribution network.

Steps to accept a request are:

1. From “Pending Request” list, search and select the request to be approved.
2. Click on accept icon. A confirmation window will be displayed on screen.
3. Click on Accept to accept the request or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

NOTES: Request accepted can be canceled later or reversed.
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ACCEPT REQUEST

Once accepted this action can't be undone. Are you sure you want to

proceed?

CANCEL ACCEPT

Figure 4 - Upselling - Accept a request modal confirmation.

Reject Pending Request:

This functionality allows the entity manager to reject the pending request made by the account
dependents.
Steps to reject a request are:

1. From “Pending Request” list, search and select the request to be rejected.
2. Click on reject icon. A confirmation window will be displayed on screen.
3. Click on Accept to reject the request or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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REJECT REQUEST

Dependent Pending Requests

Once rejected this action can't be undone. Are you sure you want to proceed?

CANCEL ACCEPT

Figure 5 - Upselling - Reject a request modal confirmation.

Dependent Historic Requests

EC

Upselling

This section shows a list of all the historic data about accepted and rejected requests. Historic

data displayed here depends on the configuration settings set by the Service Provider.

Once the request is authorized or rejected, the information is moved to the Historic request table.

In order to access this section, follow the next path: Squid Menu -> Upselling -> Dependents

Historic Request.

DEPENDENTS PENDING REQUEST

Show 19

Upselling

DEPENDENTS HISTORIC REQUEST

Dependents historic request

v entries

Search:

TYPE # ENTERPRISE CUSTOMER REQUEST DATE RESPOND DATE STATUS DETAIL

Recurrent #12845 EC3 May 23, 2017 May 26, 2017 Done ®© X
Recurrent #17836 EC1 0CT12, 2017 0CT 15, 2017 Done ®© v
Recurrent #36745 EC2 SEP 23, 2017 SEP 26, 2017 Done ® v

Showing 1to 3 of 3 entries

||_ User manual

Previous . Next

Figure 6 - Upselling — Dependents Pending Request List.
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“Dependents Pending Request” list page has the following attributes:

Pending Request table:  This table lists all historic data of authorized or rejected requests.

sh This drop-down allows to choose the number of entries to be
ow:
displayed per page.

. " This field is used to search an element in the table, the search
earch:
functionality will work as the user enters information.

L These buttons (Previous and Next) are used to change the table
Pagination buttons:

page.
Details request icon: This icon button shows the request detail.
Accept/Reject icon: These icons indicate if the request was accepted or rejected.
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= Dashboards

=  QOverview

= Value Added Resellers
= Resellers

= Enterprise Customers
=  Dynamic

= Report Management
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Dashboards

VAR RESELLER EC

Squid Dashboards are indicators and charts that provide general information about billing, and
counters of the distribution network. Dashboard section has different sub-sections. In the same
way as the previous section, permissions are required to have access to this section.

Dashboard section has a different behavior depending on the entity that is logged in Squid:

* For a Service Provider, it will show the Overview, VARs, Dynamic and Report
Management sections.

* For a VAR, it will show the Overview, VARs, Resellers, Enterprise Customers, Dynamic
and Report Management sections.

» For a Reseller, it will show the Enterprise Customers, Dynamic and Report Management
sections.

* For an Enterprise Customer, it will show only the Overview and Report Management
sections.

NOTES:

» Dashboard counters are linked to the Billing data; this means it only counts the cash-in
Billing invoices for Service Providers, Value Added Resellers and Resellers entities. In case
of Enterprise Customers, it will count only cash-out billings.

* |t is important to mention that only direct attached entities are counted; and to avoid
confusion, it only counts cash-in invoices numbers.

||_ User manual Page 246



Overview

Overview
Dashboards

VAR RESELLER EC

This section provides general information about income, users and packages through time. In

order to access this section, follow the next path: Squid Menu -> Dashboard -> Overview.

||_ User manual

OVERVIEW  VALUE ADDED RESELLERS ~ DYNAMIC E
$312,482.52 2 10 @ 10
! X Value Added
Global cash in Resellers Enterprise Customers Assigned packages
Resellers

LAST3 MONTHS EESERL@ LA LAST 12 MONTHS LAST30DAYS  LAST3MONTHS MR ULEE LAST 12 MONTHS

JUL-2017 AUG-2017 SEP-2017 OCT-2017 NOV-2017 DEC-2017 UL2017 AUG-2017 SEP2017  OCT2017  NOV:2017  DEC2
W New packages assignment W Cashin
HISTORIC CASH IN BY ENTITIES LAST 30 DAYS TOP PACKAGES SALES

o

Cashin B New packages ‘sl { Cashin
assignment

Q % 10/ o

NEW PACKAGES
ASSIGNMENT CASHIN
B ANEW, PACKAGE 2 $12032000
M ADVANCEDMAIL 3 $2325496
| | BASICWEBMAIL 2 $14550.00
B COLLABORATIONSUITE 1 $7190.02
SEP-2017 0OCT-2017 NOV-2017 DEC-2017 JAN-2018 - STORAGEMAIL 1 $8025.00

B VAR B RESELLER ENTERPRISES

Figure 1- Squid Dashboard - Overview Page.
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Indicators:

Provides the following information for a Service Provider:

Shows the global revenue generated by the Billing Module,
Global Revenue , . :
which takes all the historic billing data since the platform was

indicator: ,

first used.
Value Added Shows the total VARs in the entity’s distribution network, it
Resellers indicator: includes active and suspended VARs.

o Shows the total Resellers in the entity’s distribution network, it
Reseller indicator: . .
includes active and suspended Resellers.

) Shows the total Enterprise Customers in the entity’s
Enterprise Customer o ) , )
o distribution network, this counter includes active and
indicator: ,
suspended Enterprise Customers.

o Shows the total Users in the entity’s distribution network, it
Users indicator: . .
includes active and suspended Users.

NOTES: Global Revenue, VARs, Resellers, Enterprise Customers and Users counters are updated
daily and contains information until one day previous the current date.

$312,482.52 2 10 a 10
Value Added

Global cash in Resellers Enterprise Customers Assigned packages
Resellers

Figure 2 - Squid Dashboard - Overview - Indicators block.

||_ User manual Page 248



Overview
Dashboards

New packages assignments bar chart:
The new packages assignment bar chart is a comparative chart through time.

* Revenue: Sum of all Cash-In invoices in the entity’s distribution network.
* The information shown is only historical data.

LAST 3 MONTHS MFERIRF (o 1,0 LAST 12 MONTHS

JUL-2017 AUG-2017 SEP-2017 OCT-2017 NOV-2017 DEC-2017

Il New packages assignment

Figure 3 - Squid Dashboard — Overview - New packages assignment bar chart.

This chart includes three header buttons:

Last 3 months button: Shows the last 3 months activity, this is the default chart.
Last 6 months button: Shows the last 6 months activity.
Last 12 months button: Shows the last 12 months activity.

NOTES: This chart doesn’t count the current month, the “last” refers to the past month before the
current month; for instance, if the current month is April, then the last three months are: March,
February and January.
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Revenue lineal chart:

The Revenue lineal chart takes information from Billing Cash In section and it shows the revenue

generated by the entity’s distribution network.

LAST 30 DAYS  LAST3MONTHS WMo LAST 12 MONTHS

rm T T T T Tl
UL-2017 AUG-2017 SEP-2017 OCT-2017 NOV-2017 DEC-2

W Cashin

Figure 4 - Squid Dashboard - Overview - Revenue lineal chart.

Includes four header buttons or sections:

* Last 30 days button: Shows the last 30 days from the current day - 1 (minus one).
o This chart in updated daily. For example; if today is April 25, it will compare from
April 24 and 30 days of historic data.
o This is the only chart that will show data from the last period.

e Last 3 Months button: Shows the last 3 months from the current month -1

o This chart is updated monthly. For example; if the current month is April, this
chart will show information about March, February and January.

¢ Last 6 Months button: Shows the last 6 months from the current month -1
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o This chart is updated monthly. For example; if the current month is April, this

chart will

show information about March, February, January, December,
November and October.

e Last 12 Months button: Shows the last 12 months from the current month -1

o This chart is updated monthly. For example; if the current month is April, this

chart will show information from March of the current year until April of the last

Historic cash in by entities chart:

Historic cash In by entities chart shows information about the revenue by dependent type.

Revenue information is taken from Billing-Cash section and shows the revenue generated

monthly. The chart shows the current month and the last three months of historic data. For the

current month, it counts since the current day -1, until day 1 of the month.

HISTORIC CASH IN BY ENTITIES

Cashin

ho

SEP-2017 OCT-2017 NOV-2017 DEC-2017 JAN-2018

Il VAR |l RESELLER ENTERPRISES

Figure 5 - Squid Dashboard — Overview — Historic cash in by entities chart.
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There are two kinds of charts:

* A bar chart and a donut chart: Shows information of the revenue (amount based on
data from the billing cash-in table of the entity) generated by invoices delivered to
VARs, Resellers and Enterprise Customers in the distribution network.

* Donut chart: Shows the percentage (%) distribution of the revenue by VARs, Resellers
and Enterprise Customers.

NOTES:

* The counter for Enterprise Customers is equal to the invoices generated by the parent
entity to the Enterprise Customer entity that is directly attached on the distribution
network; this means, there is no Resellers or VARs dependency.

* For Resellers counter, it will count all the invoices generated for the Enterprise
Customers that are dependents of a Reseller.

* For VARs counter, it will count the invoices generated to the VAR.

Last 30 days packages sales chart:

“Last 30 Days Packages Sales” chart shows information about the relation between the number
of users and number of packages in the last 30 days of the entity’s distribution network. Data is
sorted by the higher number of users per package. This chart updates its daily data and counts
the last 30 days from the last day; meaning the current day - 1 (minus one day). Only the top 5
packages are displayed, and the rest of the packages are shown in a general counter known as
“OTHER".
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LAST 30 DAYS TOP PACKAGES SALES

€

o

NEW PACKAGES

ASSIGNMENT CASH IN
| | A NEW, PACKAGE 2 $120320.00
| | ADVANCEDMAIL 3 $23254.96
| | BASICWEBMAIL 2 $14550.00
| | COLLABORATIONSUITE 1 $7190.02
| | STORAGEMAIL 1 $8025.00

Figure 6 - Squid Dashboard — Overview - Last 30 days packages sales chart.

Value Added Resellers

This section provides data about VARs belonging to an entity’s distribution network. This section
includes information about revenue and packages. It also includes a search engine field to gather
specific information from a VAR. In order to access this section, follow the next path: Squid Menu
-> Dashboard -> VARS.

This section has the following sub-sections: Indicators, Assigned packages, Top Sales by Entity for
the last 30 days, Top package Sales of the last 30 days.
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Squid 7y serviceprovider administration console M §

HOME ~ENTITIES ~CATALOG ~ DASHBOARDS  BILLING  UPSELLING Service Provider

OVERVIEW  VALUE ADDED RESELLERS  DYNAMIC E

Q_ search for a specific Value Added Reseller

LAST3 MONTHS ~ LAST 6 MONTHS

ALL VALUE ADDED RESELLERS

$312,480.77 10

Cashin Assigned packages
AN-2017  MAR-2017  MAY-2017 JuL2017 SEP-2017  NOV-2017

W New packages assignment

LAST30 DAYS  LAST 3 MONTHS LAST 12 MONTHS

1ul2017 AUG2017 SEp-2017 oct2017 Nov2017 DEC2!

W Cashin

TOP SALES BY ENTITY FOR LAST 30 DAYS TOP PACKAGES SALES OF THE LAST 30 DAYS

erremoto  R8_Postpaym R9_Prepayme VarPruebas ~ Code  All Others
ent ot Academy

NEW PACKAGES

I NEW PACKAGES

ASSIGNMENT W CASHIN ASSIGNMENT cAsHIN
TERREMOTO 4 27900 W ANEW, PACKAGE 2 12032000
RO_POSTPAYMENT 2 $7.400 W ADVANCEDMAL 3 $2125496
RO_PREPAYMENT 1 $5.795 W BASICWEBMALL 2 1455000
VAR PRUEBAS 1 $5.580 B COLLABORATIONSUITE 1 9002
CODEACADEMY 1 4140 B STORAGEMAIL 1 $8025.00
llllllllll 1 s252175

All ights reserved | INSIGHTLEVEL

Figure 7 - Squid Dashboard — VARs Page.

Indicators:

Indicators are counters of revenue and users belonging to an entity’s distribution network.

This counter shows the Revenue generated by the Billing Module of
Cash In indicator: all VARS in the distribution network, it takes all the historical billing
data since the beginning of operations.

This counter shows the total number of users in the entity’s

Users indicator: R o ,
distribution network, it includes active and suspended users.
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$312,480.77 10
Cash in Assigned packages

Figure 8 - Squid Dashboard — VARs Page — Indicators block.

Historic new packages assignment chart:

This section shows the Revenue chart through time of the new packages assignment.

* Revenue: It is the sum of all cash-in invoices in the distribution network, only for VARs.

* Data shown is only historical.

LAST 3 MONTHS  LAST 6 MONTHS RESIRPRT{el11,N)

T T T T T
AN-2017 MAR-2017  MAY-2017 JUL-2017 SEP-2017 NOV-2017

B New packages assignment

Figure 9 - Squid Dashboard - VARs Page - Historic new packages assignment chart.

This chart includes three header buttons:

Last 3 months button: Shows the last 3 months activity, this is the default chart.

Last 6 months button: Shows the last 6 months activity.
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Last 12 months button: Shows the last 12 months activity.

NOTES: This chart doesn't count the current month, so the last one refers to the past month
before the current month; for instance, if the current month is April, the last three months are

March, February and January.

Revenue lineal chart:

The Revenue lineal chart takes information from Billing Cash-In section, and shows the revenue

generated only by VARs in the distribution network.

LAST 30 DAYS  LAST3 MONTHS MEIEF (e, LAST12 MONTHS

1 T T T T 1
JUL-2017 AUG-2017 SEP-2017 OCT-2017 NOV-2017 DEC-2

W Cashin

Figure 10 - Squid Dashboard - VARs Page - Revenue lineal chart.

This chart includes four header buttons:

Shows the last 30 days from the current day - 1.

Last 30 days This chart is updated daily.

button: For example; if today is April 25, it will compare from April 24 and 30 days of
historic data. This is the only chart that will show data from the last period.
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Shows the last 3 months starting from the current month - 1.

Last 3 months  This chart is updated monthly.

button: For example; if the current month is April, this chart will show information
about March, February and January.
Shows the last 6 months starting from the current month - 1.

Last 6 months  This chart is updated monthly.

button: For example; if the current month is April, this chart will show information

about March, February, January, December, November and October.

Shows the last 12 months starting from the current month - 1.

Last 12 months  This chart is updated monthly.

button: For example; if the current month is April, this chart will show information
from March of the current year until April of the last year.

Top sales by entity for the last 30 days chart:

The top sales by entity for the last 30 days chart shows data about the revenue and new package
assignment behavior for the last 30 days, sorting the top VARs entities. Revenue and package
assignment are grouped per VAR entity and sorted by the highest revenue. This chart will only
show the top 5 VARs, and the rest of the information is displayed in a consolidated counter called
‘Other’,
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TOP SALES BY ENTITY FOR LAST 30 DAYS

terremoto  R8_Postpaym R9_Prepayme Var Pruebas Code All Others
ent nt Academv

I NEW PACKAGES

ASSIGNMENT Il CASHIN
TERREMOTO 4 $27,900
R8_POSTPAYMENT 2 $7,400
RO_PREPAYMENT 1 $5,795
VAR PRUEBAS 1 $5,580
CODE ACADEMY 1 $4,140
ALL OTHERS 1 $2,52175

Figure 11 - Squid Dashboard - VARs Page - Top sales by entity for the last 30 days chart.

Top package sales of the last 30 days chart:

The “Top Package Sales of the last 30 Days” chart shows information about the relation between
the Cashin and number of packages assignment in the last 30 days, but only of the users that
belong to a VAR in the entity’s distribution network.

Data is sorted by the higher number of Cash In. This chart updates its daily data and counts the

last 30 days from the last day. This means, the current day - 1 day. Only the top 5 packages are
displayed, and the rest of the packages are shown in a general counter known as “OTHER”.
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TOP PACKAGES SALES OF THE LAST 30 DAYS

NEW PACKAGES

ASSIGNMENT CASH IN
| | A NEW, PACKAGE 2 $120320.00
| | ADVANCEDMAIL 3 $23254.96
o] BASICWEBMAIL 2 $14550.00
| | COLLABORATIONSUITE 1 $7190.02
[ | STORAGEMAIL 1 $8025.00

Figure 12 - Squid Dashboard — VARs Page — Top package sales of the last 30 days chart.

VAR Search Engine:

VAR search engine allows to filter data and look for a specific VAR that belongs to the
distribution network. In order to find a specific VAR, it is necessary to enter the account name;
then, a suggestion drop-down menu will be displayed and the specific VAR can be selected.

aw =
Controlado_Var

var_dos

Figure 13 - Squid Dashboard - VARs Page - VAR Search Engine.
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Once the filter is applied, a new page with specific information about the selected VAR will be
displayed. In this scenario, a Top Enterprise Customers chart will be displayed instead.

OVERVIEW VALUE ADDED RESELLERS DYNAMIC E
18
$2,750.00 NP 15 7 210
Revenue ele © Reseller Enterprise Customers Assigned packages
Resellers

TOP PACKAGES SALES OF THE LAST 30 DAYS
NEW PACKAGES

ASSIGNMENT CASHIN
15.0% PREMIUM WEB PACKAGE ” $87000
e BASIC WEB PACKAGE B $680.00
§0.0% 0
New packages Cash CLOUD MAIL 7 $46050

N ashin
assignment
@ @ 0.0% WEB MAIL BASIC 6 $35020
30.0% MAIL CLOUD DEMO 6 $22000
30.0%
ALL OTHERS 2 $345.40

TOP ENTITIES WITH MORE USERS ACCOUNTS ADDED

[ NEW PACKAGES ASSIGNMENT W CASHIN
ACADEMY 300 $18,400.00
KLEENEX 120 $11,500.00
CITIRESELLER 100 $7,530.00
BIP 50 $5,50000
FRECUENCIAS 25 $3,40000
ALLOTHERS 55 $4,950.00

BIP Frecuencias Al Others

Figure 14 - Squid Dashboard — VARs Page — VAR Search Engine — VAR Result Page.

Resellers

This section provides information about Resellers belonging to the distribution network of the
entity. It includes information about Revenue, packages and a search engine field to gather
specific information from a Reseller.
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This section is only available for VAR entities in the distribution network, and if they have the

right permissions to extend its distribution network, or at least has resellers under its distribution
network.

In order to access this section, follow the next path: Squid Menu -> Dashboard -> Resellers.

This section has the following sub-sections: Indicators, Assigned packages, Revenue & new
packages assignment comparative chart, Historic Cash In.

OVERVIEW VALUE ADDED RESELLERS RESELLERS ENTERPRISE CUSTOMERS DYNAMIC E

ALL RESELLERS Q search for a specific Reseller
LAST 3 MONTHS LAST 12 MONTHS

$15,045.00 154
Cash in Assigned packages
JUL2017  AUG-2017  SEP-2017  OCT-2017 ~ NOV-2017 ~ DEC-2017

W Cashin W New packages assignment

LAST3MONTHS ~ LAST6 MONTHS  LAST 12 MONTHS

|||||||||||||||||||||

Figure 15 - Squid Dashboard - Resellers Page.
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Indicators:

Indicators are counters for Revenue and Package assignment belonging to the entity’s
distribution network.

* Cash in indicator: This counter shows the Revenue generated by the Billing module of
all the Enterprise Customer dependents of the Resellers in the entity’s distribution
network. This takes all the historical billing data since the entity started operations.

* Assigned packages indicator: This counter shows the total number of packages
assignment in the entity’s distribution network.

$15,045.00 154

Cashin Assigned packages

Figure 16 - Squid Dashboard - Resellers Page - Indicators block.

Historic cash in and package assignment bar chart:
This section shows the Revenue and Users comparative bar chart through time.

* Revenue: means the sum of all Cash-in invoices in the entity’s distribution network, only
for Enterprise Customers dependent on a Reseller directly attached to the entity.
* Users: means the sum of all users in the entity’s distribution network.

Information shown is historical information only.
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LAST 3 MONTHS RFAIERL(e 110 LAST 12 MONTHS

JUL-2017 AUG-2017 SEP-2017  OCT-2017  NOV-2017 DEC-2017

B Cashin B New packages assignment

Figure 17 - Squid Dashboard — VARs Page — Historic cash in and package assignment bar chart.

This chart includes three header buttons: Last 3 months, Last 6 Months and Last 12 monthes.

Last 3 months button: Shows the last 3 months activity, this is the default chart.
Last 6 months button: Shows the last 6 months activity.
Last 12 months button: Shows the last 12 months activity.

NOTES: This chart doesn't count the current month, so the “last one” refers to the past month
before the current month; for instance, if the current month is April, then the last three months

are March, February and January.

Revenue lineal chart:

The Revenue lineal chart shows information related to the current revenue in the last period

revenue.
Revenue information is taken from Billing Cash-in section and shows the revenue generated only

by Enterprise Customer dependents on the Resellers directly attached to the entity in the
distribution network.
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LAST30 DAYS  LAST3 MONTHS WWAIEJLC LU LAST 12 MONTHS

rt T T T T T
JUL-2017 AUG-2017 SEP-2017 OCT-2017 NOV-2017 DEC-2t

W Cashin

Figure 18 - Squid Dashboard - Resellers Page — Revenue lineal chart.

The chart includes four header buttons: last 30 days, last 3 months, last 6 months and last 12
months.

* Last 30 days button: Shows the last 30 days from the current day - 1.
o This chart in updated daily. For example, if today is April 25, it will compare from
April 24 and 30 days of historical data.
o Thisis the only chart that displays data from the last period.

* Last 3 months button: Shows the last 3 months starting from the current month - 1.

o This chart is updated monthly. For example, if the current month is April, this
chart will show information about March, February and January.

* Last 6 months button: Shows the last 6 months starting from the current month - 1.
o This chart is updated monthly. For example, if the current month is April, this

chart will show information about March, February, January, December,
November and October.

||_ User manual Page 264



Resellers
Dashboards

* Last 12 months button: Shows the last 12 months starting from the current month - 1.

o This chart is updated monthly. For example, if the current month is April, this
chart will show information from March of the current year until April of the
last year.

Reseller Search Engine:

Reseller search engine allows to filter information and look for a specific Reseller belonging to the

entity’s distribution network.

In order to find a specific Reseller, it is necessary to enter the account name; then, a suggestion

drop-down menu will be displayed and the specific Reseller can be selected.

‘O\Ua

cuatro

var_cuatro
L

Figure 19 - Squid Dashboard - Resellers Page — Resellers Search Engine.

Once the filter is applied a new page with specific information about the selected Reseller will be
displayed. In this scenario, a Top Resellers chart will be displayed instead.
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Iovmvl(w VALUE ADDED RESELLERS ~ RESELLERS ~ ENTERPRISE CUSTOMERS  DYNAMIC

< ELECTRIC CLOUD

$450.00
Cashin

14

Enterprise Customers

TOP PACKAGES SALES OF THE LAST 30 DAYS

B PREMIUM WEB PACKAGE
W BASIC WEB PACKAGE

W CcouwMmaAL

TOP ENTITIES WITH MORE USERS ACCOUNTS ADDED

SUPE THEG SANF YOUN GoLp

OTHERS

37

Assigned packages

NEW PACKAGES

ASSIGNMENT

”

B

7

I NEW PACKAGES ASSIGNMENT

SUPERNATURAL
THE GREAT WEB

SAN FRANCISCO NET
'YOUNG WEB YOUTH
GOLDEN MAIL

ALLOTHERS

287
25
163
54

0

494

CASHIN
$87000
$680.00

$46060

W cAsHIN
$5200
$4850
$4000
$3550
$1930

$3500

LAST MONTH 30 DAYS [ll LAST 30 DAYS

Dashboards

Figure 20 - Squid Dashboard - Resellers Page — Resellers Search Engine — Reseller Result Page.

Enterprise Customers

VAR RESELLER

This section provides information about Enterprise Customers belonging to the distribution
network of the entity. This information doesn’t count Enterprise Customers of other dependents;
for example, Enterprise Customers belonging to another VAR or another Reseller, even if they

belong to the entity’s distribution network.

This section includes information about Revenue and packages. It also includes a search engine

field to gather specific information about an Enterprise Customer
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It is available only for VAR and Reseller entities in the distribution network, and only if they have
the permission to extend their distribution network, or at least, if they have Enterprise Customers

under their distribution network.

In order to access this section, follow the next path: Squid Menu -> Dashboard -> Enterprise

Customers.

This section has the following sub-sections: Indicators, New packages assignment chart, Cash In
Historic Data, Top Sales by Entity of the last 30 days and Top packages sales of the last 30 days.

OVERVIEW  VALUE ADDED RESELLERS  RESELLERS = ENTERPRISE CUSTOMERS = DYNAMIC

Q Search for a specific Enterprise Customer

LAST 3 MONTHS LAST 12 MONTHS

ALL ENTERPRISE CUSTOMERS

$3,534.10 40
Cash in Assigned packages
JUL2017  AUG2017  SEP-2017 OCT2017 NOV-2017 DEC-2017

W New packages assignment

(LA ELDEVAE  LAST3 MONTHS  LAST6 MONTHS ~ LAST 12 MONTHS

TOP SALES BY ENTITY FOR LAST 30 DAYS

MODERN  INVASION ABSTERGO UMBRELLA APERTURE ALLOTHERS

NEW PACKAGES

[ NEW PACKAGES ASSIGNMENT [l CASHIN
ASSIGNMENT CASHIN

MODERNCLOUD 11 $1.400.00
B ANEW,PACKAGE 2 $1.20000

INVASION CORP 9 $1,200.00
B ADVANCEDMALL 0 $891.00

ABSTERGO 7 $987.00
W BASICWEBMAL 8 $600.00

UMBRELLACORP 4 78200
B COLLABORATIONSUITE 8 $669.00

APERTURE 4 $12000
B STORAGEMAIL 2 $230.00

ALLOTHERS B $20000

Figure 21 - Squid Dashboard — Enterprise Customer Page.

||_ User manual Page 267



Enterprise Customers
Dashboards

Indicators:

Indicators are counters for Cash In and Package assignment belonging to the entity’s distribution

network.

* Cash in indicator: This counter shows the Revenue generated by the Billing Module of
the Enterprise Customers, which are attached as dependents of the entity. This takes all
the historical billing data since the entity started operations.

* Package assignment indicator: This counter shows the number of packages assigned
that belongs to the Enterprise Customers in the entity’s distribution network. This
counter includes active and suspended users.

$3,534.10 40
Cash in Assigned packages

Figure 22 - Squid Dashboard - Enterprise Customers Page - Indicators block.

New package assignments chart:

This section shows the New package assignment chart through time. It shows only historical data.

* Package assignment: means the sum of all new package assignment in the entity’s
distribution network, only for Enterprise Customers directly attached as a dependent.
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LAST 3 MONTHS RENIER (e 00 LAST 12 MONTHS

JUL-2017 AUG-2017 SEP-2017  OCT-2017  NOV-2017 DEC-2017

Il New packages assignment

Figure 23 - Squid Dashboard - Enterprise Customer Page - New package assignments chart.

This chart includes three header buttons: Last 3 months, Last 6 Months and Last 12 months.

Last 3 months button: Shows the last 3 months activity, this is the default chart.
Last 6 months button: Shows the last 6 months activity.
Last 12 months button: Shows the last 12 months activity.

NOTES: This chart doesn’t count the current month, so the “last one” refers to the past month
before the current month; for instance, if the current month is April, then the last three months

are March, February and January.

Revenue chart:

The Revenue lineal chart shows information related to the current revenue in the last period.

Revenue information is taken from Billing Cash-in section and shows the revenue generated by
the Enterprise Customers dependents on an entity in the distribution network.
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(WAL ZN Ol LAST 3 MONTHS ~ LAST 6 MONTHS ~ LAST 12 MONTHS

T T T T T T T T T T _1_ T T T T T T T T _T T T T 1T T
DEC-15 DEC-19 DEC-23 DEC-27 DEC-31 JAN-4 JAN-8 JAN-12

Figure 24 - Squid Dashboard - Resellers Page - Revenue Chart.

Includes four header buttons:

* Last 30 days button: Shows the last 30 days from the current day - 1.
o This chart in updated daily. For example, if today is April 25, it will compare from
April 24 and 30 days of historical data.
o Thisis the only chart that displays data from the last period

» Last 3 months button: Shows the last 3 months starting from the current month - 1.

o This chart is updated monthly. For example, if the current month is April, this
chart will show information about March, February and January.

* Last 6 months button: Shows the last 6 months starting from the current month - 1.
o This chart is updated monthly. For example, if the current month is April, this
chart will show information about March, February, January, December,

November and October.

* Last 12 months button: Shows the last 12 months starting from the current month - 1.
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o This chart is updated monthly. For example, if the current month is April, this
chart will show information from March of the current year until April of the last
year.

Top sales by entity of the last 30 days chart:

The “Top Sales by Entity of the last 30 days” chart shows information about the revenue versus
the packages assignment of the last 30 days sorting the top Enterprise Customer entities.

Revenue and package assignment are grouped per Enterprise Customer entity and sorted by the
higher revenue.

This chart will only show the top 5 entities, and the remaining information will be displayed in a
consolidated counter called “OTHER”.

TOP SALES BY ENTITY FOR LAST 30 DAYS

MODERN  INVASION ABSTERGO UMBRELLA APERTURE ALLOTHERS

I NEW PACKAGES ASSIGNMENT B CASHIN

MODERN CLOUD n $1,400.00
INVASION CORP $1,200.00
ABSTERGO $987.00

APERTURE

9
7

UMBRELLA CORP 4 $782.00
4 $120.00
5

ALL OTHERS $200.00

Figure 25 - Squid Dashboard — Enterprise Customers Page — Top sales by entity of the last 30 days chart.
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Top package sales of the last 30 days chart:

“Top Package Sales of the last 30 days” chart shows information about the relation between the
Cashln versus the new package assignment of the last 30 days; but only of users belonging to an
Enterprise Customer that depend on the entity in the distribution network.

Data is sorted by the higher number of users per package.
This chart updates data daily and counts the last 30 days from the last day, this means current

day - 1day. Only the top 5 Packages are shown, and the remaining information will be displayed
in a general counter called “OTHER”.

TOP PACKAGES SALES OF THE LAST 30 DAYS

B fi
ﬁw packages Cashin

assignment

“?

NEW PACKAGES

ASSIGNMENT CASH IN
| A NEW, PACKAGE 12 $1,200.00
| | ADVANCEDMAIL 10 $851.00
| BASICWEBMAIL 8 $600.00
Im] COLLABORATIONSUITE 8 $669.00
O STORAGEMAIL 2 $230.00

Figure 26 - Squid Dashboard - Enterprise Customers Page — Top package sales of the last 30 days chart.
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Enterprise Customer Search Engine:

Enterprise Customer search engine allows to filter information and look for a specific Enterprise
Customer belonging to the entity’s distribution network. In order to find a specific EC, type the
account name; then, a suggestion drop-down menu will be displayed and the specific EC can be

selected.

‘O\Ua

cuatro

var_cuatro
L

Figure 27 - Squid Dashboard - Enterprise Customer Page - Enterprise Customer Search Engine.

Once the filter is applied, a new page with specific information about the selected Enterprise
Customer will be displayed. In this scenario, a Top Enterprise Customers chart will be displayed

instead.

OVERVIEW  VALUE ADDED RESELLERS ~ RESELLERS ~ ENTERPRISE CUSTOMERS  DYNAMIC E

$1,400.00 n
Cashin Assigned packages

TOP PACKAGES SALES OF THE LAST 30 DAYS

NEW PACKAGES
ASSIGNMENT CASHIN

150% B PREMIUM WEB PACKAGE 2 $157000
W BASICWEB PACKAGE 1 588000
0.0% 0%
USERS REVENUE W couwmaL 3 560060
0 o =
p [ ]

WEB MAIL BASIC 1 $51020

MAIL CLOUD DEMO 1 $22000

ALLOTHERS 3 $63540

USERS BEHAVIOR FOR LAST 30 DAYS

0~

i€16’ ' TpeC20' | pedza’ | DEC2s | A1 UANS | ane | Nz

Figure 28 - Squid Dashboard - Enterprise Customers Page — Enterprise Customers Search Engine -
Enterprise Customer result page.
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Dynamic

The Dynamic section provides a feature to build specific and cross information custom reports.
These dynamic reports can use specific parameters to cross and compare information about
assigned packages and Cash In, using filter parameters like: Packages, VARs, Resellers, Enterprise

Customers and Dates.
Parameters used in Dynamic section are described below:

Metric list: This drop-down menu lists Users and Revenue as metric options.

This drop-down menu is used as a filter; it shows a list with dependents,

Account list: .
these can be VARs, Resellers, Enterprise Customers.
) This drop-down menu is used as a filter; it shows a list with available
Package list:
packages.
Date: This is a Date-picker option to choose a reference month.
Select metrics: This checkbox is used to enable the comparison metrics.

In order to access this section, follow the next path: Squid Menu -> Dashboard -> Dynamic.
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OVERVIEW VALUE ADDED RESELLERS

Select metrics

Metric Select

Account Al entities

Package All packages

Date

DYNAMIC

Select metrics

Metric Select

Account | Al entities

Package = All packages

Date

Figure 29 - Squid Dashboard — Dynamic page — Parameters block.

Steps to execute a dynamic report are:

1. Choose a primary metric: Assignments or Cash In.

2. Choose an entity as a filter, or leave the default value if no filter will be applied; this
means all the entities belonging to the distribution network will be considered.
3. Choose a package as a filter, or leave the default value (All Packages); this means all

packages will be considered.
4. Choose a date. The month to view can be selected here.

5. If you need to have a cross information report; check to enable the box “Select metrics”

and fill the same fields (Metric, Account, Package and Date).

6. Click on Search button.

Operation results:

Success

A linear graphic will be displayed. If the “select metrics” checkbox was enabled

and the fields were full, a comparison graphic will be displayed.

Error An error status window will be displayed with details about the error.
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OVERVIEW  VALUE ADDED RESELLERS ~ RESELLERS

ENTERPRISE CUSTOMERS ~ DYNAMIC

Select metrics ¥ Select metrics
Metric  Assigned packages Metric  Assigned packages
Account | All entities Account | Al entities

Package Al packages

Package Al packages

Date January 2017 Date December 2017

SEARCH

LAST3 MONTHS ~ LAST 6 MONTHS  LAST 12 MONTHS

January 2017 vs December 2017

Daily
180
160
140
120
100
80

................................
JAN-1 JAN-S JAN-9 JAN-13 JAN-17 IAN-21 IAN-25 JAN-29
January 2017 W Jan1,2017 - Jan 31,2017
$1,009.50
December 2017 | Dec, 2017 - Dec 31,2017
556

Figure 30 - Squid Dashboard - Dynamic Page - Result block.

The graphic chart has the following attributes:

Result chart: Chart with results of the dynamic report.

Result legend: Legend with results and selected data periods on the dynamic report.

Chart title: Title of the query.

View mode list: List with different view modes: daily, weekly, monthly or quarterly.

* Last 30 days header button: Shows the last 30 days starting from the current date - 1
day.

o This is the default graphic shown.
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* Last 3 months button: Shows information of the last 3 months starting from the last
month.

» Last 6 months button: Shows information of the last 6 months starting from the last
month.

* Last 12 months button: Shows information of the last 12 months starting from the last
month.

“Last month” means current month - 1. So, if the current month is April, the last month refers to
March.

Report Management

VAR RESELLER EC

This section allows the entity manager to schedule reports in a specific date; to retrieve specific
historical data and send it to recipients or mailboxes by e-mail. Scheduled reports are specific for
each entity in the distribution network. So, an entity can manage its own reports, if the
permission was given by its parent entity.

In order to access this section, follow the next path: Squid Menu -> Dashboard -> Report
Management icon.
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OVERVIEW VALUE ADDED RESELLERS RESELLERS ENTERPRISE CUSTOMERS DYNAMIC

Download file: @33 ) (n}

= Reports
Reports Management ADD NEW SCHEDULED REPORT
Show 10 v entries Search:
STATUS NAME FREQUENCY NEXT EVENT EDIT DELETE
B Overview Daily Report Daily 16-01-2018 23:45 7/ [ ]
B Overview Monthly Report Monthly 16-01-2018 01:00 Va [ ]
Showing 1 to 2 of 2 entries Previous n Next

Figure 31 - Squid Dashboard - Report Management Page.

Report Management section has the following attributes:

This table shows a list with all the scheduled reports created by
Reports table: _
the entity.

Add New Scheduled

This button is used to create a scheduled report.
Report:

These buttons are used to export the reports table to a specific
format like CSV, XLSX and PDF.

Download file:

This drop-down menu allows to select the number of records to

display per page.

Show list:

. h This input field allows to search an element in the reports table,
earch:
the search functionality will work as the user enters information.

These buttons (Previous and Next) are used to change the table

page.

Pagination buttons:
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This column shows reports duration: time the report will be

Duration: _
running.
Sendi This column shows reports periodicity: the periods of time that the
ending:
9 report will be executed.

Next Sending: This column shows the next execution period of the report.
Edit: This icon button is used to edit an existing report.
Delete: This icon button is used to delete an existing report.

) This icon button is used to suspend or re-activate an existing
Suspend/Activate:

report.

Create a new Report:

This option is used to create a new scheduled report.
Steps to create a new report are:

1. Click on Add New Scheduled Report button. This will open a new page.
2. Enterinformation in the following fields:

o General

= * Name: This field is used to set a name for the report.

= * Duration: The numeric field and drop-down menu are used to set the
execution time of the report.

= * Period: This field is used to set a periodicity for sending the report;
available options are daily, weekly, monthly, 2 months, 3 months, 6
months and 12 months.
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= Set time: These drop-down boxes are used to schedule the time when

the report will be executed.
o Select Report Info

= Page: This drop-down box allows selecting the report sections.

= View: This drop-down box allows selecting a time-scale period used on
the report, the options are: last 30 days, last 3 months, last 6 months and
last 12 months.

= Add Option: This button is used to add another page to the report and
set the parameters for “Page” and “View” options.

o E-mail Recipients
= E-mail: This field is used to add the e-mail recipients that will receive the
report.

» Add button: Used to add the e-mail recipient to the list.

3. Review all the information and click on Save to create the new report or on Cancel to

cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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I & ADD NEW SCHEDULED REPORT I
GENERAL

Information
Name Overview Q Report Duration 1 Years

Scheduled options

Period 3 months v Day Monday

Set time 8 v i 00 v AM

SELECT REPORT INFO

Option
Value Added Resellers

Data range

Last 3 months

EMAIL RECIPIENTS

Email recipients mariarodriguez@cloudnetmail.com m
CANCEL SAVE

Figure 32 - Squid Dashboard - Create New Scheduled Report Page.

Edit an existing Report:

This option is used to edit an existing scheduled report.
Steps to edit a report are:

1. From Reports list, search and select the report to be edited.

2. Click on edit icon button. This will open the report edit page.
3. Change the required information.
4

Review all the information and click on Save to save changes or on Cancel to cancel
the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

||_ User manual Page 281



Report Management
Dashboards

& EDIT SCHEDULED REPORT

GENERAL

Information

Name  Overview Monthly Report Duration 1 Months

Scheduled Report

Period | Monthly Day | Tuesday

Settime | 1 v i 00 v AM

SELECT REPORT INFO

Option

Value Added Resellers

Data range

30 days view

EMAIL RECIPIENTS

Email Recipient

admin@domain.com X

CANCEL SAVE

Figure 33 - Squid Dashboard - Edit an existing Report Page.

Delete an existing Report:

This option is used to delete an existing scheduled report.
Steps to delete a report are:

1. From Reports list, search and select the report to be deleted.
2. Click on delete icon button. A confirmation window will be displayed on screen.
3. Click on Delete to delete that report or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.
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DELETE SCHEDULED REPORT: OVERVIEW DAILY REPORT?

Would you like to Delete the scheduled report: Overview Daily Report?

Figure 34- Squid Dashboard - Report Management List — Delete an existing Report.

Suspend/Reactivate an existing Report:

This option is used to suspend or reactivate an existing scheduled report.
Steps to suspend a report are:

1. From Reports list, search and select the batch/scheduled report to suspend.
2. Click on status icon button. A confirmation window will be displayed on screen.
3. Click on Suspend to suspend that report or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

SUSPEND SCHEDULED REPORT: OVERVIEW MONTHLY
REPORT?

Would you like to suspend the scheduled report: Overview Monthly Report?

CANCEL ACCEPT

Figure 35 - Squid Dashboard - Report Management List - Suspend an existing Report.
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B Overview Monthly Report Monthly 16-01-2018 01:00 /'

Figure 36 - Squid Dashboard - Report Management.

Steps to reactivate a report are:
1. From Reports list, search and select the scheduled report to be reactivated.
2. Click on status icon. A confirmation window will be displayed on screen.
3. Click on Activate to reactivate the report or on Cancel to cancel the operation.

Operation results:

Success A success status window will be displayed.

Error An error status window will be displayed with details about the error.

ACTIVATE SCHEDULED REPORT OVERVIEW MONTHLY
REPORT?

Would you like to Activate the scheduled report: Overview Monthly

Report?

CANCEL ACCEPT

Figure 37 - Squid Dashboard — Report Management List — Activate an existing Report.

B Overview Monthly Report Monthly 16-01-2018 01:00 /’

Figure 38 - Squid Dashboard — Report Management List.
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